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Introduction 
Microsoft Exchange 2000 Server Administrator's Pocket Consz~ltant is designed 
to be a concise and compulsively usable resource for Exchange 2000 adminis- 
trators. It covers everything you need to perform the core administrative tasks 
for Exchange 2000 Sewer and is the resource guide you'll w-ant on your desk a: 
all times. Because the focus is on giving you maximum value in a pocket-sized 
guide. you don't have to wade through hundreds of pages of extraneous infor- 
mation to find what you're looking for. Instead, you'll find exactly what you need 
to get the job done. 

This book is designed to be the one resource j7ou turn to whenever you have 
questions about Exchange 2000 administration. To this end, the book zeroes in 
on daily administration procedures, frequently used tasks, documented examples, 
and options that are representative while not necessarily inclusive. One of the 
goals is to keep the c o n t e ~ ~ t  concise enough so the hook is con~pact and easy to 
navigate while also ensuring that it contains as much information as possible. 
Instead of a 1000-page tome or a 100-page quick reference, you get a guide that 
can help you quickly and easily perform common tasks, solve problems, and 
implement advanced Exchange 2000 technologies like virtual servers, X.400 
message stacks, and routing group connectors. 

Who This Book Is For 
,Wzcrosoft Exchange 2000 Sewer Admznzstrator's Pocket Consultant covers the 
Standard Enterpr~se and Conference versions of Exchange 2000 Server The book 
is deslgned tor 

Exchange 2000 administrators 

Microsoft Windows 2000 administrators who want to learn Exchange 2000 
Server 

Administrators upgrading to Exchange 2000 Server from Exchange Server 5.5 
Administrators transferring from other messaging servers 

Supervisors and support staff who've been given authority to manage mail- 
boxes or other aspects of Exchange 2000 Senrer 

To include as much information as possible, I had to assume that you have ba- 
sic networking skills and a basic understanding of e-mail and messaging sen7- 
ers. With this in mind, I don't devote entire chapters to understanding why e-mail 
systems are needed or how they work, nor do I devote entire chapters to installing 
Exchange 2000 Server. I do  provide complete details on the components of Ex- 
change 2000 organizations and explain how you can use these components to 
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build a fully redundant and readily alrailable messaging environment. You'll also 
find complete details on all the essential Exchange 2000 administration tasks. 

I also assume that you're fairly familiar with Windows 2000. If you need help 
learning Windows 2000, I recommend that you read Microsoft Wfindous 2000 
Adnzir7istmtors Pocket Conszlltant (hlicrosoft Press. 2000). 

How This Book Is Organized 
Because .lilicrosoft Exchange LOO0 Sewer Administrators Pocket Consultant is 
designed to he used in the daily administration of Exchange 2000 Server, it's 
organized by job-related tasks rather than by Exchange LO00 features. Before you 
use this book, you should be aware of the difference between Pocket Consult- 
ants and Administrator's Companions. Although both types of books are designed 
to be a part of an administrator's library, Pocket Consultants are the duwn-and- 
dirty, in-the-trenches books, and Administrator's Companions are the comprehen- 
sive tutorials and references that cover every aspect o f  deploying a product or 
technology. 

Speed and ease of reference are essential parts of this hands-on guide. The book 
has an expanded table of contents and an extensive index for finding answers 
to problems quickly. Many other quick reference fea~ures have also been added. 
These features include quick step-by-step instructions, lists, tables with fast facts, 
and cross-references. The book is broken down into parts and chapters. Each part 
contains ail o p r n i ~ ~ g  paragraph or two about the chapters contained in that part 

Part I ,  "hlicrosoft Exchange 2000 Server Administration Fundamentals," covers the 
fundamental tasks you need fur Exchange 2000 administration. Chapter 1 pro- 
vides an overview of Exchange 2000 administration concepts, tools, and tech- 
niques. Chapter 2 covers Exchange 2000 client setup and management. 

In Part TI, "Active Directory Ser~rices and Microsoft Exchange 2000 Server," I show 
you IIOW t o  manage resources that are stored in the Active Directory directory 
service darabase. You'll also learn about the Exchange 2000 features that are 
integrated with Active Directory services. Chapter 3 examines essential concepts 
and tasks that you need to know to work with Exchange 2000 Server. Chapter 4 
takes a look at creating and managing users, n~ailboxes. and contacts. There you'll 
learn all about Exchange 2000 aliases, delivery restrictions, storage limits. mail- 
t)os data stores, and more. In Chapter 5 1-ou'll find a detailed discussion of how 
tc) use address lists. distribution groups, and templates. You'll also learn how to 
manage these resources. The final chapter in this part covers directory security 
and policies. 

Part TI1 covers Exchange 2000 data store administration. In Chapter 7 you learn 
h o c ~  to manage Exchange 2000 data and storage groups. Chapter 8 examines 
aclministration of mailbox and public folder stores. Chapter 7 looks at how you 
can use pu1,lic folders in the enterprise. Finally, chapter 10 explains hon7 to back 
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up and restore an Exchange 2000 server. There you'll learn key techniques that 
can help you reliably back up and, more importantly, recover the Exchange 2000 
server in case of failure. 

In Part IV, "Microsoft Exchange 2000 Server and Group Administration," I discuss 
advanced tasks for managing and ma~ntaining Exchange 2000 organizations Chap- 
ter i i  provides the essentials for managing servers, administrative groups, and 
routing groups. You'll also learn how to configure global settings for the organl- 
zation. Chaptcr 12 explores message routing within the organization. It begins 
with a Iook at the X.400 Message Transfer Agent and X.400 stacks and then goes 
on to explain how to install and use connectors for routing groups, Simple Mail 
Transfer Protocol (SMTP), and X.400. Chapter 13 explores tasks for configuring 
SMTP, Internet Message Access Protocol 4 (IMAP4), and Post Office Protocol 3 
(POP3) virtual senrers. Chapter 14 covers Microsoft Outlook Web Access (O\VIA) 
and HTTP virtual servers. Finally, Chapter 15 discusses Exchange 2000 mainte- 
nance, monitoring, and queuing 

Conventions Used in This Book 
I've used a variety of elements to help keep the text clear and easy to follo\v. 
You'll find code terms and listings in monospace type, except when I tell J-ou to 
actually type a command. In that case, the command appears in bold type. When 
I introduce and define a new term, I put it in italics. 

Other conventions include: 

Note To provide details on a point that needs emphasis 

Tip To offer helpful hints or additional informat~on. Q 
Caution To warn you when there are potential problems you should 
look out for. 

More Info To provide more information on the subject. 

Real World To provide real-world advice when discussing advanced 
topics. 

Best Practice To explain the best technique to use when working 
with advanced configuration and administration concepts. 
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I truly hope you find that iMicrosoj1 Exchange 2000 Sem~er Administrator's Pocket 
Co)zsultarzt provides everything you need to perform essential Exchange 2000 
administrative tasks quickly and efficiently. You're welcome to send your thoughts 
to me at win2000-consulting@nipress.com. Thank you. 

Every effort has been made to ensure the accuracy of this book. Microsoft 
Press provides corrections for books through the World Wide Web at (http:// 
mspress.?nicrosoft.corn/support/~. 

If you have comments, questions, or ideas about this book, please send them to 
hlicrosoft Press using either of the following methods: 

Postal Mail: 

hlicrosoft Press 
Attn ~llzcrosoft Exchange 2000 Semier 
Adrnznzstrator's Pocket Consultant Editor 
One hlicrosoft Way 
Kedmond, \X'A 98052-6399 

E-mail: 

?!ease note that product support is not offered ttirougi~~ iire rnail address. For 
support information visit Microsoft's web site at http://support.rnicrosoft.conz/ 
directory/. 



Part I 

Microsoft Exchange 2000 
Server Administration 
Fundamentals 

Part I covers the fundamental tasks you need for Microsoft Exchange 

2000 Server administration. Chapter 1 provides an overview of Exchange 

Server administration concepts, tools, and techniques. Chapter 2 covers 

Exchange Server client setup and management. 





Chapter 1 

Overview of 

hlicrosoft Exchange 2000 Sen-er is designed to meet all the messaging and col- 
laboration needs of any organizatiou, no matter how large or small. Exchange 
Server has many features and offers wide support for industry-standard mail 
protocols. 

Note Throughout thls book, I refer to Exchange Server in d~fferent ways, 
and each has a different meanlng. Typically, I'll refer to the software prod- 
uct as "Exchange Server." If you see thls term, you can take it to  mean 
Mlcrosoft Exchange 2000 Server. When necessary, I'll use "Exchange 
2000 Server" to draw attention to  the fact that I am d~scussing a fea- 
ture that's new or has changed in the most recent version of the product. 
Each of these terms means essentially the same th~ng. If I refer to a pre- 
vlous version of Exchange Server, I'll always do so specifically, such as 
"Exchange Server 5.5." Flnally, I'll often use the term "Exchange server" 
(note the lowercase s in "server") to refer to an actual server computer, 
as In "There are eight Exchange servers In this routing group." 

Initially the key features you should focus on are those involving scalability. 
reliability, and availability. including 

Multiple message database support Exchange Server allows you to 
divide the message store into multip!e databases that you can manage either 
individually or in logical groupings called storugegrozrps. You can then store 
these message databases on one or Illore Exchange sen-ers. Because you can 
manage transaction logging and recovery for each of these databases sepa- 
rately. the repair or recoveT of one database doesn't affect other databases 
in the Exchange installation. 
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Fault-tolerant SMTP support Simple Mail Transfer Protocol (SMTP) is the 
Internet standard for transferring and delivering e-mail. Exchange Sewer uses 
SMTP as the default transport protocol for routing messages. SMTP provides 
major performance and reliability improvements over remote procedure calls 
(RPCs), which previous versions of Exchange Server used for message rout- 
ing. Also, the SMTP implementation for Exchange Server has been enhanced 
considerably to ensure that the message delivery system is fault tolerant. You'll 
find more information on fault tolerance in later chapters. 

Multiple protocol and virtual server support Exchange Server supports 
many industry-standard messaging protocols, and each of these protocols can 
be installed on one or more virtual servers. A virtual server is a server pro- 
cess that has its own configuration information, which includes IP 
addresses, port numbers. and authentication settings. Each messaging pro- 
tocol configured for use on Exchange Server has its own virtual server. You 
can create additional virtual servers as well. You can use virtual servers to 
handle messaging needs for a single domain or for nlultiple domains. For large 
installations, you can install virtual sewers on separate systems, dividing the 
workload on a per protocol basis. 

Active/Active Clustering support Exchange Server supports advanced 
clustering technologies that enable all systems in a cluster to actively process 
message requests. If a disk drive fails on one server, you can distribute the 
workload to the remaining servers and begin recovery on the failed server. 
This means that the failure of a single server doesn't halt message process- 
ing. and you don't need to have a dedicated failot-er server. 

Exchange 2000 is tightly integrated with Microsoft UEJindows 2000, and many of 
the core features are fully integrated. As you get started with Exchange Server, 
the operating system integration is a key area that you should focus on. Other 
areas that you should focus on include hardware and component requirements, 
as well as the availability of administration tools. 

Exchange Server and Windows 
2000 Integration 
Exchange Server is designed for Windows 2000 and can be installed on 

Windows 2000 Server Windows 2000 Server is designed to provide ser- 
vices and resources to other systems on the network. Windows 2000 Server 
supports up to 4 CPUs and 4 GB of RAM. 
Windows 2000 Advanced Server Windows 2000 Advanced Server sup- 
ports load balancing with up  to 32 servers and 2-node clustering. It also 
supports up to 8 CPUs and 8 GB of RAM. 
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Windows 2000 Datacenter Server Windows 2000 Datacenter Server sup- 
ports 16 CPUs (32 through original equipment manufacturers, or OEMs) and 
up to 64 GB of M I .  It also supports load balancing with up  to 32 servers 
and 4-node clustering. 

In Exchange 2000 Server, e-mail addresses, distribution groups, and other direc- 
tory resources are stored in the directory database provided by Active Directoy. 
Active Directory is a directory service running on Windows ZOO0 donrain con- 
trollers. When there are multiple domain controllers, the controllers automatically 
replicate directory data with each other using a multimaster replication model. 
This model allows any domain controller to process directory changes and then 
replicate those changes to other domain controllers. 

The first time you install Exchange 2000 Server in a Windows 2000 domain, the 
installation process updates and extends Active Directory. The changes made to 
Active Directory allow you to centrally manage many Exchange functions, includ- 
ing user administration and security. Not only does centralized management 
reduce the administration workload, it also reduces complexity, making it easier 
for administrators to manage large Exchange installations. 

The Exchange installation process also updates the Active Directory Users And 
Computers Snap-In for Microsoft hlanagement Console (MMC). These updates are 
what make Active Directory Users And Computers the tool of choice for perform- 
ing most Exchange administration tasks. You can use Active Directory Users And 
Computers to 

hlanage mailboxes and distribution groups. 

Enable and disable messaging features, such as instant messaging and voice 
messaging. 

Set delivery restrictions, delivery options, and storage limits on individual 
accounts. 

Manage e-mail addresses associated with user accounts. 

The main window for Active Directory- Users And Computers is shown in Figure 
1-1. If you're familiar with Windows 2000 administration, you'll note that the main 
window has been updated for Exchange Server. You'll find three new columns: 

E-Mail Address Shows the e-mail address of the user or group, such as 
williams@technology.domain.com. 

Exchange  Alias Shows the e-mail alias for the user or group within 
Exchange. such as williams. For users, this is also the name of the Exchange 
mailbox. 

Exchange  Mailbox Store Shows the identifier for the mailbox store in 
which the mailbox is stored. (Only users can have mailboxes. so this entry 
doesn't apply to groups.) 
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Figure 1-1. L'se Active Directory L'sers And Computers to manage tasks for mail- 
boxes and distribution groups. 

While these changes to Windows 2000 are relatively minor, other changes to Win- 
dows 2000 have far-reaching effects. Security is a prime example. Exchange 2000 
Server fully supports the Windows 2000 security model and relies on this secu- 
rity mechanism to control access to directory resources. This means you can 
control access to mailboxes and membership in distribution groups and you 
can perform other Exchange security administration tasks through the standard 
Windows 2000 permission set. For example, to add a user to a distribution group, 
you simply make the user a member of the distribution group in Active Direc- 
tory Users And Computers. 

Because Exchange Server uses Windows 2000 security, you can't create a mail- 
box without first creating a user account that will use the mailbox. Every Exchange 
mailbox must be associated with a domain account-even those used by 
Exchange for general messaging tasks. For example, the SMTP and System 
Attendant mailboxes that Exchange Server uses are associated by default with the 
built-in System user. 

lrse of Windows 2000 security also means that access to Exchange Sewer is 
controlled through standard Windows 2000 groups. The key groups are 

Domain Admins Members of Domain Admins can manage user accounts 
and related account permissions. They can create mailboxes, modify distri- 
t~ution groups. and perform other Exchange administration functions. They 
can also manage the configuration of Exchange Sewer. 
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Enterprise Admins Members of Enterprise Admins have full access to 
Exchange Server. They can c r a t e  mailboxes, rnodifv distribution groups. and 
perform other Exchange administration functions. They can also delete trees 
and subelements (tasks that cannot be performed by Domain Admins). 

Exchange Domain Servers Computers that are members of this group can 
manage mail interchange and queues. All Exchange senTers sllould be tnem- 
hers of this group. '1.111s global group is in turn a member of the domain lo- 
cal group Exchange Enterprise Servers. 

Like Windo\\-s 2000, Exchange 2000 Server 3150 supp<jrts policy-based adminis- 
tration. You can think of policies as sets of rules that help you effectively 
Inanage Exchange Senrer. Tiou can create two general types of policies: 

System policies You use system policies to manage Exchange sewers. pub- 
lic data stores, and mailbox data stores. 

Recipient policies You use recip~ent policies to manage e-mail addresses 
for users 

You can use system and recipient policies to automate many administration tasks. 
For example, you can create a system policy to automate replication and niain- 
tenance of data stores. You could then apply this policy to multiple Exchange 
servers. This ~vill be discussed in more detail in Chapter 6. "In~plen~enting 
Directory Securiq and 3licrosoft Exchange 2000 Sewer Policies." 

Hardware and Component 
Requirements for Exchange Server 
Exchange 2000 Sewer is unlike any version of Exchange you've used in the past. 
Consequently, before you install Exchange 2000 Sen7er you should carefully plan 
the messaging architecture. Key guiclelines for choosing hardware for Exchange 
2000 are as follows: 

Memory Minimum of 256 PIB of RAW This is nvice the minimum mernoq- 
required by bIicrosoft. The priman7 reason for this additional memory is to 
enhance performance. That said, 111ost of the Exchange installations I run use 
512 MB of R4P1 as a starting point, even in small installations (and especially 
if you plan to run all Exchange sen-ices from a single server). 

CPU Exchange 2000 is designed for Intel x-86 CPUs. Exchange 2000 Server 
achieves benchmark performance with Intel Pentium I11 550 MHz and All111 
Athlon 650 MHz. Both CPCs pro\-ide good starting points for the average 
Exchange 2000 server. 

SMP Exchange Sen7er supports symmetric multiprocessors. and fou'll see 
significant performance impro~ements if you use multiple CPUs. Still. if 
Exchange Sen7er is supporting a small organization with a single domain, one 
CPU should be enough. If the server supports a medium or large organiza- 
tion or handles mail for multiple domains, you may want to consider adding 
processors. An alternative would be to distribute the workload to virtual 
servers on different systems. 
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Disk drives The data storage capacity you need depends entirely on the 
number and the size of the databases that will be on the server. You need 
enough disk space to store all your data, plus workspace, system files, and 
virtual memory. Input/output (I/O) throughput is just as important as drive 
capacity. In most cases, Small Computer System Interface (SCSI) drives are 
faster than Integrated Device ElectronicsiEnhanced Integrated Drive Electron- 
ics (IDEiEIDE) and are therefore recommended. Rather than use one large 
drive. you should use several smaller drives, which allow you to configure 
fault tolerance with RAID (Redundant Array of Independent Disks). 

Data protection Add protection against unexpected drive failures by 
using RAID. RAID 0, 1, and 5 are supported by Windows 2000. Other RAID 
levels can be implemented using hardware RAID configurations. I recommend 
using RAID 1 or RAID 5 for drives containing messaging databases. RAID 1 
(disk mirroring) creates duplicate copies of data on separate drives, but re- 
covery from drive failure usually interrupts operations while you restore the 
failed drive from transaction logs or database backups. RAID 5 (disk striping 
with parity) offers good protection against single drive failure but has poor 
write performance. 

Uninterruptible powersupply Exchange 2000 Server is designed to rnain- 
tain database integrity at all times and can recover information using trans- 
action logs. This doesn't protect the senrer hardware, however. from sudden 
power loss or power spikes, both of which can seriously damage hardware. 
To prevent this, connect your server to an uninterruptible power supply (UPS). 
A UPS gives you time to shut down the senrer or senrers properly in the event 
of a power outage. Proper shutdown is especially important on servers 
using write-back caching controllers. These controllers temporarily store data 
in cache, and without proper shutdown, this data can be lost before it is writ- 
ten to disk. 

Before you install Exchange Server, you should ensure that the target server is 
configured properly. Most messaging and collaboration components of Exchange 
Server require that Internet Information Senrices (11s) version 5.0 or later be 
installed. The Instant Messaging Settings also require IIS. To determine if IIS is 
installed or to add necessary IIS components, follow these steps: 

I .  Click Start, choose Settings, and then choose Control Panel. 

2 .  Display the Add/Remove Programs dialog box by double-clicking Add/Re- 
move Programs. 

3. Start the Windows Components Wizard by clicking Add/Remove Windows 
Components. You should now see the Windows Components dialog box 
shown in Figure 1-2. 

4. If IIS are already installed, the related entry should be selected in the Com- 
ponents list box. You can view the installed IIS components by selecting the 
Internet Information Services entry and then clicking Details. 
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Note Throughout this book, 1 refer to double-clicking, which is the most 
common technique used for accessing folders and running programs. 
With a double-click, the first click selects the item and the second click 
opens or runs it, or both. In Windows 2000 you can also configure single- 
click open/run. Here, moving the mouse over the item selects it and a 
click opens or runs it, or both. You can change the mouse click options 
with the Folder Options utility in the Control Panel. To do this, select the 
General tab, and then choose Single-Click To Open ltem or Double-Click 
To Open ltem as appropriate. 

W~ndowo Components 
You can add oi remove wrnponents uf \/r'ndowr 2000 

In8iex1ng Service OOMB 

Figure 1-2. Internet Informatlotz Sea'zces and  Exchange Senler are tzghtly 
integrated Iiozn 11 need to z?zstall IIS before deploying most messagzng and  col- 
laboratlon senrlces 

5. Otherwise. select the Internet Information Services check box in the Com- 
ponents list box. Then click Details. 

6. If necessary, select additional components, and then click OK. As a minimum, 
you should install these subcomponents of IIS: 

Common Files 

Internet Information Services Snap-In 

ShlTP Sen'lce 

Network News Transfer Protocol (NNTP) Service (for newsgroups) 

* World Wlde Web Serclce 

7 .  Complete the installation process by clicking Xext and then clicking Finish. 

If you follow these hardware and component guidelines, you'll be well on your 
way to success wit11 Exchange 2000 Sen'er. 
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Exchange Server Administration Tools 
Several types of tools are available for Exchange administration. The ones you'll 
use the rnost for rrlanaging local and remote sewers are the graphical adminis- 
tration tools. T'ith proper configuration, these tools let you centrally manage 
Exchange seners regardless of where they're located. 

One of the key tools for Exchange administration is Active Ilirectoly Users And 
Computers, which was discussed previously in this chapter. Another key tool is 
System hlanager. System Manager provides an integrated toolbox for managing 
Exchange installations, and it's the Exchange equivalent of the Exchange Admin- 
istrator in previous versions of Exchange Sen-er. As Figure 1-3 shows, you can 
use System Xlanager to manage 

Global settings for all Exchange sewers in the organization 

Policies, address lists. and address templates for recipients. 

Sen,er protocols and information stores. 

Systern policies for servers. mailbox stores, and public folder stores 

Connectors-including connectors for hIS Mail, MS Scl~edulePlus, Lotus 
cc:>lail. Lotus Notes, and Novel1 Groupwise. 

Site replication, message tracking, and monitors. 

Public folders. 

Figure 1-3. 13e S~s t em  AMa~znger to manage Exchatzge sttes, se?vers, nrzd settzlzgs 
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If you selected the Exchange System Management Tools component when ),ou 
installed Exchange Sewer, yoli'll find that Active Directory Users And Comput- 
ers ant1 System Manager are already installed on your serer .  In this case. yo11 
can find tliese tools by clicking Start. choosing Programs. and then choosing 
Microsoft Exchange. 

1. Yo11 don't have to run Rctive D i r e c t o ~  Gsers And Computers or System 
Manager from the Exchange server. You can install these tools on any Win- 
tlows 2000 Professional or Senler system. Simply complete the following steps: 
Log on to the system using an account wit11 administrator privileges. Then 
insert the Exchange 2000 Server CD-ROhI into the CD-ROM drive. 

2. If Autorun is enabled. an introdrlctory dialog box should be displayed auto- 
matically. Select Exchange Sewer Setup and then in the hlicrosoft Exchange 
1000 Installation Wizard window, click Next to continue. Othenvise. yo~1'11 
need to start the Setup program on the CU-ROhI. 

3. Accept the end user license agreement by selecting I Agree. Click Next. 

4 As Figure 1-4 sho~vs. you should now see the Component Selection dialog 
box. YOU need to install the hlicrosoft Exchange 2000 component and the 
hlicrosoft Exchange System Management Tools. Once you've selected these 
options for installation, click Next. and then complete the installation process. 

Microsoft Exchange MSMalI Cunnectc~r 
Microsoft Exchanqe Connectur iui Lotiis cc Mail 

Figure 1-4. Cse the Mzcrosoft E.xc/~ange 2000 Installnt~otz E k ~ a ; - d  to z~zstall 
the compotzents labeled ,Mlcr.osoft Exchntzge LOO0 andAMrcrosoft Exchavge 9 s- 
tein ?ilnrzagenneizt Tools 
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Other  administration tools that you may want to  use with Exchange 2000 are 
su~nmarized in Table 1-1. 

Table 1-1. Quick Reference Administration Tools to Use with 
Exchange 2000 Server 

Administrative Tool 

Active Directory Cleanup Wizard 

Computer Management 

C.onf~gurr Your Server 

Event Viewer 
Exchange Server Migration Wizard 

Internet Authentication Service 

Internet Services Manager 

Microsoft Network Monitor 

Performance 

Purpose 

Identifl- and merge multiple accounts that 
refer to the same person. 
Start and stop services, manage disks, and 
access other system management tools. 
Add, remove, and configure Windows ser- 
vices for the netm~ork. 
Manage the Ilomain Name System (DNS) 
service. 
Prepares a domain not serviced by Ex- 
change 2000 for the Recipient Update %I-- 
vice. You must create a new Keclpient 
Update Service for each domain that doesn't 
have an Exchange 2000 server but does 
have recipients. 

Manage events and logs. 
Migrate user accounts from other e-mail 
servers to Exchange Server. 
Manage authentication. autliori7ation, ancl 
accounting of remote Internet users. 
Manage Web, File Transfer Protocol (FTP) 
and SMTP servers. 
Monitor network traffic and troubleshoot 
networking problems. 

Display graphs of system performance and 
configure data logs and alerts. 

hlost o f  the tools listed in the table are accessible from the Administrative Tools 
program group. Click Start, point to Programs, and then point to Administrative 
Tools. 



Chapter 2 

Managing Microsoft 
Exchange 2000 Server 

As a Microsoft Exchange administrator. you need to know hoar to configure and 
maintain Exchange clients. With hlicrosoft Exchange Server you can use any mail 
client that supports standard mail protocols. Some of the clients you can use 
include 

Microsoft Outlook 2000 

Microsoft Outlook Express 

hficrosoft Outlook 8.2+ for the Mac 

Microsoft Outlook Web Access 

For ease of administration you'll want to choose a specific client for on-site 
users as a standard and supplement it n~ith a specific client for off-site or mobile 
users. The on-site and off-site clients can be the same. I recommend focusing on 
Outlook Express. Outlook 2000, and Outlook K'eb Access. Each client supports 
a slightly different set of features and messaging protocols, and each client has 
its advantages and disadvantages. Some of these advantages and disadvantages 
are the folloaring: 

With Outlook 2000, you get a full-featured client that on-site, off-site. and 
mobile users can use. Outlook 2000 is part of the Microsoft Office family of 
applications and is the only mail client spotlighted here that features full 
support for the latest messaging and collaboration features in Exchange Server. 
Outlook LOO0 is more difficult to confiaure than Outlook Express, but cor- 
porate and workgroup users often need its rich support for calendars. sched- 
uling, and e-mail management. 

With Outlook Express, you get a lightweight client that's best suited for off- 
site or mobile users. Outlook Express is freeware and is available with 
Microsoft Internet Explorer. While Outlook Express supports standard rnes- 
saging protocols, the client doesn't support calendars, scheduling, voice mail, 
or key collaboration features of Exchange Sewer. It is. however, fairly easy 
to configure. 
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With Outlook Web Access. you get a mail client that you can access securely 
through a standard Web browser. With Internet Explorer 5.0 or later. Outlook 
Web Access supports most of the features found in Outlook 2000, including 
calendars, scheduling, and voice mail. With other browsers the client func- 
tionality remains the same. but some features, such as voice mail, may not 
be  supported. You don't need to configure Outlook Freb Access on the cli- 
ent, anti it's ideal for users who want to access e-mail while away from the 
office. 

Outlook 2000 is the most common Exchange client for corporate and workgroup 
en\.ironrnents. Outlook Express and Outlook Web Access. on the other hand. 
aren't designed for use by corporate users and are really meant for off-site or 
mobile users. This chapter shows you t lo~v to manage Outlook 2000. Outlook 
Express. and Outlook Web Access. 

Configuring Mail Support for Outlook 2000 
and Outlook Express 
'Yhu can install both Outlook 2000 and Outlook Express as clients on a user's 
computer. The sections that follow look at 

Configuring Outlook 2000 and Outlook Express mail support for the first time 
Reconfiguring Outlook 2000 mail support 

Adding Internet mail accounts 

Setting advanced mail options 

Configuring Outlook 2000 for the First Time 
YOLI can install Microsoft Outlook 2000 as a stand-alone product or as part of 
Office 2000. If another e-mail application is already installed on the computer. 
you'll have the opportunity to import mail. contacts, and other information into 
Outlook. In this case, select the existing mail account to use for the import, and 
thrn select the tnail application data to import. Be sure to read all the account 
settings and to clear any options that don't apply. 

If no  other e-mail application is installed on the server, you won't get the import 
option. Instead. during installation of the stand-alone product--or the first time 
you run Outlook that was installed with Office 2000-you'll be prompted to select 
one  of the follo\ving e-mail service options: 

Corporate Or Workgroup Connects directly to Fxchange Se i~e r ,  best for 
users wkio are connected to the organi7ation 5 local area network (LAN) 

Internet Only Connects to Fxchange through the Inte~net  best for users 
who are connecting from home 01 who are connecting to Exchange through 
standard Internet mall protocols 
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No E-Mail Doesn't configure e-mail connections; should be used by users 
wkio have a different preferred e-mail client. 

The steps for configuring Internet Only and Corporate user connections for the 
first time art: examined in the sections that follow. If you need to change an 
existing mail configuration. see the section of this chapter entitled "Iieconfiguring 
Outlook 2000 Mai! Support " 

Configuring Startup Options for Corporate and Workgroup Users 
Selecting the Corporate Or Wrorkgroup installation optlon starts the Xlicto\oft 
Outlook Setup \X'~zard Ycu can then flntsh the configuration b) completing the 
following steps 

1. As shown in Figure 2-1, select h1icrosoft ~xchange Sen-er as an information 
sen-ice to use with Outlook 2000. If the user has additional e-mail accounts 
through Internet service providers, select the Internet E-hlail option as n-ell. 

Figure 2-1. I n  the Microsoft Outlook Setup Wizard, select the informatio~z scr- 
z~ices to install zvith Outlook 2000. 

2. Type the host name of the mail sewer and mailbox to use. Generally, the mail- 
box name is the mail alias of the user, such as Williams. When you're fin- 
ished. click Next. 

3. If you're configuring a laptop or computer not connected to the LAN, click 
Yes to automatically configure offline use of Outlook 2000, and then click 
Next. Otherwise, just click Next, accepting the default option. 
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4. If you previously selected the Internet E-Mail option, you'll have the oppor- 
tunity to configure Internet e-mail accounts for the user. Click Setup Internet 
Mail and then follow the steps listed in the section of this chapter entitled 
"Adding Internet Mail Accounts to Outlook 2000 and Outlook Express." 

5. Click Finish. 

Configuring Startup Options for Internet Only Users 
Selecting the Internet Only installation option starts the Internet Connection 
Wii7ard, and you can finish the configuration by completing the following steps 

1. In the Display Name field, type the name that will appear in the From field 
of outgoing messages for this user, such as William Stanek. Click Next. 

2. Type the e-mail address of the user. Be sure to type the e-mail alias as well 
as the server name, such as williams@domain.com. Click Next. 

3. As shown in Figure 2-2, select the type of protocol to use for the incoming 
mail server as either POP3 or IMAP. The advantages and clisadvantages of 
these protvcols are as Follows: - POP3 (post Office Protocol Version 3 )  is used to check  nail on the 

server and download it to the user's inbox. The user can't access 
private or public folders on the server. By using advanced configu- 
ration settings, the user can elect to download the mail and leave it 
on the sewer for future use. By leaving the mail on the senrer, the 
user can check mail on a home computer and still be able to down- 
load it to an office computer later. 

E-ma11 Server Names I 

Figure 2-2. Speclfil tzncomzng and outgoing mazl serzler optlons ulzth the 
Internet Connectzon Wzzard 
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IMAI' (Internet Mail Access Protocol Version 4) is used to check mail 
on the semer and download message headers. The user can then 
access each e-mail individually and download it. Unlike POP3, IMAP 
has no option to leave mail on the senrer. IMAP also lets users 
access public and pi\-ate folders on the server. IMAP is best suited 
for users who have a single computer. such as a laptop, that they use 
to check mail at tile office and away from it. 

4 .  Once you select a protocol. enter the fully qualified domain name for the in- 
coming and outgoing mail sen.ers. Although these entries are often the same, 
some organizations have different incoming and outgoing mail sewers. If you 
are not certain of your fully qualified domain name, contact your net~vork 
administrator. 

Note If you're connecting to Exchange with POP3 or IMAF enter the fully 
qualified domain name for the Exchange server instead of the host 
name. For example, you would use Ma~lServer.domain.com instead of 
Mailserver. 

5. Type the account name and password for the user or have the user t)-pe this 
information. The account name is usually the same as the e-mail alias. For 
some mail sewers, however. you may need to enter the name of the domain 
as IT-ell. With POP3. you type this information in the form domain\e- 
mas-alias. such as technology\williams. With IMAP, you type this infor- 
mation in the form domaide-mail-alias. such as technology/williams. 

6. For security, you may want to select Log On Using Secure Password Authen- 
tication. This option ensures that passwords aren't passed as clear text over 
the Internet and that some form of encryption is used. Click Next. 

7. Specify one of the following methods to use when connecting to the Internet: 

Connect Using My Local Area Network (LAN) Outlook uses dn 
exlsting LAY or dial-up connection when sendlng or recelvlng mall 

Connect Using My Phone Line Outlook 2000 attempts to estab- 
llsh a dial-up connection before send~ng or receiving mail 

I Will Establish My Internet Connection Manually Outlook 
sends and r e ~ e ~ r  eu mall -n hen the user establishes a dlal-up connec- 
tlon manuall\ - 

Tip For ease of management, use the Connect Using My Local Area ,V/ 
Network option for most configura~ions. When this option is set, Outlook I*,' 

doesn't try to establish dial-up connections when checking mall and in- 
stead relies on the user to establish a connection when needed. 

8.  Click Next and then click Finis11 to complete the configuration. 
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. 
/ j ~  Tip If YOU install a cl~ent as lnternet only and later need to connect 

dlrectly to Exchange, you'll need to reconfigure mail support. See the sec- 
tion of this chapter entitled "Reconfiguring Outlook 2000 Mail Support." 

Configuring Outlook Express for the First Time 
When you install Internet Explorer you have the option of installing Outlook 
Express as well. Once it's installed, you configure Outlook Express for startup 
in much the saine way as you configure the Internet Only option for Outlook 
2000. \Yith this in mind, follow the steps outlined in the section of this chapter 
entitled "Configuring Startup Options for Internet Only Users." 

Reconfiguring Outlook 2000 Mail Support 
\Yhen you first configure Outlook 2000 on a computer, you must choose the 
installation type as Internet Only, Corporate Or Workgroup, or No  E-Mail. You 
can cllange this e-n~ail configuration at any time by completing the following 
steps. 

1. Start Outlook 2000, and then fro111 the Tools menu, select Options 

2. In the Options dialog box, select the Mail Services tab and then click 
Reconfigure Mail Support. This displays the Outlook 2000 Startup dialog box. 

3. Choose the installation type as Internet Only. Corporate Or Workgroup, or 
N o  E-hlail. 

4. Follow the steps for configuring Outlook 2000 as listed in the section of this 
chapter entitled "Configuring Outlook 2000 for the First Tirne." 

Caution Reconfiguring mail support changes the mail support options 
for all users who log on to the computer. Change mail support only when 
you're certain all users who log on to the computer require the change. 

Adding lnternet Mail Accounts to Outlook 
2000 and Outlook Express 
130th Outlook 2000 and Outlook Fxpress allom vou to retriebe nlarl from mul- 
rrple wne r s  For example you coulcl configure Outlook to check marl on the cor- 
porate Fxchange w n e r  a personal account at ATRT Worldnet and a personal 
Jccount on Hotm~rl 

Adding lnternet Mail Accounts in Outlook 2000 
\Y l t l i  Outlook 2000 configured for Internet Only lnall support, you add Internet 
ma11 Account5 b\ completing the follomlng steps 

1 From the Tools menu select Accounts 
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2. In the Internet Accounts dialog box. click Add. and then select Mail. 'This starts 
the Internet Connection Wizard. 

3. Follow tlie steps outlined previously in the section of this chapter entitled 
"Configuring Startup Options for Internet Only LTsers." 

If Outlook 2000 is conf gured for Corporate Or Workgroup support, complete the 
fr~!!ov~jing rteps io add Internet inail accounts. 

I From the Tools menu, select Sen ices Click Add, and then in the Add To Ser- 
tlce Profile dialog box. double-click Internet E-mall 

2 You should now see tlie mail account I'roperties dialog box, as shown In Fig- 
ur

e 

2-3. Type a nanie for the mtil account. This is the name that will be dis- 
played for the account in the Senrices dialog box. A good mail account name 
is descriptive and easily understood. such as V[rilliam Stanek-Personal Mail 
or William Stanek-Off-Site Mail. 

Figure 2-3. C'se the mail account Properties dialog box to c o n f i g ~ ~ r e  account 
settings. 

3, User information you enter in the General tab is used to complete the mail 
header on messages sent from this account. The Kame and E-Mail Address 
fields are combined to create the From field. For example, if you type Wil- 
liam Stanek in the Name field and william@domain.com in the E-Mail 
Address field, the From field in messages sent from the account will read Wil- 
liam Stanek <william@clomain.com>. 



20 / Part I Microsoft Exchange 2000 Server Administration Fundamentals 

4. In the Sewers tab, enter the fully qualified domain name for the incoming and 
outgoing mail sewers, such as mailserver.domain.com. Then type the ac- 
count name and password for the user or have the user type this information. 

5. To enable secure password authentication for the incoming mail server, se- 
lect Log On Using Secure Password Authentication. Secure password authen- 
tication ensures that passwords aren't passed as clear text over the Internet 
and that some form of encyption is used. You can configure secure pass- 
word authentication for the incoming and outgoing mail servers. 

6 .  To enable secure password authentication for the outgoing mail server, se- 
lect My Sewer Requires Secure Authentication. Click Settings. You'll see the 
Outgoing Mail Senrer dialog box. If the account information for the outgo- 
ing mail server is the same as it is for the incoming mail sewer, select Use 
Same Settings As My Incoming Mail Server. Otherwise, select Log On Using 
and type the account nanie and password to be used. Aftenvard, select Log 
On Using Secure Password Authentication as necessary. Click OK. 

7. On the Connection tab, specify one of the following methods to use when 
connecting to the Internet: 

Connect Using M y  Local Area Network (LAN) Outlook uses an 
existing L4N or dial-up connection when sending or receiving mail. 

Connect Using My Phone Line Outlook 2000 attempts to estab- 
lish a dial-up connection before sending or receiving mail. 

I Will Establish My Internet Connection Manually Outlook 
sends and receives mail when the user establishes a dial-up connec- 
tion manually. 

8. When you click OK, Outlook creates the account. Before you can use the ac- 
count. you must exit and log off Outlook. To do this, from the File menu 
choose Exit And Logoff. 

Adding Internet Mail Accounts in Outlook Express 
With Outlook Express. you add Internet mail accounts by completing the follow- 
Ing 4teps 

1. From the Tools menu, select Accounts. In the Internet Accounts dialog box, 
click Add, and then select Mail. This starts the Internet Connection K'izard. 

2. Follow the steps outlined previously in the section of this chapter entitled 
"Configuring Startup Options for Internet Only Users." 

Leaving Mail on the Server with POP3 
An advantage of POP3 is that it lets the user leave mail on the senrer. By leaving 
the mail on the server, the user can check mail on a home computer and still be 
able to download mail to an office computer later. 
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You can configure POP3 accounts to leave mail on the server by completing the 
following steps. 

I .  Srart Outlook 2000 or  Outlook Express, and then from the Tools menu, se- 
lect Accounts o r  Senrices as appropriate. 

2 .  Select the POI'3 mail account you want to modify, and then click Prc~perties. 

3. In the Properties dialog box, selecr the Advanced ral,, as shon-n in Figure 2-4 .  

Figure 2-4. Lse the Adr,anced tab to cotzjigz~re how and when tnazl should be 
left on the aerver 

1. Use the options on the Deliver). panel to configure how and when mail should 
be left on the sener.  To enable this option, select Leave A Copy Of Messages 
On Server. The additional options depend on the client configuration. Op- 
tions you c nay see include 

Remove From Server After N Days Select this option if you're 
connecting to an Internet service provider (ISP) and want to delete 
messages from the sewer after a specified number of days. By de- 
leting ISP mail periodically, you ensure that your mailbox size doesn't 
exceed youl- limit. 

., Remove From Server When Deleted From Deleted Items Select 
this option to tlelete messages from the server when you delete them 
from the Deleted Items folder, You'll see this option with Internet 
Only Outlook 2000 configurations. 

5 .  Click OK when you've finished changing the account settings 
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Checking Private and Public Folders with IMAP 
IhlAP is a~ailable only with Internet Only configurations of Outlook. With IMAP 
you can check public and private folders on a mail server. This option is en- 
abled by default, but the default settings may not work properly with Unix mail 
sesl-ers. 

To check or change the folder settings used by IMAP, follow these ateps 

I .  Start Outlook 2000 or Outlook Express, and then from the Tools menu, 
select Accounts or Sewices as appropriate. 

2. Select the I M P  mail account you want to modif7. and then click Properties. 

3. In the Properties dialog box. select the IMAP tab, as shown in Figure 2-5. 

Figure 2-5. l'se the IMAP tab to configure hozi,folde?-s are used u ~ t h  IMAP mazl 
nccou~zts 

1. If the account connects to a Unix mail server, enter the path to the mailbox 
folder on the server, such as -wrstaneWmail. Don't end the folder path with 
a fonvard slash (1 ) .  

5. 7'0 automatically check for new messages in all public, private, and hidden 
folders, rnake sure the box next to Check For New Messages In All Folders 
is checked. 

6. Click OK when you've finished changing the account settings. 
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Managing the Exchange Server 
Service in Outlook 2000 
When configured for Corporate Clr Workgroup use. Outlook 2000 uses the 
Zlicrosoft Exchange Server senrice to send ancf receive mail. This sen-ice has rrun)- 
:idvanced configuration and management options, including those for 

E-mall delivery and processing 

Remote mall 

Schetiuled connections 

hlultlple mal1hoxe.i 

Each of these options is examined in the sections that follow 

Managing Delivery and Processing E-Mail Messages 
In a corporate or workgroup environment, you have strict control o\-er how e- 
mail is delivered and processed. Exchange mail can be delivered to one of three 
locations: 

* Sener mallboxes 

Personal folders 

Offllne folders 

Exchange mail can be processed by any of the information senices configured 
for use in Outlook 2000. These information sen-ices inclucfe 

A4icrosoft Exchange Transport 

hlicrosoft Exchange Remote Transport 

Internet E-Mail 

Let's look at how you use each o f  these delivery and processing options 

Using Server Mailboxes 
Server mailboxes are the default configuration option. With sewer mailboxes, all 
mail is stored on the server and you can only view or send mail when you're 
connected to Exchange. Server n~ailboxes are best suited for corporate users with 
dedicated connections and for users n ~ h o  can remotely access Exchange through 
a dial-up connection. 

If you want mail to be delivered to a se re r  mailbox, complete the following steps 

1. In Outlook 2000, from the Tools menu. choose Services, and then select the 
Delix~eq- tab. 

2. The Deliver New- Mail To The Following I.ocation selection list shows where 
mail is being delivered. Select [lie hlailbox option, as shown in Figure 2-6. 
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M~crosuft Exchange Remote Transport 

Figure 2-6. ITZ the Dehuey tab, select the mailbox name rather thaw the ?lames 
ofpersotzal OT offline folder3 

Using Personal Folders 
Personal folders are stored in a file on the user's computer. This file ends with 
the .pst extension. With personal folders, mail delivered t o  the user's Inbox is no 
longer stored on the server. One of the reasons users have personal folders is 
when Outlook 2000 is configured for Internet Only use, Users may also have 
personal folders if you specifically selected this option during setup or if the auto- 
archive feature is used to archive messages. 

Real World Personal folders are best suited for mobile users who 
check mall through d~al-up connections and who may not be able to use 
a dial-up connection to connect d~rectly to Exchange. Users with personal 
folders lose the advantages that server-based folders offer-namely, 
single-instance storage and the ability to have a s~ngle point of recovery 
In case of failure. PST files have many disadvantages. PST files get 
corrupted frequently and on these occasions, the lnbox Repa~r Tool must 
be used to restore the file. If the hard drive on a user's computer fails, 
you can only recover the mail if the PST file has been backed up. Unfor- 
tunately, most workstations aren't backed up regularly (rf at all) and the 
onus of backing up the PST f ~ l e  falls on the user who may or may not un- 
derstand how to back up the PST file. 
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Determining the Availability of Personal Folders You can determine the a\-ail- 
ability of personal folders using either of these techniques: 

In the Outlook folder k t ,  look for the Personal Folders node and related 
Ikleted Items, Inbox, O ~ ~ t l m x ,  and Sent Items folders 

From the Tools menu, select the Selvices option, and then check the Services 
tab for the Persotla1 Folders infor:nation sci- ice. 

Creating Personal Folders If personal folders aren't available and you want to 
configure them. follow these steps 

1. In Outlook 2000, fro111 the Tools menu, choose Semices. On the Se1~ict.s tab, 
click the Add button. 

2. In the Add Serc-ice To Profile dialog box. double-click Personal Folders. This 
displays the Createlopen Personal Folders File dialog box shown in Figure 
2-7. Use this dialog box to look for an existing .pst file or to create a new 
one. 

Figure 2-7. 1 be the Createlopen Personal Folders Fzle dzalog box to search foi- 
an exzsting pst jile or create a new one 

3. If you create a new .pst file, you'll see the Create Microsoft Personal Folders 
dialog box, and you'll need to configure a structure in which personal fold- 
ers will be used. In the Outlook folder list, enter the name for the personal 
folders. Then. as necessary, select an encryption option and set a password 
on the .pst file. Click OK when finished. 



26 / Part I Microsoft Exchange 2000 Server Administration Fundamentals 

L " 
Note It is Important to  be aware that Exchange Server does not shlp - 
with any password recovery utility for PST files. If a user sets a password 
on a PST file and forgets it, the Exchange administrator has no way to  
reset it You may find third-party vendors who make password-cracking 
or recovery tools, but they are not guaranteed to work and they are not 
supported by Microsoft. 

.4. 'Tlw personal folder you've selected or created is displayed in the Outlook 
folder list. You sllould see related Deleted Items. Inbox. Outbox. and Sent 
Items folders. 

Delivering Mail to Personal Folders If you nranr mail t o  he delivered to a per- 
son:i1 folder. complete the follotving steps. 

1 .  In Outlook 2000, from the Tools menu. choose Services, and then select the 
Iklivery ?at>. 

1. ['sing the Deliver New hlail To Thf Following Location selection list. select 
the Personal Folders option, as shown in Figure 2-8. 

Figure 2-8. To deliver nzarl dzrectl) to a personal folder n?ld izot store mail on 
the Sener, rrlec t t / ~ e  Petao~znl Folde'err option from the Del~z'er~\~eti bfazl To 7?1e 
fillo~c ~ q g  Loc~tlo~7 ~electzot~ 1z~t ot1 the Del l~~er)~  tub 
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Using Offline Folders 
With offline folders. mail is stored on the server and copied to the offline folder 
file so that the user can view mail even when not connected to an  Exchange 
senrer. Users have offline folders in only two situations: 1) offline folders were 
added manually or 2)  during installation of Outlook 2000, the user answered Yes 
to the question "Do You Travel With This Computer?" 

Tip You can th~nk of offline folders as a mirror image of the folders 
stored in the user's mailbox on Exchange Server. Like personal folders, 
offline folders are stored in a file on the user's computer. Th~s file ends 
with the .ost extension. 

Creating Offline Folders Offline folders aren't available automatically, and you'll 
need to create them before you can use them. To create offline folders. follow 
these steps. 

1. In Outlook 2000, select Tools, choose Synchronize, and then select Offline 
Folder Settings. 

2. If offline folders haven't been configured previously. you'll see the prompt 
shown in Figure 2-9. This prompt tells you that you'll need to configure offline 
folders before you can create them. Click Yes. 

Figure 2-9. A prompt wzll remzndj'ou that you must co~zfzgure of$zne folder 
settlngs before you call create offlzzne folders 

3. Outlook displays the Offline Folder File Settings dialog box. The File field 
contains the default path for the offline folders. If you want to change this 
value, enter a new path or browse to a new folder location. 

4.  By default, offline folders use compressible encryption. This means that the 
folder file is encrypted in a format that can be compressed. For added secu- 
rity, select the Best Encryption option. n'ote, however, that with Best Encryp- 
tion you won't be able to compress the file. 

j, Click OK to create the offline folder file. If prompted to create the file, click 
Yes. 

6. Once you create the offline folder file, you'll be able to select which folders 
~ O L I  want to be a%-ailable when working offline. As shown in Figure 2-10, you 
can select only folders in your senrer mailbox for offline use. 
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Figure 2-10. I n  the Offlzne Folder Settzngs drulog box, select thefolde~s pozi 
z~arlt to use nvzd then corzjgure optron5 

7. After you select the folders to use offline, you can set individual filters on these 
folders. To create a filter, select a folder in the Folder view and then click the 
Filter Selected Folder button. Then create the filter for this folder. 

/ Note With filters, only messages match~ng all the speclf~ed criter~a are 
downloaded for offline viewing. Other messages aren't downloaded. 

8. Set additional options for offline viewing. These options il-~cludz 

Download Offline Address Book Don nloads the offlrne adclre4s 
book usrng the settlngs configured thrctugh the Offl~ne Address Book 
dlalog t)ox 

Synchronize Forms Sync hron17e4 Fxchange forms as n ell as 
folder5 

Synchronize Folder Home Pages 5) nchronlzes folder home 
pages a\ well as the folder4 themselbes 

Download Options Sets specific d o ~ n l o a d  options that l n~ lude  
message w e  llrnlts and exceptions 

9. Click OK.  Now you can synchronize the offline folders and the Exchange 
rnailt~ox by selecting Tools, choosing Synchronize, and then choosing a syn- 
chronization option. To automatically synchronize based on certain eLrents, 
fr)llow the step:, outlined in the section o f  this chapter entitled "Synchroniz- 
ing Offline Folclers." 
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Delivering Mail to Offline Folders Offline folders are mirror images of server 
n~ailboxes. Their purpose is to allom1 you to view messages while you're offline 
c~ithout sacrificing all the benefits c;f storing mail on the server. If you w-ant to 
view mail offline and bypass personal folders, complete the following steps. 

1. In Outlook 2000, fronl the Tools menu, choose Services. This displays the Ser- 
vices dialcig hox. 

2. The Microsoft Exchange Senrer senice should be the first senrice listed and 
highiighted. Click the Properties button. or first click the Exchange Server 
.ien7ice and then Properties. 

3. Select the Advanced tab. and then selecr Enable Offline Use. 

Note The Enable Offline Use option is ava~lable only if you've previously 
created and configured offline folders. 

Enabling and Disabling Offline Folders If you've previously configured offline 
folders, you can enable or disable offline folders by completing the following 
steps. 

1. In Outlook 2000. from the Tools menu, choose Options. This displays the 
Options dialog box. Select the Mail Services tab. 

2. Enable offline folders by selecting Enable Offline Access. 

3. Disable offline folders by clearing Enable Offline Access. 

Changing Offline Folder Options If you've previously configured offline fold- 
ers, you can change offline folder settings by completing the following steps. 

1. In Outlook 2000. from the Tools menu, choose Options. This displays the 
Options dialog box. 

2. Select the Mail Services tab, and then make sure that Enable Offline Access 
is selected. Click Offline Folder Settings. 

3. You can now change the offline folder settings, as described in Steps 6-9 of 
the section of this chapter entitled "Creating Offline Folders." 

Synchronizing Offline Folders Changes that users make to offline folders aren't 
automatically made in the associated senTer mailbox. Instead. the changes are 
updated only when the offline folders are synchronized with the server mailbox. 
For example, if Ted enters three near appointments in his calendar and the Cal- 
endar folder is configured for offline use, the changes aren't visible to other 
Exchange users. To make the changes visible, Ted will need to synchronize his 
offline folders with his sewer mailbox. 

You can synchronize offline folders manually by doing either of the following: 

Press F9 to synchronize all folders. 

Select Tools, choose Synchronize, and then select a synchronization option. 
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YOU can configure autolnatic synchronization for offline folders by completing 
t l ~ e s e  sreps. 

1. In Outlook 2000, from the Tools menu, choose Options. This displays the 
Options dialog box. 

2 .  Select the hlail Sen-ices tab, and then ~rrake sure that Enable Offline Access 
is selected. 1:se the following options to configure synchronization: 

When Online, Synchronize All Folders Upon Exiting Offllne 
toldel5 are a)nchronized m~hen you exlt and log off Outlook 

When Online, Automatically Synchronize All Offline Folders 
Offllne folder5 are synchi on17ecl automaticallv according to the specl- 
tled tlnie inter\ a1 iuch as ex er) 30 mlnutei 

When Offline, Automatically Synchronize Svnchronlze all fold- 
els or onl\ tllr Inall and c,~lencla~ tolders uslng the specified tlme 
Intel! dl inch as el en 30 mlnute5 

Using Remote Mail and Scheduled Connections 
l iemote mail and scheduled connections are tnro of the least understood con- 
figuration options for Excl~ange Server. Using these options, you can configure 
Outlook 2000 t o  connect to Exchange Ser\.er using a dial-up connection and then 
process lrlail using a vrlT specific set of criteria. For example, you could have 
(>utloc)k 2000 establish a dial-up connection to Exchange Server every 15 min- 
utes. retrieving only messages with attachments that are sent directly to  you. As 
you might imagine, setting such specific processing and retrieval options is fairly 
con~plicated, 1~-liicli is \TIT)- most adniinistrators configure remote Exchange con- 
nections using POP3 or IAlAP. 

When to Use Remote Mail and Scheduled Connections 
l iemole ma11 and 5~heduled connectton5 are useful In these xenarlos  

1-Tsers at a branch office must connect to Exchange Sewer by means of dial- 
u p  connections. 

Laptop users \\;ant to connect to Exchange S e n w  througll dial-up connec- 
tions wtien out o f  tllr r ) ff i~e.  (Here, you may \writ tu configure on-site and  
off-site 1n;iiI profiles for the user. See the section of this chapter entitled "Using 
Mail 1'1.ofiles t o  Custolnize the Mail Environment.") 

1 'sers n-orking at home need to connect to Exchange Server by means of dial- 
LIP connect ions. 

Configuring Remote Mail and Scheduled Connections 
\iou ~ o n h g u r e  remote inail and \cheduleci connections for Outlook 2000 by 
completing the follow~ng \ t e p  

1 .  Start Outlook 1000, and then from thr  'rcl'ools menu, select Services. If you don't 
Ila\-e the Sen.ices option (and  lla\-e an Accounts option instead). the client 



Chapter 2 Managing Microsoft Exchange 2000 Server Clients 1 31  

isn't configured for Corporate or \Workgroup use and you must reconfigure 
mail support before continuing. For details, see the section of this chapter 
entitled -Reconfiguring Outlook 2000 Mail Support.'' 

2. In the Senices tab of the Services dialog box. double-click the entry for the 
Microsoft Exchange Semer Profile. This displays the Microsoft Exchange Server 
dialog box. 

3. With remote mail connections, you'll usually want to work offline and dial 
up as necessary. So select both hlanually Control Connection State and 'Sl'ork 
Offline And Use Dial-Cp Networking, as shown in Figure 2-11. 

Figure 2-11. Use the Mzcrosoft Exchange Server dzalog box to configtire most 
Exchange Sewersemzce optlons, ~ncludzng remote mad, addztzo~zal mn~lboxes, 
a~zd  offlzne folder settfngs 

4. If you want to encrypt message traffic, click the Advanced tab and under En- 
crypt Information select the When Using Dial-CTp Networking check box. 

5 Select the Dial-Up Setworking tab, and then choose an existlng connection 
to use for remote mail, as shown in Figure 2-12, If no connection is avail- 
able, click Near and create a connection. 

6. If you want the user to be prompted for connection settings, select Display 
Connection Dialogs At Logon. Otherwise. select Use The Following Settings 
At Logon and then type the necessary user name, password, and domain 
information. 
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Figure 2-12. Ot~tlook 2000 ztses predejzned dzal-zlp co~z~zectrons to access 
E X C I I U I I ~ ~  Serves If no connectzotrs are llsted zn thelZilzcrosoft Exchange Sewer 
dzalog box, clzck iVeu to create one 

7. You nonr need to configure remote mail. Select the Remote Mail tab. as shown 
in Figure 2-13. 

8. If you'd like to remotely send and receive all mail with Exchange, select Pro- 
cess Marked Itenls and skip Steps 9-10. 

a). If you'd like to receive only mail that meets specific criteria. select Retrieve 
Items That Meet The Following Conditions, and then click Filter. This displays 
the Filter dialog box shown in Figure 2-14. When using filters, keep in mind 
that only messages that match all the conditions specified are retrieved. 

1 0 .  Gse the options of the Filter dialog box to configure filters. Thcse options are 

From Enter names or e-mail addresses that must appear in the 
From field of messages. You can use semicolons (;) to separate 
multiple names or  e-mail addresses. 

Sent Directly To Me Transfers messages with the user's nalne in 
the To field. 

Note When Send Directly To Me IS selected, messages sent to d~str i- 
but~on llsts of whlch the user IS a member aren't transferred . So be sure 
thls IS the behavtor you want. If you want to transfer messages sent to 
d~st r~but~on l ~ s t s  of whlch the user IS a member, select Copled (Cc) To Me 
as well. 
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Figure 2-13. In the~kfzcrosoft Excl~a~zge Sen8erdznlog hour, jlou can check rnnzl 
remote4 arzd zczth scfwdzi2lled co~znect~ons 

- Copied (Cc)  To Me Transfers messages with the user's name in the 
Cc field or messages sent to distribution lists of which the user is a 
member. + Subject Transfers messages with the specific subject. Multiple sub- 
jects can be entered as long as a semicolon separates each subject. 

Advanced Allonrs you to specify additional cr~teria for messages 
to be transferred. including size, date, and importance. 

Figure 2-14. The F~lter  dzalog box len l,oz~ f~lter mat/ so t t  meets speczfzed 
crztena 
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11. If you select Disconnect After Connection Is Finished in the Remote Mail tab. 
Outlook 2000 automatically disconnects after sending and receiving mail. This 
is optimum behavior when several people share a limited number of data 
lines. 

12. If you'd like to send and retrieve mail at scheduled intervals, click Schedule, 
and then use these options of the Schedule Remote Mail Connection dialog 
box: 

At Schedule A specific time to send and receive mail, such as 
1 PM. 

- *  Every Set an interval in hours and minutes for sending and receiv- 
ing mail, such as every 15 minutes or every hour. 

13. As with remote mail, you can process all mail or set specific filter criteria 

14. Once you're finished configuring remote mail, click OK. 

Accessing Multiple Exchange Server Mailboxes 
Earlier in the chapter, I discussed how users could check multiple Internet mail 
accounts in Outlook 2000. You may have wondered if users could check mul- 
tiple Exchange mailboxes as well-and they can. Users often need to access 
multiple Exchange mailboxes for many reasons: 

Help Desk administrators nlay need access to the Help Desk mailbox in 
addition to their own nlailboxes. 

Managers may need temporary access to the mailbox of subordinates who 
are on vacation. 

Mailboxes may need to be set up for long-term projects, anti project mem- 
bers will need access to those mailboxes. 

Resource mailboxes inay need to be set up  for accounts payable, human 
resources, corporate information, and so on. 

Normally, there is a one-to-one relationship between user accounts and Exchange 
mailboxes. You create a user account and assign a mailbox to the account. Only 
this user can access the mailbox directly through Exchange. To change this be- 
havior, you must do the follon~ing: 

I .  Log on to Exchange as the owner of the mailbox. 

2. Delegate access to the mailbox to one or more additional users. 

3. Have users with delegated access log on to Exchange and open the mailbox. 

The sections that follow examine each of these steps in detail 

Logging On to Exchange as the Mailbox Owner 
Logging on to Exchange as the mailbox owner allows you to delegate access to 
the mailbox. Before you can log on as the mailbox owner, you must complete 
the follonling steps. 

1 Create a domain account for the mailbox. if one doesn't already exist. 
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2. Log on as the user. You'll need to know the account name and password for 
the domain. 

3. Start Outlook 200Ci. slake sure thzt mail support is configured for Corporate 
or \Vorkgroup usc :tnd that you can access Eschanpe Sewer, If necessary. con- 
f ig~re  support for Exchange Sen-er. hvhich creates the mail profile for the user. 

4.  Once J'OLI configtire s::pp:)rt f<ic- Ex-cllange Ser~.~er, !-nu sl?otild be able to log 
on to Exchange Senrer as the mailt)ox owner. 

,'*\ 
Tip You should configure the mailbox to deliver mall to the server rather '\:<! 
than to a personal folder. In t h ~ s  way, the marl IS available to be checked 
by one or more mallbox users. 

Delegating Mailbox Access 
Once you've logged on as the mailbox owner. you can delegate access to the 
mailbox by con~pleting these steps. 

1. In Outlook 2000. from the Tools menu, choose Options. Select tile Delegates 
tab, and then click ,4dd. 

2. In the Add Users dialog box. select the name of a user 1vho needs access to 
the mailbox. As shox\-n in Figure 2-15. click Add to put the name in the Adci 
Users list. Repeat this step as necessaT for other users. Click OK when you're 
finished. 

Figure 2-15. ['se the Add L3ers dialog box to asszgt7 delegate access to 
~~zazlbo.xes 
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3. Click OK again. Delegated users can access the mailbox and send mail on 
hehalf of the mailbox owner. To change this behavior, set folder permissions 
as described in the section of this chapter entitled "Granting Permission to 
Access Folders F'ithout Delegating Access." 

4. In the Delegate Permissions dialog box. assign pern~issions to the delegates 
for Calendar, Tasks, Inbox, Contacts, Notes, and Journal items. The available 
permissions are 

None No perm~sslons 

Reviewer Grants redd permission only 

Author Gr'lnts read and create permissions 

Editor Grants redd, cleate and modify permlsslons 

/ Note If the user needs total control over the mailbox, you should grant 
the user Editor permission for all items. 

5. Set any additional options, and then click OK. These changes are enforced 
when a user restarts Outlook. 

Opening Additional Exchange Mailboxes 
The final step is to let Exchange Sen7er know about the additional mailboxes the 
user Jvants to open. To do this. follow these steps. 

1 Have the user who wants access to additional mailboxes log on and start Out- 
look 2000 

2 In Outlook 2000 from the Tools menu, choose Services In the Senwes d ~ n -  
log box. double-click the Microsoft Exchange Sen7er information service entry 

3. Select the Advanced tab, and then click Add. Afterward, type the name of a 
nlailbox to open. Generally, this is the same as the mail alias for the user or 
account associated with the mailbox. Click OK, and then repeat this step to 
add other mailboxes. 

t .  'I'he additional mailboxes are displayed in the Outlook folder list. 

Granting Permission to Access 
Folders Without Delegating Access 
When a mailbox is stored on the senrer, you can grant access to individual foid- 
ers in tfie mailbox. Granting access allows users to add the mailbox t o  their mail 
profiles and work with the folder. Users can only perform tasks for which you've 
granted permission. 

To grant access to folders individually, follow these steps 

1. Right-click the fcilder for whicti you want to grant access, and then select Prop- 
erties. 

2. Select the Permissions tab, as shown in Figure 2-16. 
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Figure 2-16. G m n t  access to a,folder through the Permzssions tab 

3. The Name and Role lists display account names and their permissions on the 
folder. Two special names may be listed: 

Default Prostdes defdult permlsslons for ail user> 

Anonymous Provldes permlsslons for anonymous users, suck as 
thoae mfllo anonymouslv access d published public folder through 
the \Xreh 

4 If JOU want to grant users permiss~on that's different from the default per- 
mission, click Add 

5. In the Add Users dialog box, select the name of a user who needs access to 
the mailbox. Then click Add to put the name in the Add Users list. Repeat 
this step as necessary for other users. Click OK ~vhen you're finished. 

6. In the Name and Role lists, select one or more users whose pern~issions you 
want to modify. After~vard. use tlie Roles selection list to assign permissions 
or select individual permission items. The roles are defined as follows: 

,* Owner Grants all permissions in the folder. Users with this role can 
create. read, modify. and delete all items in the folder. They can create 
subfolders and can change permission on folders as well. 

Publishing Editor Grants permission to create. read. modify, and 
delete all items in the folder. Users with this role can create subfolders 
as well. 
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Editor Grants pernlission to create. read, modify, and delete all 
items in the folder. 

* Publishing Author Grants permission to create and read items in 
the folder, to modify and delete items the user created, and to cre- 
ate subfolders. 

.i Author Grants permission to create and read items in the folder 
as well as to modify and delete items the user created. - Nonediting Author Grants permission to create and read items in ' 

the folder. 

Reviewer Grants read-only permission. - Contributor Grants perni~ssion to create items but not to vlew the 
contents of the folder 

* None Grants no pern~ission in the folder. 

7. When you're finished granting permissions, click OK. 

Using Mail Profiles to 
Customize the Mail Environment 
The n~ail profile used with Outlook 2000 determines which information services 
are a.irailable and how those information services are configured. A default mail 
profile is created when you install and configure Outlook 2000 for the first time. 
Tllis rnail profile is usually called MSExchange Settings. 

The active mail profile defines the service setup for the user who is logged on 
to the computer. You can define additional profiles for the user as well. You can 
use these additional profiles to customize the user's mail environment for differ- 
ent situations. Here are two scenarios: 

A manager needs to check Technical Support and Customer Support mail- 
boxes only on Mondays when she writes summary reports. On other days 
the manager doesn't want to see these mailboxes. 'To solve this problem, you 
create tmro mail profiles: Support and Standard. The Support profile displays 
the manager's mailbox as well as the Tecllnical Support and Customer Sup- 
port mailboxes. The Standard profile displays only the manager's mailbox. 
The manager can then switch between these mail profiles as necessary. 

A laptop user wants to check Exchange mail directly while connected to the 
local area network. When at home, the user wants to use remote mail with 
scheduled connections. On business trips, the user wants to use SMTP and 
I'OP3. To solve this problem, you create three mail profiles: On-Site, Off-Site, 
and Home. The On-Site profile uses the Exchange Server service with a stan- 
dard configuration. The Off-Site profile configures Exchange Server for re- 
mote mail and sclieduled connections. The Home profile doesn't use the 
Exchange inforn~ation senlice and uses the Internet Mail senrice instead. 
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Common tasks tou 11 u5e to manage ma11 profiles are examined in the sections 
thdt follon 

Creating, Copying, and Removing Mail Profiles 
> ~ I I I  manage mail profiles through the Nail utility. Tc) access this utility anti manage 
prc>flles. foll<ivi these steps 

1. Click Start, choose Settings. and then select Control Panel. 

2 .  In Control Panel. double-click Mail. This displays tile settings for tlie active 
rnail profile. which 1-ou can edit if necessary. 

3 ,  'Io display and manage otiier profiles. click Sho~v Prof:les, As Figure 3 - l 7  
slronrs. you should no17 see a list of rnail profiles for the current user. Mail 
profiles for other users aren't displayed. You can now 

Click Add to create a new mail profile using the I\Iicrosoft Outlook 
Setup Wizard. 

Delete a profile by selecting it and clicking Remove. 
,. Copy an existing profile by selecting it and clicking Copy. 

L7iew 3 profile by selecting it and clicking Properties. 

Figure 2-17. To add, Trevzozte or edzt t,zailprofiles, click the SJ~OZL' Proj~les 
bzfttolil 
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Selecting a Specific Profile to Use on Startup 
You can configure Outlook to use a specific profile on startup or to pronlpt for 
a profile to use. To start with a specific profile. follow these steps. 

1. In Outlook 2000, from the Tools menu, choose Options, and then select the 
hlail Sei~~ices tab. 

2.  After selecting Always Use This Profile, use the selection list to choose the 
startup profile. 

3. Click OK. 

'To prompt for a profile before starting Outlook, follow these steps. 

1 .  In Outlook 2 0 ~ 0 ,  from the 'I'ools menu, choose Options, and then select the 
Mail Services tab. 

2. Select Prompt For A Profile To Re Used. 

3. Click OK. 

'The user will be prompted for a profile the next time Outlook is st-nrted. 



Part II 

Active Directory Services 
and Microsoft Exchange 
2000 Server 

Part II of this book will show you how to manage resources that are stored 

in the Active Directory database. You'll also learn about the Microsoft 

Exchange features that are integrated with Active Directory services. 

Chapter 3 examines essential concepts and tasks that you need to  know 

to work with Exchange Server. Chapter 4 examines creating and manag- 

ing users, mailboxes, and contacts. You'll learn all about Exchange 

aliases, delivery restrictions, storage limits, mailbox data stores, and 

more. In Chapter 5 you'll find a detailed discussion of how to use address 

lists, distribution groups, and templates. You'll also learn how to  manage 

these resources. The final chapter in this part covers directory security 

and policies. 





Chapter 3 

Server 

Whether you're using Microsoft Exchange 2000 Server for the first time or hon- 
ing your skills. you'll need to master many key concepts in order to work effec- 
tively with Exchange Sewer. You'll need to know 

How the Exchange environment is urganizrd 

How infor~wation is stored in Exchange Sewer 

Which hlicrosoft Windows processes are used with Exchange S e n ~ e ~  

How Exchange Server works 

You'll also need to know how to use the Exchange System Manager. These top- 
ics are all covered in this chapter. 

Understanding Exchange Server 
Organizations 
Exchange Server combines a fairly complex administrative model with an equally 
complex messaging architecture. Understanding how the administrative model 
and the messaging architecture are used and integrated isn't easy. So let's begin 
with a look at how Exchange environments are organized. 

The root of an Exchange environment is an organization. It's the starting point 
fur the Exchange hierarih~7. The boundaries of the Exchange organization define 
the boundaries of your Exchange environment. In other words. the Exchange 
information store doesn't provide information on users or servers outside the 
organization-unless you specifically tell Exchange Server about these entities. 

An Exchange organization can senre several offices and business functions. Typi- 
cally, each office or business function that it supports has its own server that runs 
Exchange Server. For example, if your company has offices in Seattle, Portland. 
and San Francisco, you'll probably have at least one server running Exchange 
Server at each location. To serve a large user base or high-volume messaging 
needs. you may also have separate servers providing Simple Mail Transfer Pro- 
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tocol (ShlTP). Post Office Protocol (POP3). Hypertext Transfer Protocol (HTTP), 
and instant messaging services. All these sewers can be a part of the same Ex- 
change organization. 

When you installed Exchange Server, you were given the opportunity to join an 
existing organization or to create a new organization. The organization name you 
assign or join is permanently associated with the Exchange sen-er. Once desig- 
nated, you carznot change it. As Figure 3-1 shows, you can view the current 
organization name in Exchange System Manager. Here. the organization name 
is My Organization. 

f& Interne! Message Fo~rnslr g iRec lp~en r r  
3 MeriageDel~very 2 ndrnnlroal8ve Gzoups 

+ a inrlant Mer%agng Set'ngr @i,,l~ 
- R~,:,p#enti 

i J Gillme Qddls;rr Lali 
+ _J Rerpeoli lcdste S e i v c e r  
i & D~el l ,  lemulale. . .& Addles; :emplaler 

- J Ddrinrlralve Gi08ipr 

+ J Fvsl Adinnxtrative Group 

- &Tad: 
+ 9 51,. "ph.aL,o', ;.,v,.es 
& Me\sage'rackngienle, 

A J 1"01313.8,13 3 ~ 6  ~ t a t ~ s  

Figure 3-1. The organzratzon zs the root oj'the Exchange encz~orzinent, and you 
vleli it zn Excharzge System .Manager 

Vnder the organization node you'll find the key components that make up the 
organization. These components include 

Global Settings 

Recipients 

Administrative groups (which can contain Servers. Tools, and Folders) 

Routing groups 

The following sections examine each of these Exchange components and explain 
how they fit into the organization. 
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Global Settings 
Global settings apply to all servers and recipients in an organization. Thc three 
most common global settings that you'll work with are 

Internet Message Formats These global settings define the acceptable 
Internet message formats for the organization. as well as the way you can use 
message formats. The settings that you can define include default message 
encoding. default character sets, and default MIME extension mapping. 
Multipurpose Internet Mail Extensions (MIME) is the standard used for mes- 
sages with several parts. 

Message Delivery These global settings define how and when messages 
are delivered. The settings that you can define include the default postmas- 
ter account name, the default quotas, and the default message filters. Mes- 
sage filters allow you to discard messages from specific senders and to redirect 
messages based on who the sender is. 

Instant Messaging If you install instant messaging services in the organi- 
zation and your organization uses firewalls, you'll use these global settings 
to describe the firewall topology and the HTTP proxy servers that are being 
used. 

You'll find detailed instruction on managing global settings in Chapter 11, '.hian- 
aging Microsoft Exchange 2000 Server Organizations." 

Recipients 
A t-ecipient is an entiq that can receive Exchange mail. Recipients include users, 
conracrs, groups, and other resources. You refer iu recipieriis as ciii~cr t r iu i iLu j~-  
enabled or mail-enabled. Mailbox-enabled recipients (users) have mailboxes for 
sending and receiving e-mail messages. Mail-enabled recipients (contacts and 
groups) have e-mail addresses but no mailboxes. Thus. mail-enabled recipients 
can receive messages but can't send them. 

To manage recipients in your organization, you need to know these key concepts: 

How recipient policies are used Recipient policies define the technique 
Exchange uses to create addresses for SMTP, cc:hlail, Exchange Sewer, X.400. 
and so forth. For example, you can set a policy for SMTP that creates e-mail 
addresses by combining an e-tnail alias with @dornain.com. Thus. during 
setup of an account for William Stanek, the e-mail alias williams is combined 
with @domain.com to create the e-mail address williams@domain.com. 

How address Usts are used You use address lists to organize recipients 
and resources, thus making it easier to find recipients and resources that you 
want to use, along with their related information. During setup, Exchange 
creates a number of default address lists. The most con~monly used default 
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address list is the global address list, which lists all the recipients in the or- 
ganization. You can create custom address lists as well. 

How address templates are used Templates define the appearance of re- 
cipient information in the address book. When you install Exchange Server, 
default templates are set up for users, groups, contacts. public folders, search 
dialog boxes, and the mailbox agent. By modifying the appropriate template, 
you can change the appearance of recipient information in the address book. 

You'll find detailed information on managing recipients in Chapter 4 ,  "User, 
Mailbox, and Contact Administration." 

Administrative Groups 
Administrative groups define the logical structure of an Exchange organization. 
You use administrative groups to help you organize directory objects and effi- 
ciently manage Exchange resources. Administrative groups are best suited to large 
organizations or to organizations with offices in several locations. In a small- or 
~nedium-sized company, you may not need to use administrative groups at all. 

Using and Enabling Administrative Groups 
Another way to think of administrative groups is as logical containers into which 
you can place directory objects and Exchange resources. For example, you could 
create administrative groups named Engineering, Marketing, and Administration. 
Within these groups, you could then define routing groups, policies, servers, 
public folder trees, and other objects for each department. 

When you install Exchange Server, administrative group support is disabled by 
default. This is donc primarily to simplify the Exchange management process. In 
System Manager, the lack of the Administrative Group node tells you that admin- 
istrative group support has been disabled. You can enable support for adminis- 
trative groups by completing the following steps. 

1 In System Manager, right-click the organization container, and then select 
Properties. 

2.  In the General tab of the Properties dialog box, select Display Adrninistra- 
rive Groups. 

3. When you click OK, Exchange Server enables administrative groups and con- 
figures them for the current operations mode. 

Administrative Groups in Mixed Mode and Native Mode Operations 
How you manage administrative groups depends on the operations mode in use. 
Exchange Sewer has two operations modes: 

Mixed mode When operating in mixed mode, Exchange 2000 Server can 
support Exchange 5.0, Exchange 5 . 5 ,  and Exchange 2000 Server installations. 
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Native mode When operating in native mode. Exchange 2000 Server sup- 
ports only Exchange 2000 Server installations. 

Using Mixed-Mode Operations By default, when you install Exchange Server. 
the operations nlode is set to mixed. The mixed-mode configuration provide5 for 
interoperability with Exchange 5.0 and Exchange 5.5 but limits the capabilities 
of Exchange 2000 Sen,er. These limitations directly affect the way administrative 
groups are used and effectively force Exchange 2000 Senrer to handle adminis- 
trative groups in the same way that Exclrange 5 . 5  handles sites. 

When running in m~xed-mode operations, Exchange Sewer operates as follows 

When Exchange 2000 Server coexists with Exchange 5.x, Exchange 2000 
Sewer uses the site concept to define both administration and routing. This 
limitation means that each administrative group has only one functional rout- 
ing group even if you create additional routing groups. 

You can't move mailboxes from a server in one administrative group to a 
server in another administrative group. This limitation reduces your flexibil- 
ity in managing mailboxes. 

Additional limitations apply if Exchange Server is installed in an Exchange 5.5 
site. These additional limitations are that 

Some System Manager commands don't apply to Exchange 5.5. Because of 
this, you can't use these commands to manipulate an Exchange 5.5 senrer. 

Exchange 5.5 directory senrice objects are replicated into Active Directoq 
directory senrice with read-only properties. This means you can't edit these 
properties through Active Directory. You will need to use the Exchange 
Administrator tool for this, which can be installed with Exchange Server. 

Enabling and Using Native-Mode Operations When operating in native mode, 
Exchange Server isn't subject to these limitations. You can enable routing group 
support and create additional routing groups as necessary. It also means that 
Exchange Sewer won t be able to work with Exchange 5.0 or Exchange 5.5 sites 
that are part of the same organization, and it is as if the Exchange 5.0 and 5.5 
servers no longer exist in the organization. 

You can view and change the operations mode by completing the following steps. 

1. In System Manager, right-click the Organization node, and then select 
Properties. 

2. In the General tab of the Properties dialog box. the Operation Mode field 
displays the current operation mode as either Mixed Mode or Native Mode 
(see Figure 3-31. 

3. To change the operation mode from mixed to native, click Change Mode. 
Confirm the action by clicking Yes. Once you change to native mode, you 
can't change back to mixed mode. 



48 / Part I1 Active Directory Services and Microsoft Exchange 2000 Server 

Figure 3-2. 7?~e General tab of the organfzatzon Propertzes dzalog box dz~plays 
the current operatzon mode Be aware that once you change to tzatzve mode, 
YOZL can t change back to mzxed mode 

Routing Groups 
You use routing groups in advanced Exchange installations where you need to 
control message connectivity and communication channels for groups of Ex- 
change seners. When you install the first Exchange server in an organization, the 
server is added to the default routing group. You hatre no control over this rout- 
ing group in mixed-mode operations. Additional servers installed in the Exchange 
organization are added to this same routing group by default and the message 
connectivity and communication among these sewers is configured automatically. 

If you have a single group of servers that have no special communication needs. 
you don't need to create additional routing groups. Normally, you use multiple 
routing groups when you need to connect branch offices or other geographically 
separated locations and when 

You don't have high-bandwidth connections among these locations. 

You have special connectivity requirements, such as the need to control pre- 
cisely how and when Exchange data is transferred among these locations. 

Once a server is connected to a particular routing group. you can't move it to 
another routing group without reinstalling Exchange Server. Because of this, you 
should plan the messaging topology for your organization very carefully. h'les- 
sage transfer and communication within routing groups is handled directly with 
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a t ~ i ~ ~ e t  5e1'2'er &Jessage transfer and communication among routing groups is 
handled by a bridgehead serve?: 

,4 bridgehead semer is the point of entry and exit for all message traffic among 
routing groups. Bridgehead semers also handle the link state information. which 
is used to determine optimal routing paths. You must designate a bridgehead 
e l ~ e r  in eac11 routing group. To communicate. bridgehead sewers use an Ex- 
change Semer Routing Group Connector. which provides the direct connection 
alrlvrig rvutirrg groups. You use one Routing Group Connector to connect two 
routing groups. 

You can enable support for routing groups by completing the following steps: 

1. In System Manager, right-click the organization container, and then select 
Properties. 

2. In the General tab of the Properties dialog box, select Display Routing Groups. 

3 ,  When you click OK.  Exchange enables routing groups and configures them 
for the current operations mode. 

Data Storage in Exchange Server 
Exchange Server stores information in two places: 

* hc t~r  e Directory data store 

Exchange Sen-er information store 

Working with the Active Directory Data Store 
The Active Directon; data store contalns all directory information for recipients 
as n-ell as other important director). resources. Domain controllers maintain the 
data store in a file called NTDS.DIT. The location of this file is set when Active 
Ilirectory is installed and must be on an XTFS (NT file system) drive formatted 
for use with hlicrosoft Vlrindows 2000. You can also save directory data separately 
from the main data store. This is true for some public data, such as logon scripts. 

Two key concepts to focus on when looking at Active Directory are 

Multimaster replication 

Giobai catalog servers 

Using Multimaster Replication 
Donrain controllers replicate most changes to the data store by using multimaster 
replication, which allows any domain controller to process directory changes and 
replicate those changes to other domain controllers. Replication is handled au- 
tomatically for key data types, including 

* Domain data Contains information about objects within a domain, such as 
users, groups, and contacts. 
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C ~ ~ g u r a t i o n  data Describes the topology of the directory and includes 
a 11st of important domain information. 

Schema data Describes all objects and data types that can be stored in the 
data store. 

Using Global Catalogs 
Active Directory information is also made available through global catalogs. You 
use global catalogs during logon and for information searches. A domain con- 
troller designated as a global catalog stores a full replica of all objects in the data 
store (for its host domain). 

By default, the first domain controller installed in a domain is designated as the 
global catalog. Consequently, if there is only one domain controller in the do- 
main, the domain controller and the global catalog are on the same server. Oth- 
emise,  the global catalog is on the domain controller configured as such. 

Infornlation searches are one of the key uses of the global catalog. Searches in 
the global catalog are very efficient and can resolve most queries locally, thus 
reducing the network load and allowing for quicker responses. 

Working with the Exchange Server Information Store 
The Exchange infortnation store contains mailbox and public folder data. To make 
the information store more manageable, Exchange 2000 Server alloa~s you to or- 
ganize the information store into multiple databases. You can then manage these 
databases individually vr in logical groupings called storage grozlps. 

Exchange Sewer uses transactions to control changes in storage groups. As with 
traditional databases, these transactions are recorded in a transaction log. Changes 
are then committed or rolled back based on the success of the transaction. In the 
case of failure, you can use the transaction log to restore the database. The fa- 
cility that manages transactions is the Microsoft Exchange Information Store ser- 
vice (STORE.EXE). 

Vl'llrn working with storage groups, you should keep the follow~ng in mind: 

Each Exchange server can have up to 16 storage groups (with one of the 
>torage groups being reserved for database recovery operations). 

A single storage group can have up  to 6 databases. Thus, the maximum 
number of databases that a single server can have is 96 (with 6 reserved for 
the recovery storage group). 

Key concepts to focus on when looking at the Exchange information store and 
storage groups are 

Exchange Database formats 

Single-instance message storage 

Files associated with storage groups 
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What Exchange Server Database Formats Are Available? 
Exchange senrers store databases in two files: a rich-text file with the .edb file 
extensio~l and a streaming Internet content file with the .stm file extension. The 
.edb file contains message text and the .stm file contains attachments to these 
messages. 

Recaclsc attachment? are wrttten in ndtlve format there is no need to conLrrt 
attachments to Exchange format (as was done in previous ~ers lons  of Exchange) 
Exchange Senrer performs much better when read~ng and wr>ting.attachments 
in name format 

Two types of databases are available: 

Private store databases Contain mailboxes 

Public store databases Contain public folders 

What Is Single-Instance Message Storage? 
Exchange Sewer uses single-instance message storage on  a per database basis. 
With this technique, a message that's sent to multiple mailboxes is 

Stored once if all the mailboxes are in the same database 

Copied once to each database that contains a target mailbox 

Additionally, if the databases are in different storage groups, Exchange Sen~er 
m-rites the message to each database as well as the transaction log set for each 
storage group. Thus, a message written to three databases that are in two differ- 
ent storage groups would use five times the disk space as a message written to 
a single database in a single storage group. To see this, consider the following 
example: 

A 2-hIB message is sent to all company employees. The mailboxes for these 
employees are in private stores A and B in storage group 1 and in private store 
C in storage group 2. Exchange Senrer writes the message to the transaction log 
in storage groups 1 and 2 and then writes to the private storage databases A, B. 
and C. So storing the original 2-AIB messages requires 10 MB of disk space. 

Note Needing 10 MB of disk space to store a 2-ME message may r- 
sound like an awful lot of space, but remember the hidden savings. That 
2-MB message may have been sent to 1000 employees, and without 
single-instance message storage, Exchange Server would use a whop- 
ping 2 GB of disk space. 

What Files Are Associated with Storage Groups? 
Each storage group on Exchange Sewer has several files associated with it. These 
files are 

EDB.CHK A check file containing recovered file fragments 

EDB.LOG A transaction log file for the storage group 
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RES1.LOG A reserved log file for the storage group 

RES2,LOG A resenred log file for the storage group 

TMP.EDB A temporary workspace for processing transactions 

DBName.EDB Rich-text database files for individual databases 

DBName.STM Streaming Internet content files for individual databases 

To create a new storage group with a public store and a private store, you'll need 
about 50 hIB of free disk space. The files required by the storage group use a 
minimum of 11 MB of disk space. The minimum disk space for private and pub- 
lic stores is 5 MB and 8 MB, respectively. Although the total disk space used is 
about 2.4 LIB, you'll need the extra space during creation and for readlwrite 
operations. 

Using and Managing Exchange 
Server Services 
Each Exchange server in the organization relies on a set of services for routing 
messages, processing transactions, replicating data, and much more. To manage 
Exchange services, you'll use the Services node in the Computer Management 
console, ~vhich you start by completing the following steps. 

1. Choose Start, choose Programs, choose Administrative Tools, and then select 
Computer Management. Or in the Administrative Tools folder, select Com- 
puter Management. 

2. Right-click the Computer Management entry in the console tree, and on the 
shortcut menu, select Connect To Another Con~puter. You can now choose 
the Excllange server whose services you want to manage. 

3 Fxpand the Services And Appllcat~ona node by cl~cking the plus sign (+) next 
to ~t and then choose Senxes  

Figure 3-3 shows the Services view in the Computer Manage console. The key 
fields of this window are used as follows: 

Name The name of the sewlce. 

Description A short description of the service and its purpose. 

Status The status of the senrice as started, paused, or stopped. (Stopped is 
~nd~cated hy a blank entry.) 

Startup The startup setting for the service. 

/ Note Automatic services are started at  bootup. Manual services are 
started by users or other services. Disabled services are turned off and 
can't be started. 

Account Run Under The account the service logs on as. The default in most 
cases is the local system account. 
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Figure 3-3. U e  the Semfces node of the CompziterManagement wtndou: to man- 
age Exchange Sewer semllces 

Using Core Exchange Server Services 
Table 5-1 provides a summary of the senices  essential to normal Exchange op- 
erations. Note that the sen ices  that are available on  a particular Exchange senrer  
depend o n  its configuration. Still. there is a core set of services that you'll find 
o n  most Exchange senrers. 

Table 3-1. Core Exchange Server Services 

Name Description 

Distributed Transaction Coordinator Coordinates transactions that are distributed 
across multiple databases. message queues, 
and file systems. 

Event Log Logs event informational, warning, and 
error messages issued by Exchange Server 
and other applications. 

Internet Information Senjices (11s) Alloa~s you to administer the Exchange 
Admin Ser~ice HTTP virtual server in the IIS snap-in. 

Microsoft Excl~ange Event 
Exchange 5.5 applications 

Monitors folders and generates events for 
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Table 3-1. itof~tllzlleu'l 

Name Description 

Microsoft Exchange Internet Provides hlicrosoft Exchange IMAP4 
Message Access Protocol (I141AP4) services. 
Microsoft Exchange Information Manages Microsoft Exchange Information 
Store storage. 

hlicrosoft Exchange Message Provides Microsoft Exchange X.400 services. 
Transfer Agent (M'TA'A) Stacks 

Microsoft Excllange POP3 Provides Microsoft Exchange POP3 services. 
Mlcrosoft Exchange Routing Engine 

Microsoft Exchange Site Replication 
Service 

Microsoft Exchange System 
Attendant 
Network News Transport 
Protocol (NNTP) 
Simple Mail Transport Protocol 
(SMTP) 

Processes Microsoft Exchange message rout- 
ing and link state information. 
Replicates Exchange information within the 
organization. 
Monitors Microsoft Exchange and provides 
essential services. 
Transports netvsgroup messages across the 
network. 
Transports e-mail across the network. 

World Wide Web Publishing Service Provides HTTP services for Microsoft 
Exchange Sewer and Internet Information 
Services. 

Starting, Stopping, and Pausing Exchange 
Server Services 
As an administrator, you'll often have to start, stop, o r  pause Exchange services. 
You manage Exchange services through the Computer Management console o r  
through System Manager. 

To start, stop, o r  pause services in the Computer Management console, follow 
these steps 

1. Right-click the Computer Management entry in the console tree, and on  the 
shortcut menu, select Connect To Another Computer. You can now choose 
the Exchange server whose services you want to manage. 

2. Expand the Senrices And Applications node by clicking the plus sign (+) next 
to it, and then choose Services. 

3. Right-click the service you want to manipulate, and then select Start, Stop, 
o r  Pause as appropriate. You can also choose Restart to have Windows stop 
and  then start the service after a brief pause. Also, if you pause a service, you 
can use the Resume option to resume normal operation. 
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Tip When services that are set t o  start automatically fail, the status 
is listed as blank and you'll usually receive notification in a pop-up win- 
dow. Service fa~lures can also be logged to the system's event logs. In 
Windows 2000, you can configure actions to  handle service failure 
automatically. For example, you could have Windows 2000 attempt to  re- 
start the service for you. See the section of this chapter entitled "Con- 
figuring Service Recovery" for details. 

Several of the Exchange sen Ices are used to manage the Exchange irtual sen - 
ers These services are 

0 31icrosoft Exchange IhlAP4 for the IhIAPi ~i r tual  sen er 

Microsoft Exchange POP3 for the POP3 1 ~rtual sener 

ShTP for the SNTP \irtual senrer 

ShITP for the SMTP vlrtual sener  

If vou start stop or pause these servlces In the Computer Management console 
vou re managing the related virtual s ene r  as well You can also use Svstem 
Manager to perform these tasks To do that, complete the following stepr 

1. In System Manager, access the Servers node within the administrative or 
routing group you want to manage. Typically, you would expand Adminis- 
trative Groups, First Administrative Group, and then the Sewers node. 

2. In the console tree, select the Exchange server you want to manage, and then 
double-click Protocols. You should now see a list of protocols installed on 
the sen7er. 

3. The Protocol folder stores related virtual servers. For example, the IhlAP4 
folder stores the Default IMAP4 virtual server and an); other IMAP4 virtual 
servers you've created. 

4. Right-click the virtual server you want to start, stop. or pause. and then on 
the shortcut menu, select Start. Stop, or Pause as appropriate. 

Configuring Service Startup 
Essential Exchange sen~ices are configured to start automatically and normally 
shouldn't be configured with another startup option. That said, if you're trouble- 
shooting a problem, you map want a service to start manually. You may also want 
to disable a service so  that its related virtual senrers don't start. For example. if 
you move the POP3 virtual senrers to a new server for load balancing, you may 
want to disable the Microsoft Exchange POP3 service on the original Exchange 
sen-er. In this way, the POP3 service isn't used, but it could be turned on if 
necessary (n~ithout having to reinstall POP3 support). 
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You configure service startup by completing the following steps. 

1. In the Computer Management console, connect to the Exchange server whose 
services you want to manage. 

2. Expand the Services And Applications node by clicking the plus sign (+) next 
to it. and then choose Services. 

3. Right-click the sen-ice you want to configure, and then choose Properties. 

4. In the General tab, use the Startup Type selection list to choose a startup 
option. as shown in Figure 3-4. Select Automatic to start services at bootup. 
Select Xlanual to allow services to be started manually. Select Disabled to turn 
off services. 

5. Click OK. 

Figure 3-4. For troubleshoottrzg, you may want to change the sewzce startup 
optzon z?z the Propertzes dlalog box 

Configuring Service Recovery 
You can configure Windows services to take specific actions when a service fails. 
For example, you could attempt to restart the service or reboot the server. To 
configure recovery options for a service, follow these steps. 

1. In the Computer Management console, connect to the computer whose ser- 
vices you want to manage. 

2. Expand the Services And Applications node by clicking the plus sign (+) next 
to it. and then choose Sen7ices. 
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3.  Right-click the service you want to configure, and then choose Properties. 

4 .  Select the Recovec-y tat,, as shown in Figure 3-51, You can now configure 
recover); oplions for the first, second. and subsequent recu\-ev attempts. The 
available options are 

Take Yo Action 

Restart The >en ice 

Run F~ le  

Reboot The ionlputel 

5. Configure other options based on  your previously selected recovev options. 
If you elected to restart the sen-ice, you'll need to specify the restart delay. 
After stopping the sen~ice, Winclomls 2000 lvaits for the specified delay pe- 
riod before tqing to start the service. In most cases a delay of 1-2 minutes 
should be sufficient. 

6. Click OK.  

Figure 3-5. Ell Z I S Z T ~ ~  the Recoveg~ tab zn the Propertzes dzalog box you can  
configure services to riotornat~call~~ recover zn case of fazlure 

When you configure recovery options for critical sen~ices. you may want to try 
to restart the service on the first and second attempts and then reboot the server 
on the third attempt. 





Chapter 4 

User, Mailbox, and Contact 
Administration 

One of your primary tasks as a Microsoft Exchange administrator is to manage 
user accounts, mailboxes, and contacts. User accounts enable individual users to 
log on to the network and access network resources. User accounts are the only 
Active Directory directory service objects that can have Exchange mailboxes 
associated with them. Contacts; on the other hand, are people that you or oth- 
ers in your organization want to get in touch with. Contacts can have street ad- 
dresses, phone numbers, fax numbers, and e-mail addresses associated with them. 
Unlike user accounts, contacts don't have network logon privileges. 

Understanding Users and Contacts 
In Active Directory, users are represented as objects that can be mailbox-enabled 
or mail-enabled. A mailbox-enabled user account has an Exchange mailbox 
associated with it. Mailboxes are private storage areas for sending and receiving 
mail. A user's display name is the name Exchange represents in the Global Ad- 
dress List and in the From field of e-mail messages. 

Another important identifier for mailbox-enabled user accounts is the Exchange 
alias. The alias is the name that Exchange associates with the account for mail 
addressing. When your mail client is configured to use Exchange Server, you can 
type the alias or display name in the To. Cc, or Bcc fields of an e-mail message 
and have Exchange Server resolve the alias or name to the actual e-mail address, 

While most Microsoft Windows 2000 user accounts are mailbox-enabled, user 
accounts don't have to have mailboxes associated with theni. You can create user 
accounts without assigning a mailbox. You can also create user accounts that 
are mail-enabled rather than mailbox-enabled, which means that the account has 
an off-site e-mail address associated with it but doesn't have an actual mailbox. 
Mail-enabled users have Exchange aliases and display names that Exchange 
Sen-er can resolve to actual e-mail addresses. Internal users can send mail to the 
mail-enabled user account using the Exchange display name or alias, and 
the mail will be directed to the external address. Users outside the organization. 
however, can't use the Exchange alias to send mail to the user. 



60 1 Part II Active Directory Services and Microsoft Exchange 2000 Server 

It's not always easy to decide when to create a mailbox for a user. To llelp you 
out. consider the following scenario: 

1. You've been notified that two new users. Elizabeth andJoe. will need access 
to the domain. 

2. Elizabeth is a full-time employee who starts on Tuesday. She'll work on-site 
and needs to be able to send and receive inail. People in the company need 
to be able to send mail directly to her. 

3. Joe. on the other hand, is a consultant who is coming in to help out tempo- 
rarily. His agency maintains his mailbox, and he doesn't want to have to check 
mail in two places. But people in the company need to be able to contact 
llirn, and he wants to ensure that his external address is available. 

4. You create a mailbox-enabled user account for Elizabeth. Afterward, you 
create a mail-enabled user account for Joe, ensuring that his Exchange infor- 
mation refers to his external e-mail address. 

Mail-enabled users are one of several types of custom recipients that you can 
create in Exchange Server. Another type of custom recipient is a mail-enabled 
cotztact. You mail-enable a contact by specifying the external r-mail address that 
can be used to send e-mail to the contact. 

Understanding the Basics of E-Mail Routing 
Exchange uses e-mail addresses to route messages to mail servers inside and 
outside the organization. When routing messages internally, Exchange uses mail 
connectors to route messages to other Exchange sell-ers, as well as to other types 
of mail servers that your company may use. The default connector, Exchange 
Routing Group Connector, provides a direct connection among Exchange senr- 
ers in an organization. Simple Mail Transport Protocol (SMTP), that is, 
user@clomain.com, is the default transport for the Routing G ~ c ) L I ~  Connector. You 
can also configure X.400 as tlie transport among Exchange servers. Other con- 
nectors are available as well, including 

Connector for Lotus Notes 

Connector for Lotus cc:hIail 

Connector for Novel1 Group\JCrise 

Connector for MS hlail 

You can use these connectors to connect Exchange with notl-Exchange mail senTers 
in an organization. When routing messages outside the company. Exchange uses 
mail gateways to transfer messages. The default gateway is SPITP. 

When you create mail-enabled users or contacts, you must specify the type of 
address for the user or contact. When you create mailbox-enabled user accounts, 
Exchange automatically generates default e-mail addresses for SMTP and X.400. 



Chapter 4 User, Mailbox, and Contact Administration / 61 

The SMTP address is used for message routing to external systems. The X.400 
e-mail address is used when you've specifically configured an X.400 connector 
to connect two routing groups ancl when Exchange can't resolve the distinguished 
name for the account. Distinguished narlies are account identifiers that Exchange 
Server uses to locate ~Ictive Director). objects. 

Keep in nind that if :\-ou'lre configured Exchange connectors. e-mail addresses 
for these connectors are generated as nrell. For details on Exchange organiza- 
tions arid inail connectors, see Chapter 11. "?.Tanaging Microsnft Exchange 2000 
Server Organizations." 

Working with Active Directory Users 
And Computers 
Active 13irectoy Users And Computers is the primary administration tool for 
managing users and contacts. You use this utility to 

Create mailbox-enabled user accounts 

Create mail-enabled user accounts 

Manage d i r e c t o ~  contacts 

Manage mail-enabled contacts 

Running Active Directory Users And Computers 
You can start Active Directory Users And Computers by selecting its related option 
on the hlicrosoft Exchange menu. Cl~ck Start, choose Programs, choose hlicrosoft 
Exchange, and then select Active Directov Users And Computers. If the Exchange 
tools aren't available. you'll need to install them as described in the section of 
Chapter 1 entitled "Exchange Server Administration Tools." 

Note If you run Active Directory Users And Computers from the Admin- 
istrative Tools menu, the snap-in won't display the addit~onal columns 
used by Exchange. These columns are E-Mall Address, Exchange Alias, 
and Exchange Mailbox Store. 

Using Active Directory Users And Computers 
Normally, Actil-e Directory Vsers And Computers works with the domain to which 
your computer is currently connected. As slionm in Figure 4-1; you can access 
computer and user objects in the current domain through the console tree. How- 
ever. if you can't find a domain controller, or the domain you want to work with 
isn't displayed, you may need to connect to a dornaiil controller in the current 
domain or a domain controller in a different domain, Other high-level tasks you 
may want to perform with Active Directosy Users And Computers are 17iewing 
advanced options and searching for objects. 
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When you access a domain in Active Directory Users And Computers, you'll note 
that a standard set of folders is available. These folders are 

Built-In Shows built-in user accounts 

* Computers The default container for computer accounts 

Domain Controllers The default container for domain controllers 

Users The default container for users 

You can also add folders for organizational units. An organizational unit is a 
subgroup of domains that often mirrors the business or functional structure of 
the company. For example, you could create organizational units called Sales, 
Marketing, BusDev, and Engineering. 

bu!ll,nDo"#.,n 
i.-inla'ner Del~u l l  conidlnei fa! upgraded cnmpule~ 

Organiialoni Un11 Delar~ll conranei lor #new Lilmdoru: LUUU 
Urginiirt,onal L1"ll 
Cooijlno, Delaull conir,ner fur rccr~rily ,de#>ilierr IS1 
nlga,vatmna~ ilnli 

Urgani2alanal Unit 
Drgan~zat~onal Un~t 
O!ganza!onal ;In1 
Container Delaull contaner lo, upgraded usel acco 

Figure 4-1. L'szng Actztee Dzrectory Csers And Computers 

Connecting to a Domain Controller 
Connecting to a domain controller serves several purposes. If you start Active 
Ilirrctory Users And Con~puters and no objects are available, you can connect 
to a domain controller to access user, group. and computer objects in the cur- 
rent domain. You may also want to connect to a domain controller when you 
suspect replication isn't working properly and you want to inspect the objects 
on a specific controlle~.. Once you're connected. you'd look fc)r discrepancies in 
recently updated objects. 
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To connect to a doniain controller. follow these steps: 

1. In the console tree, right-click Active Directory Users And Computers. Then 
select Connect To Domain Controller. 

2. You'll sec the current domain and dornain controller you're working n~i th  in 
the Connect To Domain Controller dialog box shown in Figure 4-2. 

3. Available controllers in tile domain are listed in the Available Controllers In 
list box. The default selection is Any Writable Domain Controller. If you se- 
lect this option, you'll connect to the domain controller that responds to your 
request first. Otherwise, choose a specific domain controller to connect to. 

1. Click OK.  

Figure 4-2. I n  the Connect To Domain Controller dialog box, select the do- 
main controlleryou u a n t  to work with. 

Connecting to a Different Domain 
In Active Directory Users And Computers you can work with any domain in the 
forest, provided you have the access permissions. You connect to a domain by 
completing these steps: 

1. In the console tree, right-click Active Directory Users And Computers. Then 
select Connect To Domain. 

2. The current (or default) domain is displayed in the Connect 'I'o Domain dia- 
log box. Type a new domain name, and then click OK. Or click Browse, and 
then select a domain in the Browse For Domain dialog box. 
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Searching for Existing Users and Contacts 
Active Directory Users And Computers has a built-in search feature that allows 
you to find users, contacts, and other directory objects. You cLn easily search the 
current domain, a specific domain, or the entire directory. 

You search for directory objects by completing the following steps: 

1. In the console tree, right-click the current domain or a specific container that 
you want to search. Select Find. This opens the Find Users, Contacts. And 
Groups dialog box shown in Figure 4-3. 

Figure 43. F ~ n d  exzstrng risers and contacts zn Actzz~e Dzrectory zrsrng the And 
Users, Contacts, A?? d G r o ~ ~ p s  dtalog box 

2. Select Users, Contacts, And Groups, and then use the In selection list to choose 
the location to search. If you right-clicked a container such as Users, this 
container is selected by default. To search all the objects in the directory, select 
Entire Directory. 

3 In the Name field, enter the name of the object you're lookmg for, and then 
click the Exchange tab. Select Sliow Only Exchange Recipients. 

4.  If you'd like to limit the search to specific types of recipients, select the re- 
lated check boxes. For example, if you want to search only for users with 
mailboxes, select Users, and then select Show Only ITsers With Exchange 
Mailbox. 

5. After you've typed your search parameters. click Find Now. Any matching 
entries are displayed in the Find view (see Figure 4-41, Double-click an ob- 
ject to view or modify property settings. Right-click the object to display a 
shortcut menu that you can use to nianage the object. 
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Figure 44. ~Mntchz?zg reczpzents are dzsplaj~ed zn the lou erportzon of  the Fznd 
L3ers Contacts, And Grozlps dzalog box and can be managed by nght-clzck- 
nzg thezr en tq  

Managing User Accounts and Mail Features 
The sections that follon7 examlne techniques that you employ to manage user 
accounts and the Exchange features of those accounts. 

Creating Mailbox-Enabled and Mail-Enabled 
User Accounts 
You need to create a user account for each user who wants to use network re- 
sources. The following sections explain how to create domain user accounts that 
are either mailbox-enabled or mail-enabled. If the user needs to send and receive 
e-mail, yc~u'll need to create a mailbox-enabled account. Otherwise, you'll cre- 
ate a mail-enabled account. 

Understanding Logon Names and Passwords 
Before y o u  create a donlain user account, you should think for a moment about 
the new account's logon name and password. All domain user accounts are iden- 
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tified with a logon name. This logon name can be (but doesn't have to be) the 
same as the user's e-mail address. In Windows 2000 domains, logon names have 
two parts: 

User name The account's text label 

User domain The domain where the user account exists 

For the user WILLIAMS whose account is created in DOMAIN.COM, the full logon 
name for Windows 2000 is 

User accounts can also have passwords and public certificates associated with 
the111. P U S S Z L ~ O ~ ~ S  are authentication strings for an account. Public certificates 
combine a public and private key to identify a user. You log on with a password 
interactively. You log on with a public certificate using a smart card and a smart 
card rcader. 

Although Windows 2000 displays user names to describe privileges and permis- 
sions. the key identifiers for accounts are security- identifiers (SIDs). Sins are 
unique identifiers that are generated when accounts are created. SIDs consist of 
the domain's security ID prefix and a unique relative ID. Windows 2000 uses these 
identifiers to track accounts independently from user names. SIDs serve many 
purposes: the two most important are to allow you to easily change user names 
and to allow you to delete accounts without worrying that someone may gain 
access to resources simply by re-creating an account. 

Vlrhen you change a user name, you tell Windows 2000 to map a particular SID 
to a new name. When you delete an account, you tell Windows 2000 that a 
particular SID is no longer valid. Afterward, even if you create an account with 
the same user name, the new account won't have the same privileges and 
permissions as the previous one. That's because the new account will have a 
new SID. 

Creating Domain User Accounts With and Without Mallboxes 
Generally, there are two ways to create new domain accounts: 

Create a completely new user account Right-clicking the container in 
which you want to place the user account, pointing to New, and then selecting 
User. This opens the Kew Object-User Wizard shown in Figure 4-5. When you 
create a new account, the default system settings are used. 

Base the new account on an existing account In Active Directory 
Users And Computers, right-click the user account you want to copy, and 
then select Copy. This starts the Copy Object-User Wizard, which is essen- 
tially the same as the Xew User dialog box. However, when you create a 
copy of an account. the new account gets most of its environment settings 
from the existing account. 
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Once the New Object-User or Copy Object-User Wizard is started, you can cre- 
ate the user account by completing tl-ie following steps: 

2 .  As ahown in Figure 4-5, the first wizard dialog box lets you configure the user 
display narnr and logon name, 'Type the user's first and last name in the fields 
provided. The first and last names are used to create the Full Name, which 
is the user's display name. Exchange Server uses the name informarion to 
create the user's Cc:hIail and X.400 mail address. 

2. As necessary, rnake changes to the Fuii Name field. Fol example. y-ou may 
want to type the name in LastName FirstName MiddleInitial format or  in 
FirstName MiddleInitial LastName format. The full name must be unique in 
the domain and must be 64 characters or fewer. 

3 In the User Logon Name field, type the user's logon name. Then use the drop- 
clowri list to select the domain the account is to be associated ivith. This sets 
the fully qualified logon name. 

4. The first 20 characters of the logon name are used to set the pre-Windows 
2000 logon name. This logon name must be unique in the domain. If neces- 
sary, change the pre-Windows 2000 logon name. 

Figure 4-5. Confzg~tlre the user dzsplay and logon names uszrzg the ,Veu~ 
Object-LTser dzalog box 

5. Click Next. Configure the user's password using the dialog box shown in 
Figure 4-6. The options for t h ~ s  dialog box are used as follows: 

Password The password for the account. This password should 
follow the conventions of your password policy. 

Confirm Password A field that ensures that you assign the 
account password correctly. Simply reenter the password to 
confirm it. 
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Figure 4-6. Configure the zlser's passu~ord. 

User Must Change Password At Next Logon If selected, the user 
must change the password upon logon. 'This check box is selected 
by default fhr all new users. 

User Cannot Change Password If selected. the user can't change 
the password. 

Password Never Expires If selected, the password for this account 
never expires. This setting overrides the domain account policy. 
Generally. it isn't a good idea to set a password so it doesn't expire 
because this defeats the purpose of having passwords in the first 
place. 

Account Is Disabled If selected, the account is disabled and can't 
t)e used. Use this field to temporarily prevent anyone from using an 
account. 

(7. Click Next. If you've properly insralled the Exchange extensions on the com- 
puter that you're running, you'll be a11le to determine wl-lether the account 
should have a mailbox. If the user shouldn't have a mailbox, clear the Cre- 
ate An Exchange Mailbox check box. and then skip Steps 7 and 8. 

7 .  As shown in Figure 4-7, the Exchange alias is set to the Logon name by de- 
fault. You can change this value by entering a new alias. The Exchange alias 
is ~ ~ s e d  to set the user's hlS Mail and SMTP e-mail addresses. 

8.  If nlultiple Excllange servers are configured ~vith an Information Store, use 
the Sel~er  selection list to specify tlle sewer on which the mailbox should 
be stored. Also, if several mailbox stores are configured, use the nlailbox Store 
selection list to specify the n~ailbox store that should he used. 
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9. Click Next and then click Finish to create the account. If you created a mail- 
box-enabled account. SMTP, S.400, and connector-related e-mail addresses 
are configured autoniatically. You can add, change. and remove these ad- 
dresses. You can also add additional addresses of the same type. For example, 
if Cindy Johnson is the company's HK administrator, she nlay have two SMTP 
addresses: 

c i  ndy j@dornai n .corn and resumes@domai n .corn. 

Note If you've conf~gured Exchange connectors, default addresses are 
generated for these connectors as well. Connectors available with 
Exchange 2000 Include Connector for Lotus Notes, Connector for Lotus 
cc:Ma~l, Connector for Novell Groupwise, and Connector for MS Mail. 

10. Creating the user account isn't the final step. Next, you may want to 

.4dd detailed contact infbrmation for the user, such as business phone 
number and title 

Add the user to security and distribution groups 
8. Associate additional e-tnail addresses with the account 

Enable or disable Exchange features for the account 
: hlodify the user's default deliveq- options, storage limits, and 

restrictions on the account 

Figure 4-7. Cotvigzlre the userk Excharzge mailbox 
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Setting Contact Information for User Accounts 
You can set contact information for a user account by completing the following 
steps: 

1. In Active Directory Users And Computers, double-click the user name. This 
opens the account's Properties dialog box. 

2. Click the General tab. Use the following fields to set general contact 
information: 

First Name, Initials. Last Name Sets the user's full name. 
* Display Name Sets the user's display name as seen in logon ses- 

sions and in Active Directoq-. 

Description Sets a description of the user. 

* Office Sets the user's office location. 

* Telephone Number Sets the user's primary business telephone 
number. If the user has other business telephone numbers that you 
want to track. click Other, and then use the Phone Number (Others) 
dialog box to enter additional phone numbers. 

E-Mail Sets the user's business e-mail address 

Web Page Sets the URL of the user's home page, which can be on 
the Internet or the company intranet. If the user has other Web pages 
that you want to track, click Other, and then use the VCTeb Page 
Address (Others) dialog box to enter additional Web page addresses. 

.@ Tip You must fill in the E-Mail and Web Page fields if you want to use 
the Send Mail and Open Home Page features in Active Directory Users 
And Computers. 

3 Click the Address tab, as shown in Figure 4-8. Use the fields provided to set 
the user's business address or home address. Normally, you'll want to enter 
the user's business address. This way, you can track the business locations 
and mailing addresses of users at various offices. 

[ Note You need to consider privacy issues before entering home ad- 
dresses for users. Discuss the matter with the Human Resources and 
Legal departments. You may also want to get user consent before releas- 
ing home addresses. 

4 Cl~ck the Telephones lab As appropriate, type the primary telephone num- 
hers that should be used to contact the user 

Home Telephone 

Page1 
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Figure 4-8. Use the Address tab to set the users business or- home address 

hlob~le 

FAX 

IP Phone 

5. You can configure other numbers for each type of telephone number. Click 
the associated Others button. and then use the dialog box provided to enter 
additional contact numbers. 

6. Click the Organization tab. As appropriate, type the user's title, department, 
and company. 

7 ,  To specifv the user's manager. click Change, and then in the Select User Or 
Contact dialog box. select the user's manager. When you specify a manager, 
the user shows ~ i p  as a direct report in the manager's account. 

8. Click Apply or O K  to apply the changes. 

Changing a User's Exchange Server Alias 
and Display Name 
Each mailbox-enabled user account has an Exchange alias, first name, last name; 
and display name associated with it. The Exchange alias determines the MS hIail 
and ShlTP e-mail addresses. The first and last name determine the cc:Mail address. 
The display name determines the X.400 address. 
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Whenever you change the rraming information, new e-mail addresses may be 
generated and set as the default addresses for SRITP, X.400. and Exchange con- 
nectors you've configured. The previous e-mail addresses for the account aren't 
deleted. Instead, these e-mail addresses remain as alternatives to the defaults. To 
learn how to change or delete these additional e-mail addresses, see the section 
of this chapter entitled "Adding, Changing, and Removing E-Mail Addresses." 

'To change the Fxchange alias and display name on a user account. complete the 
tollowlng steps 

1. In Active Directoly Users And Computers, double-clicli the user name. This 
opens the account's Properties dialog box. 

2. Click the General tall, and then use the following fields to modify the cur- 
rent name: 

First Name. Initials. Last Name Sets the user's full name 

Display Name Sets the user's display name as seen in logon ses- 
sions and in Active Directoiy 

3. Click [he Exchange General tab, and then in the Alias field, enter the new 
Exchange alias. 

9. Click OK. 

Adding, Changing, and Removing E-Mail Addresses 
When you create a mailbox-enabled user account, dehnlt e-mail addresses are 
created for SMTP, X.400, and any connectors you've configured. Any time you 
update the user's display name or Exchange alias. nen- default e-mail addresses 
may be created. But the old addresses aren't deleted. The): remain as alternative 
e-mail addresses for the account. 

To add, change, or remove an e-ma11 addre5s. follow thew steps 

I .  Open the Properties dialog box for the account b?, double-clicking the user 
name in Active Ilirectory Users And Computers. Then click the E-Mail Ad- 
clresses tab. 

2. 'To add a new e-mail address. click New. In the Ne~v ??-Mail Address dialog 
l~ox.  select the type of e-mail address and then click OK.  Complete the Prop- 
erties dialog box and then click O K  again. 

/ a '  

(.3/ Tip Use SMTP as the address type for standard Internet e-mail 
addresses. For details on how to use cc:Mail, MS Mall, and X.400 e-mail 
addresses, see Chapter 11, "Managing M~crosoft Exchange 2000 Server 
Organ~zations." 

3. To change an existing e-mail address, double-click the address entry and 
modify the settings in the Properties dialog box. Click OK.  



Chapter 4 User, Mailbox, and Contact Administration 1 73  

4 To delete an e-ma11 address, select ~ t ,  and then click Remove Click Yes when 
prompted to confilm the deletion 

Note You can't delete the default SMTP address. Exchange Server 
uses the SMTP address to  send and receive messages. 

Setting a Default Reply Address 
Each e-rnail address iypc l ~ a s  one default reply address. To change the default 
reply address, follow these steps: 

1. Open the Properties dialog box for the account by double-clicking the user 
name in Active Directory Users And Computers. Then click the E-Mail Ad- 
dresses tab. 

2. Current default e-mail addresses are highlighted with bold text. E-mail ad- 
dresses that aren't highlighted are used only as alternative addresses for 
delivering messages to the current mailbox. 

3. To change the current default settings. select an e-mail address that isn't high- 
lighted and then click Set As Primary. 

Enabling and Disabling Exchange Server Mail 
Mail-enabled users and contacts are defined as custom recipients in Exchange 
Senrer. They have an Exchange alias and an external e-mail address. You can mail- 
enable a user or contact by completing the following steps. 

1. In Active Directory Users And Computers, right-click the related entry, and 
then select Exchange Tasks to start the Exchange Task Wizard. 

2. If a Welcome dialog box is displayed, click Next. You can skip the Welcome 
page in the future by selecting Do Not Show This Welcome Page Again. 

3. Under Available Tasks, select Establish E-IvIail Addresses and then click Next. 

4.  Enter an Exchange Alias for the user or contact. and then click Modify. 

5. You'll see the New E-Mail Address dialog box. Select the type of e-mail ad- 
dress and then click OK. 

6. Complete the Properties dialog box for the e-mail address. and then click O K  
again. 

7. In the Exchange Task Wizard dialog box, click Next and then click Finish. 

Later, if you want to delete the Exchange alias and remove any e-mail addresses 
that may be associated with the user or contact, follow these steps: 

1. In Active Directory Users And Con~puters, right-click the related entry, and 
then select Exchange Tasks to start the Exchange Task Wizard. 

2. If a Welcome dialog box is displayed, click Next. You can skip the Welcome 
page in the future by selecting Do Not Show This Welcome Page Again. 
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3. Under Available Tasks. select Delete E-Mail Addresses and then click Next. 

4 Click Next and then click Finish. 

Enabling and Disabling Voice Mail and Instant 
Messaging 
You can easily enable or disable Exchange features for a user account. Simply 
right-click the account in Active Directory Users And Computers and select Ex- 
change Tasks to start the Exchange =sks Wizard. If a Wrelcome dialog box is dis- 
played, click Next You can then 

Select Enable Voice Mail to turn on voice mail features for the account 

Select Disable Voice Mail to turn off voice mail features for the account, and 
then confirm the action by clicking Yes. 

Select Enable Instant Messaging to turn on instant messaging features for the 
account. You'll need to specify the name of the instant messaging server and 
the domain to use. 

Select Disable Instant hlessaging to turn off instant messaging features for the 
account. 

Creating a User Account to Receive Mail 
and Forward Off-Site 
Custom recipients, such as mail-enabled users and contacts, don't normally re- 
ceive mail from users outside the organization. That's because a custom recipi- 
ent doesn't have an e-mail address that resolves to a specific mailbox in your 
organization. At times, though, you may want external users, applications, or mail 
systems to be able to send mail to an address within your organization and then 
have Exchange forward this mail to an external mailbox. 

@ Real World In my organization I've created forwarding mailboxes for 
pager alerts. This slmple solution lets managers (and monitoring systems) 
with~n the organization quickly and easily send text pages to IT person- 
nel. Here, I've set up mall-enabled contacts for each pager e-mail address, 
such as 8085551212@domain.com, and then created a mailbox that for- 
wards e-mail to the custom recipient. Generally, the display name of the 
mall-enabled contact is in the form Alert User Name, such as Alert WIII- 
lam Stanek. The display name and e-mail address for the mailbox are in 
the form Z LastName and AE-MailAddress@myorg.com, such as Z Stanek 
and AW~ll~amS@domain.com, respectively. Afterward, I hide the mailbox 
so that ~t Isn't displayed in the global address list or in other address Ilsts. 
Th~s way users can see only the Alert William Stanek mailbox. 
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To create a user account to receive mail and forward off-site, follow these steps: 

1. In Active Directory Users And Computers, create a contact for the user. Name 
the contact X -. User Name, such as X - William Stanek. Be sure to establish 
an external e-mail address for the contact that refers to the user's Internet 
address. 

2. Create 3 user accmnt in the domain. Name the account with the appropri- 
ate display name, such as William Stanek. Be sure to create an Exchange 
rnai!hox for the accoi.~nt hiut don't grant any special permission to the account. 
You may want to restrict the account so that the user can't log on to any sewers 
in the domain. 

3. Open the Properties dialog box for the user account by double-clicking the 
user name in Active Directory Users And Computers. Click the Exchange 
General tab. 

4. Click Delivery Options. 

5. In the Delivery Options dialog box, click the Forward To option button, and 
then click Modify. 

6. In the Select Recipient dialog box. select the mail-enabled contact you cre- 
ated earlier. and then click OK. You can now use the user account to forward 
mail to the external n~ailbox. 

Renaming User Accounts 
In Active Directory Users And Computers, you can rename a user account by 
completing the following steps: 

1. Right-click the account name, and then choose Rename. Enter the new 
account name when prompted. 

2. '&'hen you rename a user account, you give the account a new label. Changing 
the name doesn't affect the SID, which is used to identify, track, and handle 
accounts independently from user names. 

Note Marriage is a common reason for changing the name of user 
accounts. For example, if Judy Lew (JUDYL) gets married, she may want 
her user name to be changed to  Judy Kaethler (JUDYK). When you 
change the user name from JUDYL to JUDYK, all associated privileges 
and permissions will reflect the name change. Thus, if you view the per- 
missions on a file that JUDYL had access to, JUDYK will now have access 
(and JUDYL will no longer be listed). 

Deleting User Accounts and Contacts 
Deleting an account permanently removes the account. Once you delete an 
account, you can't create an account with the same name and get the same per- 
missions as the original account. That's because the SID for the new account won't 
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match the SID for the old account. That doesn't mean that once you delete an 
account, you can never again create an account with that same name. For ex- 
ample, a person leaves the company only to return a short while later. You can 
create an account using the same naming convention as before, but you'll have 
to redefine the permissions for that account. 

Because deleting built-in accounts could have far-reaching effects on the domain, 
Windows 2000 doesn't let you delete built-in user accounts. You coz~ld remove 
other types of accounts by selecting them and pressing the nFi .  key, or by right- 
clicking and selecting Delete. You'll see the prompt shown in Figure 4-9. If you'd 
like to delete the user's e-mail address and mark the mailbox for deletion, click 
Yes. If you click No. Windows 2000 won't delete the account. 

Figure 4-9. Deletzng a user's account deletes the user's e-mat1 address and marks 
the a.ssoc~nted ~naz1bo.x for deletzon Cov$zrm the actzon b j~  clickzng Yes 

I Note Because Exchange security is based on domain authentication, 
you can't have a mailbox without an account. If you st111 need the mall- 
box for an account you want to delete, you should disable the account 
instead of deleting it. Disabling the account prevents the user from log- 
ging on, yet you can still access the mailbox if you need to. To disable 
an account, right-click the account in Active Directory Users And Comput- 
ers, and then select Disable Account. 

Managing Mailboxes 
You often need to manage mailboxes the way you do user accounts. Some of 
the management tasks are fairly intuitive. Others aren't. If you have questions, 
t ~ e  sure t o  read the sections that follow. 
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Adding a Mailbox to an Existing User Account 
You don't have to create ar, Exchange mailbox when you create a user account. 
if a user needs a mailbox later, you can create the mailbox by completing the 
following steps 

1. In Active Directoy &ers And Conlputers, right-click the user's name, and then 
select Excl~ange Tasks to start the Exchange Task Wizard. 

2. If a LVelcome dialog box is displayed, click Next. You can skip the Welcome 
page in the future by selecting Do Not Show This Welcome Page Again. 

3. Under Available Tasks, select Create hlailbox, and then click Next. 

4. The dialog box shown in Figure 4-10 is displayed 

Create Ma~lbos 
Create ma~lboxer fur yuui useis to alluw lhem to use Erchange lo send arid 
recelve e mall 

Figure 4-10. All user accoz~nts can haue mallboxes assoczated ~01th them 
Ifyou do?z t create a mazlbox znztzally: yozn can do so later. 

5. The Exchange alias is set to the logon name by default. You can change this 
value by entering a new alias. 

6. If multiple Exchange servers are configured with an Information Store, use 
the Server selection List to specify the server on which the mailbox should 
be stored. 

Caution In Exchange mixed-mode operations, mailboxes can't be 
moved from a server in one adm~nistrative group to a server in another 
administrative group. Add~tionally, while you can move mailboxes to dif- 
ferent Exchange servers, these servers must be in the same routing 
group. You can't move mailboxes among routing groups (regardless of 
the Exchange operations mode). 
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7. If multiple mailbox stores are configured, use the Mailbox Store selection list 
to specitt. the mailbox store tl~at should be used, 

8. Click Next and then click Finish. 

Setting Delivery Restrictions 
on an Individual Mailbox 
You can set delivery restrictions on mailboxes using two techniques: 

Globally By creating default delivery restrictions for all mailboxes. Global 
restrictions are applied when the user account is created and are updated 
when you define new global delivery restrictions. 

Individually By setting per user delivery restrictions. You set per user de- 
livery restrictions individually for each user account, and they override the 
global default settings. 

You'll learn h o \ ~  to set global delivery restrictions in Chapter 11. See the section 
of that chapter entitled "Setting Default Delivery Restrictions for the Organization." 

You set individual delivery restrictions by completing the following steps: 

1. Open the Properties dialog box for the mailbox-enabled user account by 
double-clicking the user name in Active Directory Users And Computers. 

2. In the Exchange General tab, click the Delivery Restrictions button. As shown 
in Figure 4-11, you can now set the following restrictlons: 

Figure 4-11. You can apply indzvidunl d e l i v e ~  restrictions on a per user 
basis 
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* Outgoing Message Size Sets a limit on the size of messages the 
user can send. If an outgoing message exceeds the limit, the mes- 
sage isn't sent and the user receives a nondelivery report (NDR). 

* Incoming Message Size Sets a limit on the size of messages the 
user can receive. If an incoming message exceeds the limit, the 
message isn't delivered and the sender receives an NDR. 

Message restrictions By default, user mailboxes are configured 
to accept messages from anyone. To averride this behavior. you can 
specify that only messages from the listed users, contacts, or  groups 
should be accepted, or that messages from all e-mail addresses 
except the users, contacts, or groups listed should be accepted. You 
can add only recipients listed in the organization's directory. 

3. Click OK. The restrictions that you set override the global default settings. 

Allowing Others to Access a Mailbox 
Occasionally, users will need to access someone else's mailbox, and in certain 
situations you should allow them to. For example, if John is Susan's manager 
and Susan is going on vacation, he may need access to her mailbox while she's 
away. Another situation where someone may need access to another mailbox 
is when you've set up  special-purpose n~ailboxes, such as a mailbox for 
Webmaster@dornain.com or a mailbox for Info@domain.com. 

Granting someone the right to access a mailbox also gives that person the right 
to view the mailbox and send messages on behalf of the mailbox owner. You 
can grant or revoke access authority by completing the following steps: 

I .  Open the Properties dialog box for the mailbox-enabled user account by 
double-clicking the user name in Active Directory Users And Computers. 

2. In the Exchange General tab, click the Delivery Options button. The Grant 
This Permission To list box shows any users that currently have access per- 
missions. You can now 

* Grant access To grant the authority to access the mailbox, click 
Add and then use the Select Recipient dialog box to choose the user 
who should have access to the mailbox. 

* Revoke access To re~roke the authority to access the mailbox. 
select an existing user name in the Grant This Permission To list box, 
and then click Remove 

3. Click OK. 

Forwarding E-Mail to a New Address 
Any messages sent to a user's mailbox can be forwarded to another recipient. 
This recipient could be another user or a mail-enabled contact. You can also 
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specify that messages should be delivered to both the forwarding address and 
tlie current mailbox. 

To configure mail forwarding, follow these steps: 

1. Open the Properties dialog box for the mailbox-enabled user account by 
double-clicking the user name in Active Directory Users And Computers. 

2. In the Exchange General tab, click the Delivery Options button. To remove 
forwarding, in the Forwarding Address panel, choose None. 

3. To add forwarding, choose Forward To, and then click Modify. Use the Se- 
lect Recipient dialog box to choose the alternate recipient. If the mail should 
go to both the alternate recipient and the current mailbox owner, select De- 
liver Messages To Both Forwarding Address And Mailbox (see Figure 4-12). 

1. Click OK. 

Figure 4-12. Crsirzg the Deliver)) Optzons dtalog box, you can spec& alternate 
reczptents for matlboxes and delzver mat1 to the current mazlbox as well 

Setting Storage Restrictions on an Individual Mailbox 
You can set storage restrictions on multiple mailboxes using global settings for 
each mailbox store or on individual mailboxes using per user restrictions. 
Global restrictions are applied when you create the user account and are reap- 
plied when you define new global storage restrictions. Per user storage restric- 
tions are set individually for each user account and override the global default 
settings. 
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Note Storage restrictions apply only to mailboxes stored on the server. 
Storage restrictrons don't apply to personal folders. Personal folders are 
stored on the user's computer. 

You'll learn ho\v to set global storage restrictions in Chapter 8.  See the section 
of that chaptei entitled "Setting Mailbox Store Limits.'' 

You set individual storage restrictions by completing the following steps: 

1. Open tlie Properties dialog box for the mailbox-enabled user account by 
double-clicking the user name in Active Directory Csers And Computers. 

2. In the Exchange General tab, click Storage Limits. This displays the dialog 
t3ox shown in Figure 4-1 3. 

Figure 4-13. Cs1n.g the StorageLjrnzts dzalog box, j1oozt can specfisto~age lznzzts 
and deleted ztem retentzon on a per user baszs when necessaly 

3. To set mailbox storage limits, in the Storage Limits panel, clear the Use Mail- 
box Store Defaults check box. Then set one or more of the followil~g stor- 
age limits: 

ct Issue Warning At This limit specifies the size, in kilobytes, that a 
mailbox can reach before a warning is issued to the user. The warning 
tells the user to clean out the mailbox. 

Prohibit Send At This limit specifies the size, in kilobytes, that a 
mailbox can reach before the user is prohibited from sending any 
new mail. The restriction ends when the user clears O L I ~  the mailbox 
and the mailbox size is under the limit. 
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* Prohibit Send And Receive At This limit specifies the size, in ki- 
lobytes, that a mailbox can reach before the user is prohibited from 
sending and receiving mail. The restriction ends when the user clears 
out the mailbox and the mailbox size is under the limit. 

Caution Prohibiting send and receive may cause the user to lose 
e-mail. When a user sends a message to a user who is prohibited from 
recelvlng messages, an NDR is generated and delivered to the sender. 
The origlnal recipient never sees the e-mail. Because of this, you should 
rarely prohibit send and receive. 

4. Click OK 

Setting Deleted Item Retention Time 
on an Individual Mailbox 
When a user deletes a message in Microsoft Outlook, the message is placed in 
the Deleted Items folder. The message remains in the Deleted Items folder until 
the user deletes it manually or allows Outlook to clear out the Deleted Items 
folder. With personal folders, the message is then permanently deleted and you 
can't restore it. With server-based mailboxes, the message isn't actually deleted 
from the Exchange Information Store. Instead, the message is marked as hidden 
and kept for a specified period of time called the deleted item retention period. 

Default retention settings are configured for each mailbox store in the organiza- 
tion. You can change these settings, as described in the section of Chapter 8 en- 
titled "Setting Deleted Item Retention," or override the settings on a per user basis 
by completing these steps: 

1. Open the Properties dialog box for the mailbox-enabled user account by 
double-clicking the user name in Active Directory Users And Computers. 

2. In the Exchange General tab, click the Storage Limits button. This displays 
the dialog box shown in Figure 4-13. 

3.  In the Deleted Item Retention panel, clear the Use Mailbox Store Defaults 
check box. 

4.  In the Keep Deleted Items For text field, enter the number of days to retain 
deleted items. An average retention period is 14 days. If you set the reten- 
tion period to 0,  messages aren't retained and can't be recovered. This fea- 
ture is very convenient because it allows the administrator the chance to 
salvage accidentally deleted e-mail without having to restore a user's mail- 
box from backup. I strongly recommend that you enable this setting and 
configure the retention period accordingly. 

5. You can also specify that deleted messages should not be permanently re- 
moved until the mailbox store has been backed up. This option ensures that 
the deleted items are archived into at least one backup set. 

6. Click OK. 
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Moving a Mailbox to a New Server or Storage Group 
To balance the server load or manage drive space, you can mole  mailboxes to 
another ierver or storage group You r n o ~  e a mailbox by completing these steps 

1, Right-click the user name in Active Directory Users And Computers, and then 
select Exchange Tasks to start the Exchange Task Wizard. 

2 .  If a Welcome dialog box is displayed, click Next. 

3. Ut-ldrt A\-ailable Tasks, select Move Llailhox, and then click Kttxt. 

4. Use the Sewer selection list to specify the server on which the mailbox should 
be stored. Cse the Mailbox Store selection list to specify the mailbox store 
that should he used. 

5. Click Next, and then click Finish. Excllange Sener attempts to move the 
mailbox. If a problem occurs. you'll see an Error dialog box that will let you 
retry or cancel the operation. 

Note In Exchange mlxed-mode operations, you can't move mailboxes 
from a server In one adm~nistrative group to a server In another admin- 
istrative group. You can't move mailboxes among routing groups regard- 
less of operations mode. To move mailboxes among servers, the servers 
must be in the same routing group. 

Removing a Mailbox from a User Account 
Removing a mailbox from a user account deletes any e-mail addresses associ- 
ated with the account and marks the primary mailbox for deletion. The mailbox 
is then deleted according to the retention period set on the account or on the 
mailbox store. 

You can remove a mailbox from a user account by completing the following steps: 

1. Right-click the user name in Active Directory Csers And Computers, and then 
select Exchange Tasks to start the Exchange Task Wizard. 

2. If a Welcome dialog box is displayed, click Next. 

3. Under Available Tasks, select Delere Mailbox, and then click Next. 

4. Click Next, and then click Finish. 

Viewing Current Mailbox Size and Message Count 
You can use System Manager to-view the current mailbox size and message count 
by completing these steps: 

1. In System Manager, access the Sewers node within the administrati.r.e or 
routing group you want to manage. Typically, you would expand Adminis- 
trative Groups, First Administrative Group, and then the Servers node. 
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2. In the left pane (the Console Tree), select the Exchange sewer you want to 
manage. You should now see a list of storage groups that are available on 
the senfer 

3. hlailboxes are stored in the mailbox store associated with a storage group. 
Expand the storage groups and mailbox stores until you see the Mailboxes 
node you want to work with. For example, you could expand First Storage 
Group and Technology Mailbox Store, and then select the Mailboxes node. 

4. The right pane should now display a summary list of mailboxes that are stored 
in the selected mailbox store. 

Managing Contacts 
Contacts represent people whom you or others in your organization want to get 
in touch with. Contacts can have directory information associated with them, but 
they don't have network logon privileges. 

Creating Standard and Mail-Enabled Contacts 
The only difference between a standard contact and a mail-enabled contact is the 
presence of e-mail addresses. A mail-enabled contact has one or more e-mail 
addresses associated with it; a standard contact doesn't. When a contact has an 
e-mail address, you can list the contact in the Global Address List or other 
address lists. This allows users to send messages to the contact. 

You can create a standard or mail-enabled contact by completing the following 
steps: 

1. Start Active Directory Users And Colnputers by selecting its related option on 
the Microsoft Exchange menu. 

2. Right-click the container in which you want to place the contact, choose New, 
and then choose Contact. This opens the New Object-Contact dialog box, 
shown in Figure 4-14, 

3. Enter the contact's first name, initials, and last name. The contact's full name 
is filled in automatically. The full name is displayed in Active Directory Us- 
ers And Computers, and it's also the name that users can search for in the 
clirectory. 

4.  The display name is displayed in the Global Address List and other address 
lists created for the organization. The display name is also used when address- 
ing e-mail messages to the contact. If the contact should have a display name 
that's different from the full name, enter the display name. 

5. Click Next. If the contact shouldn't be mail-enabled, clear Create An Exchange 
E-Mail Address, and then skip Steps 6 and 7. 

6. Enter an Exchange alias for the contact, and then click Modify. You'll see the 
New E-Mail Address dialog box. 
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Figure 4-14. Eiztel- the cotztact'sfirst, Inst, full, a ~ z d  dlsplaj~ names. 

7. Select the type of e-mail address, and then click OK.  Complete the Proper- 
ties dialog box, and then click OK again. 

8.  Click Next. and then click Finish. Active Directory Users And Computers 
creates the new contact. 

Setting Additional Directory Information for Contacts 
You can set additional directon information for a contact by completing the 
follon~ing steps: 

1. Double-click the contact's name in Active Directory Users And Computers. 
This opens a Properties dialog box. 

2. Use the General tab to set general contact information, including 

First Name. Initials. Last Name Sets the contact s full name 

a Display Name Sets the contact's display name as seen in 
address lists 

* Description Sets a description of the contact 

Office Sets the contact's office location 

* Telephone Number Sets the contact's primary business telephone 
number 

E-Mall Sets the contact's business e-mail address 

Web Page Sets the URL of the contact's home page 

3. Click the Address tab. and then use the fields provided to set the contact's 
business address. 
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4. Click the Telephones tab. As appropriate, type the primary telephone num- 
bers for the contact. You can configure other numbers for each type of tele- 
phone number. Click the associated Others button, and then use the dialog 
box provided to enter additional contact numbers. 

5. Click the Organization tab. As appropriate, type the contact's title, department, 
and company. 

6. To specify the contact's manager, click Change, and then in the Select User 
Or Contact dialog box, select the user's manager. When you specify a man- 
ager, the user shows up as a direct report in the manager's account. 

7. Click Apply or OK to apply the changes. 

Setting Message Size and Acceptance 
Restrictions for Contacts 
You set message size and acceptance restrictions for contacts in the same way 
that you set these restrictions for users. Follow the steps listed in the section of 
this chapter entitled "Setting Delivery Restrictions on an Individual Mailbox." 

Changing E-Mail Addresses Associated 
with Contacts 
When you create a new mail-enabled contact, you set the default e-mail address 
identifier and type as well as a default Exchange alias. You can change these 
identifiers by completing the following steps: 

I .  Double-click the contact name in Active Directory Users And Computers. This 
opens the account's Properties dialog box. 

2. If desired, enter an Exchange alias for the contact, and then click Modify. If 
the contact already has an associated e-mail address, specify whether you 
want to create a new address or modify the existing address. Click OK. 

3. When you modify an existing address, you'll see a Properties dialog box. Make 
the necessary changes, and then click OK.  

4. When you create a new address, you'll see the New E-Mail Address dialog 
box. Here, select the type of e-mail address and then click OK. Complete the 
Properties dialog box, and then click OK again. 

5. Contacts also have default addresses for SMTP, X.400, and other connectors 
you've configured. You can change these through the E-Mail Addresses tab. 



Chapter 5 

Working with Groups, 
Lists, and Templates 

Groups. lists, and templates are extremely important in Microsoft Exchange 2000 
Server administration. Careful planning of your organization's groups, address lists. 
and address templates can save you countless hours in the long run. Unfortu- 
nately. most administrators don't have a solid understanding of these subjects, 
and the few who do spend most of their time on other duties. To save yourself 
tirne and frustration, study the concepts discussed in this chapter and then use 
the step-by-step procedures to implement the groups, lists, and ternplates for your 
organization. 

Using Security and Distribution Groups 
You use groups to grant permissions to similar types of users, to simplify account 
administration, and to make it easier to contact multiple users. For example, you 
can send a message addressed to a group. and the message will go to all the users 
in it. Thus, instead of having to enter 20 different e-mail addresses in the mes- 
sage header. you enter one e-mail address for all the group members. 

Group Types, Scope, and Identifiers 
hlicrosoft Windows ZOO0 defines several different types of groups, and each of 
these groups can have a unique scope. In Active Directory directory service 
domains, you use two group types: 

Security Groups that you use to control access to network resources. You 
can also use user-defined security groups to distribute e-mail. 

Distribution Groups that you use only as e-mail distribution lists. You can't 
use them to control access to network resources. 

Note Local groups are available only on local computers, and they 
won't be discussed here. 
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Groups can have different scopes-domain local, built-in local, global, and uni- 
versal-so that they are valid in different areas. 

You use domain local groups to grant permissions within a single domain. 
Members of domain local groups can include elements only from the domain 
in which they are defined. 

Built-in local groups are a special group scope that has domain local permis- 
sions For the sake of simplicity, they are often referred to as domain local 
gvoups. Built-in local groups differ from other groups in that you can't cre- 
ate or delete them. 

You use global groups to grant permissions to elements in any domain in the 
domain tree or forest. Members of global groups can include elements only 
from the domain in which they are defined. You can't use predefined global 
groups 

You use universal groups to grant permissions on a wide scale throughout a 
donlain tree or forest. Iklembers of global groups include elements from any 
domain in the domain tree or forest. 

;$. Tip You only create security groups with universal scope when Windows 
2000 is operating in native mode. Note also that the operations mode 
for Windows 2000 is different from the operations mode for Exchange 
2000 Server. Windows 2000 operations mode supports or restricts back- 
ward compatibil~ty with pre-Windows 2000 computers. Exchange 2000 
Server operations mode supports or restricts backward compatibility with 
pre-Exchange 2000 servers. For more detailed information on Windows 
2000 operations and groups, I recommend reading Chapters 5-9 of 
Microsoft Windows 2000 Administrator's Pocket Consultant (Microsoft 
Press, 2000). 

When you work with groups, there are many things you can and can't do, based 
on  the group's scope. A summary of these items is shown in Table 5-1. Keep in 
mind that contacts can be members of groups as well. 

Table 5-1. Understanding Group Scope 

Scope Windows Windows Group 
2000 Native 2000 Mixed Membership 
Mode Mode 
Membership Membership 

L>onlnin Local Accounts, global Accounts and Can be put into 
Scope groups, and global groups other domain local 

universal groups from any domain. groups and assigned 
from any domain; permissions only 
domain local groups in the same domain. 
from the same 
domain only. 

(continued) 
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Table 51. lco>iti,7lrrdi 

Scope Windows Windows Group 
2000 Native 2000 Mixed Membership 
Mode Mode 
Membershlp Membership 

Global Scope Clnly accounts from Only accounts Can be put into 
the sarrle domain from the same other groups 
and global groups domain. and assigned 
lrom the same permissions in 
domain. any domain. 

T'nlversal Scope Accounts fiom any Cant be created Can be put into 
domain as well as in mixed-mode other groups and 
groups from any domains. assigned permis- 
domain, regardless sions in any domain. 
of scope. 

As it does with user accounts. Windows 2000 uses unique security identifiers to 
track groups. This means that you can't delete a group, re-create it, and then 
expect all the permissions and privileges to remain the same. The near group will 
have a new security identifier. and all the permissions and privileges of the old 
group will be lost. 

When to Use Security and Distribution Groups 
Exchange 2000 Sewer changes the rules on how you can use groups. Previously, 
you could use only distribution groups to distribute e-mail. Now. you can use 
both security and distributio~~ groups to distribute e-mail, and, as a result. you 
may need to rethink how and when you use groups. 

Rather than duplicating your existing security group structure with distribution 
groups that have the same purpose, you may want to selectively mail-enable your 
security groups. For example, if you have a security group called Marketing, you 
don't need to create a MarketingDistList distribution group. Instead, you could 
enable Exchange mail on the original security group. 

You can mail-enable built-in and predefined groups as well. Some of the groups 
you may want to consider mail-enabling include 

* Account Operators 

Backup Operators 

Ilomain Admins 

Domain Users 

Print Operators 

Server Operators 

You may also want to mail-enable security groups that you previously defined. 
Then, if existing distribution groups senre the same purpose, you can delete the 
distribution groups. 
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When to Use Domain Local, Global, 
and Universal Groups 
Domain local, global, and universal groups give you a lot of options for config- 
uring groups. Although these group scopes are designed to simplify administra- 
tion. poor planning can make these group scopes your worst administration 
nightmare. Ideally, you'll use group scopes to help you create group hierarchies 
that are similar to your organization's structure and that reflect the responsibili- 
ties of particular groups of users. 

Ttlr best uses for domain local, global, and universal groups are as follows: 

Groups with domain local scope have the smallest extent. Cse groups with 
ilomain local scope to distribute mail users within a specific department or 
office and to help you manage access to local resources. For example, you 
could create separate domain local groups for Engineering, Quality Assurance, 
and Development. The members of these groups would be individual users. 

Izse groups with global scope to help you manage e-mail distribution, ac- 
counts, and resources in any individual domain in the domain tree or forest. 
Use global groups to manage e-mail distribution for several departments or 
organizational units that belong to the same domain. For example, you could 
create a global group called Technology and then add the Engineering, Quality 
Assurance, and Development groups as members. 

Groups with universal scope have the largest extent. Use groups with uni- 
versal scope to consolidate groups that span domains. Normally, you do this 
11y adding global groups as members. With a universal distribution group, you 
co~lld then distribute messages to users in many business units o r  office lo- 
cations. For example, you could have a universal group. AIlEmployees, whose 
members are groups called AIIRostonEmployees, AllSeattleEmployees, and 
A1lSanFranciscoEmpl~)yees. 

Tip If your organization doesn't have two or more domains, you don't 
really need to use universal groups. Instead, build your group structure 
with domaln local and global groups. If you ever bring another domaln 
Into your domain tree or forest, you can easily extend the group hierar- 
chy wrth universal groups. 

Managing Groups 
The next sections of this chapter explain the procedures you use to manage 
groups. The tool to use when you want to manage groups is Active Directory 
Users And Computers. I3e sure to start this snap-in from the Microsoft Exchange 
menu. 
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Creating Security and Distribution Groups 
You use groups to manage permissions and to distribute e-mail. As you set out 
to create groups, remember that you create groups for similar types of users. Con- 
sequently, the lypes of groups you may want to create include the following: 

Groups for departments within the organization Generally, users who 
work in the same department need access to similar resources and should 
be a part of the same e-mail distribution lists. 

Groups for roles within the organization You can also organize groups 
according to the users' roles within the organization. For example, you could 
use a group called Executives to send e-mail to all the menlbers of the ex- 
ecutive team and a group called Managers to send e-mail to all managers and 
executives in the organization. 

Groups for users of specific projects Often. users worklng on  a rnajor 
project will need a way to send e-mail to all the members of the team To 
solve this problem, you can create a group specifically for the project 

You can create a security or distribution group by completing the following steps: 

1. Start Active Directory Users And Computers. Right-click the container in which 
you want to place the group, point to New, and then select Group. This opens 
the New Object-Group dialog box shown in Figure 5-1. 

Figure 5-1. Use the New Object - Croup dialog box to create security and dis- 
tribution groups. 

2. Type a name for the group. Group names aren't case-sensitive and can be 
up to 64 characters long. 
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3. The first 20 characters of the group name are used to set the pre-Windows 
2000 group name. This group name must be unique in the domain. If neces- 
sary, change the pre-Windows 2000 group name. 

4. Select a group scope-either Domain Local, Global, or Universal. You can't 
change the group scope when you're operating in Windows 2000 mixed 
mode. When you're operating in Windows 2000 native mode, keep the fol- 
lowing in mind: 

You can convert a domain local group to universal scope, provided 
it doesn't have as its member another group having domain local 
scope. 

You can convert a global group to unn ersal scope, provided it's not 
a member of any other group having global scope 

You can't convert a uni>er\al group to any other group scope 

r Note You can create universal security groups only when the Windows 
2000 operations mode is set to native. The Windows 2000 operations 
mode is different from the Exchange 2000 Server operations mode. 

5. Select a group type--either Security or Distribution. 

6. Click Next. If you've properly installed the Exchange extensions on the com- 
puter that you're running, you'll be able to determine whether the group 
should have an e-mail address. If the group shouldn't have an e-mail address, 
clear Create An Exchange E-Mail Address, and then skip Step 7. Otherwise, 
ensure Create An Exchange E-Mail Address is selected. 

7 Llke users, groups have an Exchange allas The Exchange allas 1s set to the 
groi~p name by default You can change thls value by enterlng a new altas 
The Exchange allas 1s used to set the group's e-mall addresses 

8. Mail for the group is routed through the specified administrative group. As 
necessary, use the Associated Adnlinistrative Group selection list to change 
the default setting. 

9.  Click Next, and then click Finish to create the group. If you created an 
Exchange e-mail address for the group, e-mail addresses are configured 
auton~atically for Simple Mail Transfer Protocol (SMTP), X.400, and other Ex- 
change connectors you've configured. Exchange Sewer uses the SMTP ad- 
dress for receiving messages. 

10. Creating the group isn't the final step. Afterward, you may want to 

Add members to the group - XIdke the group a member of other groups 

Asslgn d manager as a point of contact for the group 

\et meshage slze restrictions for messages malled to the group 

1.1m1t ucels who can \end to the group 
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Change or remove default e-mail addresses 

Add addltlonal e-mail addresses 

Assigning and Removing Membership for Individual 
Users, Groups, and Contacts 
All userr g roup ,  and contacts can be members of other groups You control the 
rnernhcnh~p of these elements at the oblect level or at the group level To man- 
age membership at the object level, complete the following steps 

1. In Active Directory Users And Computers, double-click the user, contact, or 
group entry. This opens a Properties dialog box. 

2. Click the Member Of tab. To make the object a member of a group, click Add. 
This opens the Select Groups dialog box. You can now choose groups that 
the currently selected object should be a member of. 

3 To remove the object from a group, select a group, and then click Remo5e 

4 VIJhen you're finished. click OK 

Adding and Removing Group Members 
Another way to manage group membership is to use the group's Properties dia- 
log box to add or remol-e multiple objects. To do this, follow these steps: 

1. In Active Directory Users And Computers, double-click the contact or group 
entry. This opens the object's Properties dialog box. 

2. Click the Members tab. To add objects to the group, click Add. This opens 
the Select Users, Contacts, Computers, Or Groups dialog box. You can now 
choose objects that should be members of this currently selected group. 

3 To remove members from a group, select an object, and then click Remove. 

4.  When you're finished. click OK. 

Changing a Group's Exchange Server Alias 
Each mail-enabled group has an Exchange alias and one or more e-mail addresses 
associated with it. Whenever you change a group's naming information, new 
e-mail addresses may be generated and set as the default addresses for SMTP, 
X.400, and other Exchange mail connectors you've configured. These e-mail 
addresses are used as alternatives to e-mail addresses previously assigned to the 
group. To learn how to change or delete these additional e-mail addresses, see 
the section of this chapter entitled "Changing a Group's E-Mail Addresses." 

To change the group's Exchange alias, complete the following steps: 

1. In Active Directory Users And Computers, double-click the group name. This 
opens the group's Properties dialog box. 

2 ,  Click the Exchange General tab. and then in the Alias field, type a new 
Exchange alias. 

3. Click OK.  
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Changing a Group's E-Mail Addresses 
When you create a mail-enabled group, default e-mail addresses are created for 
cc:hlail. X.400. hIS Mail. and ShITI'. Any time you update the group's Exchange 
alias, new default e-mail addresses may be created. The old addresses aren't 
deleted, however; they rennin as alternative e-mail addresses for the group. 

'To modify the e-mail addresses associated with a group, follow these steps: 

I .  Open the Properties dialog box for the group by double-clicking the group 
name in Active Directory Users And Computers. Then click the E-hlail 
Addresses tab. 

2.  'I'o create a near e-mail address, click New. In the New E-Mail Address dia- 
log box. select the type of e-mail address, and then click OK. Complete the 
I'roperties dialog box, and then click OK again. 

3. 7'0 change an existing e-mail address, double-click the address entry, and then 
modify the settings in the Properties dialog box. Click OK.  

4. To delete an e-mail address, select it, and then click Remove. To confirm the 
deletion. click Yes a-hen prompted. 

Note Exchange Server uses the SMTP address to send and receive 
messages. You can't delete the default SMTP address, but you can re- 
name it. 

Enabling and Disabling a Group's Exchange 
Server Mail 
You use mail-enabled groups to distribute e-mail to multiple users, contacts, and 
even to other groups. They have an  Exchange alias and one or more e-mail 
aclciresses associated with them. You can mail-enable a group by completing the 
following steps: 

1 .  In Actil-e Directoq' Users And Computers, right-click the group name, and 
then select Exchange Tasks to start the Exchange Task Wizard. 

2. If a \\'elcome dialog box is displayed, click Next. You can skip the Welcome 
page in the future by selecting Do ?Jot Show This Welcome Page Again. 

3. IJnder Available Tasks, select Establish An E-Mail Address, and then click Next. 

4. Type an Exchange Alias for the group, and then click Finish. 

5. New e-mail addresses are generated and set as the default addresses for ShlTP, 
X.400, and other Exchange mail connectors you've configured. 

Later. if you want to delete the Exchange alias and remove any e-mail addresses 
that may be associated with the group, follow these steps: 

1 .  In Active Ijirector7; Users .4nd Computers, right-click the group name, and 
then select Exchange Tasks to start the Exchange Task Wizard. 
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2. If a welcome dialog box is displayed. click Next. 

3. Under Available Tasks, select Delete E-Mail Addresses, and then click Next. 

4. Click Finish. All e-mail addresses associated with the group are deleted. 

Hiding and Displaying Group Membership 
By default, users can lem the membership of mail-enabled groups You can 
prelent vlewing of group membership if necessarv To do this, follow these steps 

1. In Active Directory Users And Computers, right-click the group name. and 
then select Exchange Tasks to start the Exchange Task Wizard. 

2. If a welcome dialog box is displayed, click Next. 

3. Under Available Tasks, select Hide Membership and then click Next. 

4. Click Next again and then click Finish. 

5, If you later decide that you want users to be able to view group member- 
ship. repeat this process but this time select Unhide Membership. 

Setting Usage Restrictions on Groups 
Groups are great resources for users in an organization. They let users send mail 
quickly and easily to other users in their department. business unit. or office. 
But if you aren't careful. people outside the organization can utilize groups 
as well. Would your boss like it if spammers sent unsolicited e-mail messages 
to company employees through your distribution lists? Probably not-and you'd 
probably be sitting in the hot seat. which mrould be uncomfortable. to saj7 
the least. 

To prevent unauthorized use of mail-enabled groups, you can specify that only 
certain users or members of a particular group can send messages to the group. 
For example, if you created a group called AllEmployees, of which all company 
employees were members, you could specify that only the members of 
AllEmployees could send messages to the group. You do this by specifying that 
only messages from AllEmployees are acceptable. 

To prevent mass spamming of other groups, you could set the same lestrictlon 
For example, if you have a group called Technology, you could specify that only 
members of AllEmployees can send messages to the group 

Real World If you have users who telecommute or send e-mail from 
home using a personal account, you may be wondering how these 
users can send mail once a restriction is in place. What I've done in the 
past is create a group called OffsiteEmailUsers, and then added this as 
a group that  can send mal l  t o  my mail-enabled groups. The 
OffsiteEmailUsers group contains separate mail-enabled contacts for 
each authorized off-site e-mail address. 
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You can set or remove usage restrictions by completing the following steps: 

1. Open the Properties dialog box for the mailbox-enabled group by double- 
clicking the group name in Active Directory Users And Computers. 

2. Click the Exchange General tab. As shown in Figure 5-2, you can now set 
the following restrictions: 

No Limit Specifies that messages of any size can be sent to the 
group. 

* Maximum (KB) Sets a limit on the size of messages that can be 
sent to the group. If a message exceeds the limit, the message isn't 
sent and the sender receives a nondelivery report. 

* From Everyone The default setting that specifies that messages 
from anyone are accepted, including Internet addresses external to 
the organization. 

* Only From Specifies that only messages from the listed users, con- 
tacts. or groups should be accepted. Click Add to add additional 
users. contacts, and groups to the list. Click Remove to remove us- 
ers, contacts, and groups from the list. 

* From Everyone Except Specifies that all e-mail addresses except 
those from the listed users, contacts, or groups should be accepted. 
Click Add to add additional users, contacts, and groups to the list. 
Click Remove to remove users, contacts, and groups from the list. 

Figure 5-2. L'se the Properties dialog box to set message usage restmctions. 
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3 When you're finished setting or removing restrictions. click OK 

Tip Setting usage restrictions on mail-enabled groups is a good idea 
in most circumstances. 

Setting Advanced Options 
Advanced options for groups are hidden from view by default. To display these 
options, complete the following steps, 

1. Start Active Directory Users And Computers, and then select Advanced Fea- 
tures fi-om the View menu. 

2. Now when you view properties of mail-enabled groups. you'll see a tab la- 
beled Exchange Advanced. Use the options of this tab to set advanced op- 
tions, incluciing: 

Hlde group from Exchange addres~ llsts 

bend out-of-office messages to originator 

Send delivery reports to group owner 

Send delivery reports to message originator 

G', 
Tip By default distribution groups are configured so that automated -.vy 
messages, such as delivery reports and out-of-office messages aren't "-' 

delivered. If users or group owners want to receive these messages, you 
may want to enable delivery of these automated messages. 

Renaming Groups 
In Active Directory Users And Conlputers, you can rename a group by complet- 
ing the following steps: 

1. Right-click the group name. and then choose Rename. Type the new group 
name. and then press EXTFII. 

2. You'll see the Rename Group dialog box with the new group name high- 
lighted. Press TAB and type a near pre-Windows 2000 group name. 

3. Click OK. 

When you rename a group, you give the group a new label. Changing the name 
doesn't affect the SID (security identifier), which is used to identify. track, and 
handle permissions independently from group names. 

Deleting Groups 
Deleting a group removes it permanently. Once you delete a group, you can't 
create a group with the same name and automatically restore the permissions that 
the original group was assigned. That's because the SID for the new group won't 
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match the SID for the old group. You may reuse group names, but remember that 
you'll have to re-create all permissions settings. 

Windows 2000 doesn't let you delete built-in groups. You coz~ld remove other 
types of groups by selecting them and pressing the DFI. key, or by right-clicking 
and selecting Delete. When prompted, click Yes to delete all e-mail addresses 
associated with the group. If you click No, Windows 2000 will not delete the 
group. 

Managing Online Address Lists 
Address lists help administrators organize and manage Exchange recipients. You 
can use address lists to organize recipients by department, business unit, loca- 
tion. type, and other criteria. The default address lists that Exchange Server cre- 
ates and any new address lists that you create are available to the user community. 
Users can use these address lists to find recipients to whom they want to send 
messages. 

Using Default Address Lists 
During setup. Exchange Server creates a number of default address lists. These 
address hsts include 

All Conferencing Resources Lists all conferencing resources in the orga- 
nization. 

Default Global Address List Lists all mail-enabled users, contacts, and 
groups in the organization. 

Default Offline Address List Provides an address list for viewing offline 
that contains information on all mail-enabled users, contacts, and groups in 
the organization. 

All Contacts Lists all mail-enabled contacts in the organization. 

All Users Lists all mail-enabled users in the organization. 

All Groups Lists all mail-enabled groups in the organization 

Public Folders Lists all public folders in the organization 

The most commonly used address lists are the Global Address List and the Offline 
Atidress list. 

Creating New Address Lists 
You can create new address lists to accommodate your organization's special 
needs. For example, if your organization has offices in Seattle. Portland, and San 
Francisco, you nyay want to create separate address lists for each office. 
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To create an address list that users can select in their Microsoft Outlook mail client. 
follow these steps: 

1. Start System hlanager, and then in the left pane (Console Tree), click the plus 
sign ( + I  next to the Recipients node. Next. right-click the All Address Lists 
node. 

2. On rhe shortcuc menu, point to New, and then select Address I.iat. 

3. Type a name for the address list. The name should describe the types of 
recipients that are viewed through the list. For example, if you're creating a 
list for recipients in the Boston office, you could tall the list Boston E-Mail 
Addresses. 

4.  Click Filter Rules to select membership criteria. In the General tab, click the 
check boxes for the users. groups, and contacts that should appear in the 
address list. If you want to shorn. only users with mailboxes, select ITsers With 
Exchange Mailbox. 

5. As s h o n ~ ~  in Figure 5-3. use the options in the Advanced tab to limit the 
address list to users, groups. and contacts that meet the criteria you set. For 
example, if you wanted to limit the address list to users in Boston. you would 
click Field. point to User, and then select City. Next. you would select Con- 
dition Is (Exactly), and type the value Boston. To cornplete the process. click 
.4dd. 

Figure 5-3. Cse the Adtlanced tab to limzt the address !?st nzenzbe~*shp based 
on cnterta you set 

6. To edit an entry after you create it. double-click it. set nea- values, and then 
click Add. 

7. Once you've set all the filters for the list, click OK. Users will be able to use 
the new address list the next time they start Outlook. 

,-\ 
Tip Advanced options let  you set very specific criteria for l is t  9, 
members. 
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Configuring Clients to Use Address Lists 
Address books are available to clients who are configured for corporate or 
a~orkgroup use. To set the address lists used by the client, complete these steps: 

1. In Outlook, on the Tools menu, select Services. 

2. In the Services dialog box, choose the Addressing tab, and then set the fol- 
lowing options to configure how address lists are used: - Show This Address List First Sets the address book that the user 

sees first whenever the user works with the Address Book. 

Keep Personal Addresses In Specifies the default address book 
for storing new addresses. 

* When Sending Mail, Check Names Using These Address Lists In 
The Following Order Sets the order in which address books are 
searched when you send a message or click Check Names. Use the 
up and down arrows to change the list order. 

3. Click OK. 

, Tip When checking names. you'll usually want the Global Address List 
(GAL) to be listed before the user's own contacts or other types of 
address lists. Thls IS important because users will often put internal 
mailboxes in their personal address Ilsts. The danger of do~ng thls w~th- 
out first resolving names agalnst the GAL is that while the display name 
may be ~dentlcal, the properties of a mailbox may change. When changes 
occur, the entry in the user's address book is no longer valid and any mall 
sent will bounce back to the sender with a nondelivery report. To correct 
this, the user should either remove that mailbox from his or her personal 
address 1st and add it based on the current entry in the GAL, or change 
the check names resolution order to use the GAL before any personal 
IIS~S. 

Updating Address List Configuration and 
Membership Throughout the Domain 
Exchange Server doesn't replicate changes to address lists throughout the domain 
immediately. Instead, the changes are replicated during the normal replication 
cycle. which means that some servers may temporarily have outdated address list 
information. Rather than waiting for replication, you can manually update address 
list configuration, availability, and menlbership throughout the domain. To do this, 
follow these steps: 

1. Start System Manager, and then in the left pane (the Console Tree), click 
the plus sign (+I  next to the Recipients node. Then select Recipient Update 
Semices. 
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2.  Current Recipient Update senTices should now be displayed in the right pane. 
Typically, you'll have an enterprise configuration and one or more additional 
configurations for additional domains in the domain forest. 

3. To update the address list configuration information in the entire domain 
forest, right-click Recipient Update Service (Enterprise Configuration), and 
then select Update Now. 

4. To update the address list availability and membership for a specific domain. 
right-click the related senrice. and then select Update Now. For example, if 
you wanted to update address lists in the Technology domain, you'd right- 
click Recipient Update Senrice (Technology), and then select Update KO\\;. 

Rebuilding Address List Membership 
and Configuration 
In a large enterprise, address list membership and configuration can get out of 
sync when you make lots of changes To resynchronize the address list. follon~ 
these steps: 

1. Start System Manager, and then in the left pane (the Console Tree), click 
the plus sign (+) next to the Recipients node. Then select Recipient Update 
Services. 

2. Current Recipient Update sewices should now be displayed in the right pane. 
Typically, you'll have an enterprise configuration and one or  more additional 
configurations for additional domains in the domain forest. 

3 Because you want to rebuild address list membership and configuration for 
a specific domain, right-click the related domain service, and then select 
Rebuild. When prompted to confirm the action, click Yes. 

4. Rebuilding address lists can take a long time. Be patient. Users will use the 
updates the next time they start Outlook. 

Editing Address Lists 
Although you can't change the properties of default address lists, you can change 
the properties of address lists that you create. To do this, complete the follow- 
ing steps. 

1. Start System Manager, and then in the left pane (the Console Tree), click the 
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next 
to the 411 Address Lists node. 

2. Right-click the user-defined address list that you want to modify, and then 
choose Properties. 

3. In the Properties dialog box, click Modify. You can now set a new filter for 
the address list. 
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4. Select the Users; Groups, and Contacts check boxes as appropriate to specify 
the types of recipients that should appear in the address list. If you want to 
show only- users with mailboxes, select Users With Exchange Mailbox. 

5. Use the options in the Advanced tab to limit the address list to users, groups, 
and contacts that meet the criteria you set. 

6. To edit an entry after you create it, double-click it, set new values, and then 
click Add. 

7 .  Once you've set all the filters for the list, click OK. Users can use the modi- 
fied address list the next time they start Outlook. 

Renaming and Deleting Address Lists 
Although System Manager m.111 let you rename and delete default address lists, 
you really shouldn't do this. Instead, you should rename or delete only user- 
defined address lists. 

Renaming address lists To rename an address list, in System Manager, 
right-click its entry, and then select Renan~e. Type in a new name and then 
press the E ~ r t i i  key. 

Deleting address lists To delete an address list, in System Manager. right- 
click its entry, and then select Delete. When prompted to confirm the action, 
click Yes. 

Managing Offline Address Lists 
You configure offline address lists differently than online address lists. To use an 
offline address list, the client must be configured to work with offline folders. 
Enabling offline folders was discussed in the section of Chapter 2 entitled "Us- 
ing Offline Folders." 

Configuring Clients to Use an Offline Address List 
Offline address lists are available only when users are working offline. You can 
configure how clients use offline address lists by completing the following steps: 

1. In Outlook, from the Tools menu, select Options, and then display the Mail 
Services tab. 

2 .  Display the Offline Folder Settings dialog box by clicking the Offline Folder 
Settings button. 

3. Make sure that Doa~nload Offline Address Book is selected, and then click 
Settings. You can now configure the following options for offline address 
books: 

.a Download Changes Since Last Synchronization Select this 
check box to download only items that have changed since the last 
time you synchronized the address list. Clear this check box to down- 
load the entire contents of your address book. 
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Full Details Select this option to download the address book with 
all address information details. Full details are necessar). if the user 
needs to encrypt messages when using remote mail. 

No Details Select this option to dow~lload the address book with- 
out address information details. This reduces the don-nload time for 
the address book. 

.* Choose Address Book If multiple address books are available, use 
this selection list to specif>- which address book to download. 

4. Click OK. 

Assigning a Time to Rebuild an Offline Address List 
By default. offline address lists are rebuilt daily at 10:00 P.bI. You can change the 
time when the rebuild occurs by completing these Fteps: 

1 Start \J stem hlanager and then In the left pane (the Console Tree) click the 
plus \lgn (+) next to the Kec~p~ents node Next cllck the plus >lgn (+)  next 
to the Offllne Address Lists node 

2. Right-click the address list you want to work with, and then select Properties. 

3. Use the Update Interval selection list to set the rebuild time. The available 
options are: 

Run Dailv At 2 00 A M 

Run Dally At 3 00 A hI 
* Run Daily At t 00 4 hl 

Run Dally At 5 00 A hl 

Nel er Run 

Cse Custom Schedule 

Tip If you choose Use Custom Schedule, c l~ck Customize to deftne your ,$, 
own rebuild schedule. 

4. Select Exchange 4.0 and 5.0 compatibility if you wish to share this address 
list with users on previous versions of Exchange Sei~er.  

5. Click OK.  

Rebuilding Offline Address Lists Manually 
Normally, offline address lists are rebuilt at a specified time each day, such as 
11:OO P.M. You can also rebuild offline address books manually. To d o  this, corn- 
plete the follon~ing steps: 

1 Start System LIanager, and then In the left pane (the Console Tree), cllck the 
plus slgn (+) next to the Reciprents node Next, cllck the plus sign (+) next 
to the Offline Address L~sts node 
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2. Right-click the address list you want to work with, and then select Rebuild. 
When prompted to confirm the action, click Yes. 

3. Rebuilding address lists can take a long time. Be patient. Users will see the 
updates the next time they start Outlook. 

Setting the Default Offline Address List 
Although you can create many offline address lists, clients download only one. 
This address list is called the default offline address list, and you can set it by 
corrlpleting these steps: 

1. Start System Manager, and then in the left pane ithe Console Tree), click the 
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next 
to the Offline Address Lists node. 

2. In the right pane, you should see a list of the offline address lists that are 
currently available. The current default list has the prefix Default in its name. 

3. If there are multiple offline address lists available, you can assign a new 
default by right-clicking an address list and then selecting Set As New 
Default. 

4. Users will use the new default offline address list the next time they start 
Outlook. 

Changing Offline Address List Properties 
The offline address list is based on other address lists that you've created in the 
organization. You can modify the lists that are used to create the offline address 
list by completing the following steps: 

1. Start System Manager, and then in the left pane (the Console Tree), click the 
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next 
to the Offline Address Lists node. 

2. Right-click the offline address list that you want to modify, and then choose 
Properties. 

3. To make additional address lists a part of the master offline address list, click 
Add, and then select the lists you want to use. 

4. If you no longer want an address list to be a part of the offline address list, 
select the address list. and then click Remove. 

j, Click OK. 

Changing the Offline Address List Server 
In a large organization where lots of users are configured to use offline folders, 
managing and maintaining offline address lists can put a heavy burden on Ex- 
change Sen~er. To balance the load, you may want to designate a server other 
than the primary Exchange server to manage and propagate offline address lists. 
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You can change the offline address list server by completing these steps: 

1. Start System Manager, and then in the left pane (the Console Tree), click the 
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next 
to the Offline Address Lists node. 

2. Right-click the offline address list that you want to modify, and then choose 
Properties. 

3. The current offline address book server is listed in the Offline Address List 
Sewer field. To use a differeni server, click Browse, and then in the Select 
Exchange Server dialog box, choose a different server. 

Customizing Address Templates 
Have users ever asked you if you could change the fields in the Address Rook 
for users, groups, or contacts? Chances are they have, and you probably said you 
couldn't. Well, you can customize the graphical interface for address book re- 
cipients, and the way you do it is to modify Exchange Server's address templates. 

Using Address Templates 
Address templates specify how recipient information appears in the Address Book. 
This graphical interface is unique for each type of recipient, including users, 
contacts, groups. and public folders. There are also templates for the address book 
search dialog box and the mailbox agent 

Each template has a predefined set of controls that describe its interface. These 
controls are 

Label Creates a text label in the template 

Edit Creates single-line text fields or multiline text boxes 

Page Break Specifies where a tab begins and where to set the text for the 
tab 

Group Box Creates a panel that groups together a set of controls 

Check Box Adds a check box with a text label 

List Box Adds a list box with optional scroll bars 

Multi-Valued List Box Adds a list box that can accept and display multiple 
values 

Multi-Valued Drop-Down Adds a selection list with multiple values 

Each control has a specific horizontal (X) position and a specific vertical (Y) 
position in a dialog box The control also has a specific width and height The 
X, Y. width. and height values are set in screen pixels 

By modifying the controls within a template, you can change the way informa- 
tion is presented in the Address Book view. To learn how you can modify tem- 
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plates, see Figures 5-4 and 5-5. Figure 5-4 shows the default address book view 
for  users. Figure 5-5 shows a modified address book view for users that is stream- 
lined and simplified. 

Figure 5-4. m e  orzgznal Addvess Book uzeu? for users 

Figure 5-5. A modzjed Address Book that combznes fields from multzple tabs to 
create a utezn zfitth a szngle tab 

Modifying Address Book Templates 
Modifying address book templates creates a custom view of the template that is 
availalde to all users in the organization. As you create the view, you'll have the 
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opportunity to preview it so  that you can check for mistakes. If you make a 
mistake, don't worry. You can restore the original template at any time. 

You modify address book templates by completing these steps:. 

I .  Start System Manager, and then in the left pane (the Console Tree), click the 
plus sign (+) next t c j  the Recipients node. Next. click the plus sign (+) next 
to the ~ d d r e s s  Templates node, and rhen seiect the template language you 
want to work with. For example, if you want to modify English language 
tempiates, seiecr Engiish. 

2. You should see the available templates in the right pane. Double-click the 
template you want to modify. 

3. Click the Templates tab. System Manager will read all the values defined in 
the template and the Active Directory attributes that are available for the 
related object. When System Manager is finished reading attributes, you'll see 
the complete set of controls available for the template (see Figure 5-61, 

Figure 5-6. The Templates tab lists all the controls that are assjgned to the tem- 
plate. 

4. Click Test to preview the existing template. Study the template's configura- 
tion before you continue. 

5. To add a new control to the template, click Add, and then choose a control 
type. Next, set the properties for the control, and then click OK. Click Test 
to check the modified view. 
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6. To update the settings of an existing control, select the control in the Tem- 
plates tall. and then click Modify. After you modify the control's properties, 
click OK. Click Test to check the modified view. 

7. To remove a control from the address book view, select the control in the 
Templates tab. and then click Remove. 

8. Repeat Steps 5-7 until the template is customized to your liking. If necessary, 
use the Move Up and Move Down buttons to modify the position of controls 
in the scrolling list. If you need to restore the original view, click Original and 
then confirm the action when prompted. 

9. When you're finished, close the Properties dialog box by clicking OK. Then 
rebuild the address lists as discussed in the section of this chapter entitled 
"Rebuilding Address List Membership and Configuration." 

Restoring the Original Address Book Templates 
When you modify address book templates, the original template files aren't over- 
written and you can restore the original tenlplates if l-ou need to. Simply com- 
plete the following steps: 

1. Start System Manager. and then in the left pane (the Console Tree), click the 
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next 
to the Address Templates node, and then select the template language you 
want to work with. 

2. You should see the available templates in the right pane. Double-click the 
template you want to restore. 

3. Click the Templates tab. System Manager will go out and read all the values 
defined in the template and the Active Director?; attributes that are available 
for rhe related object. 

4. Restore the original view by clicking Original. When prompted, confirm the 
action by clicking Yes. 

5. Close the Properties dialog box by clicking OK. 

Repeat Steps 2-5  for other templates that you need to restore. Then rebuild 
the address lists in the manner described in the section of this chapter entitled 
"Kehuilding Address List Membership and Configuration." 



Chapter 6 

Implementing Directory 
Security and Microsoft 
Exchange 2000 Server 
Policies 

In this chapter; you'll learn how to implement directory security and Microsoft 
Exchange 2000 Server policies. In Active Directory directory service, you man- 
age security by using permissions. Users. contacts, and groups all have permis- 
sions assigned to them. These permissions control the resources that users, 
contacts, and groups have access to. They also control the actions that users. 
contacts. and groups can perform. 

Exchange policies are useful administration tools as well. With policies, you can 
specify management rules for Exchange systems and Exchange recipients. Sys- 
tem policies help you manage servers and information stores. Recipientpolicies 
help you manage e-mail addressing. 

Controlling Exchange Server 
~dministration and Usage 
Users, contacts, and groups are represented in Active Directory as objects. These 
objects have many attributes that determine how the objects are used. The most 
important attributes are the permissions assigned to the object. Permissions grant 
or deny access to objects and resources. For example, you can grant a user the 
right to create public folders but deny that same user the right to view the status 
of the information store. 

Permissions assigned to an object can be applied directly to the object, or they 
can be inherited from another object. Generally, objects inherit permissions from 
parent objects. A parent object is an object that is above an object in the object 
hierarchy. In Exchange 2000 Server, permissions are inherited through the orga- 
nizational hierarchy. The root of the hierarchy is the Organization node. All other 
nodes in the tree inherit the Exchange permissions of this node. For example. 
the permissions on an administrative group folder are inherited from the Orga- 
nization node. 
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You can override inheritance. One way to do this is to assign permissions 
directly to the object. Another way is to specify that the object shouldn't inherit 
permissions. 

Assigning Exchange Server Permissions 
to Users and Groups 
Several security groups have access to and can work with Exchange Sewer. These 
groups are Domain Admins, Enterprise Admins, Exchange Domain Sewers, Ex- 
change Enterprise Servers, and Everyone. 

Domain Admins 
Donlain Admins are the designated administrators of a domain. Members of this 
global group can manage user accounts, contacts, groups, mailboxes, and com- 
puters. They can also manage messaging features, deliver). restrictions. and storage 
limits. Nelrertheless, they are subject to some restrictions in Exchange Sen-er, and 
they don't have full control over Exchange Sewer. If a user needs to be an ad- 
ministrator o f  a local domain and manage Exchange Server, all you need to do 
is make the user a member of the Domain Admins group. By default, this group 
is a member of the Administrators group on the Exchange server and its only 
member is the local user. Administrator. 

Enterprlse Admins 
Enterprise Admins are the designated administrators of the enterprise. Members 
of this global group can manage objects in any domain in the domain tree or 
forest. They have full control over Exchange Sewer and aren't subject to any 
restrictions. This means that unlike Domain Admins, Enterprise Admins can de- 
lete child objects and entire trees in Exchange Server. If a user needs f ~ ~ l l  access 
to the enterprise and to Exchange Server. make the user a member of the Enter- 
prise Admins group. By default, this group is a member of the Administrators 
group and its only inenlber is the local user, Administrator. 

Exchange Domain Servers 
The Exchange Domain Servers group also has a special purpose. Members of this 
group can manage mail interchange and queues. By default, all computers run- 
ning Exchange 2000 Server are members of this group, and you shouldn't change 
this setup. This domain global group is in turn a member of the domain local 
group Exchange Enterprise Servers. 

Exchange Enterprise Servers 
Exchange Enterprise Servers is a domain local group that you can use to grant 
special perm~ssions to all Exchange senrers throughout the domain forest. By 
default, the group has Exchange Domain Senrers as its only member. 

Everyone 
The final group that has Exchange permissions is Everyone. Everyone is a spe- 
cial group whose members are implicitly assigned. Its members include all in- 
teractive, network. dial-up, and authenticated users. By default, members of this 
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group can create top-level public folders. sub-folders within public folders. and 
named properties in the information store. 

Understanding Exchange Server Permissions 
Active Ilirectory objects are assigned a set of permissions. These permissions are 
standard hlicrosoft 'Ji'indon-s 2000 permissions, object-specific perinissiou.s. and 
extended permissions. 

Tdble 6-1 summarlze~ the most common object permtsslons Keep In mind that 
some permlsslons are geilerali7ed For example, -71th Read Property and Write 
Property Propeq is p1,iceholder for the actual property name 

Table 6-1. Common Permissions for Active Directory Objects 

Permission Description 

Full Control Permits reading, writing. modifying, and 
deleting 

List Contents Permits vien7ing object contents 

Read Property Permits reading a particular property of an 
object 

Write Property 

Read All Properties 
Write All Properties 
Delete 
Delete Subtree 
Modify Owner 

Validate Write To . . . 
Extended Write To . . . 

All Validated Writes 
All Extended Writes 
Create Object 
Delete Object 

Create All Child Objects 
Delete All Child Objects 
Change Passnrord 
Receive As 

Reset Password 
Send As 

Add/Remove Self As Member 

Permits writing to a particular property of an 
object 
Permits reading a11 object properties 
Permits writing all object properties 
Permits deletion of object 
Permits deletion of object and child objects 
Permits modiljing the ownership of the 
object 
Permits a particular type of validated write 
Permits a particular type of extended write 
Permits all types of validated writes 
Permits all extended writes 
Permits creation of a specific object type 
Permits deletion of a specific object type 
Permits creation of all child objects 
Permits deletion of all child objects 
Permits changing passwords for the object 
Permits receive as the object 
Permits resetting passwords for the object 
Permits send as the object 

Permits adding and removing object as a 
member 

Table 6-2 sumnlarizes Exchange-specific permissions. You use these extended 
permissions to control Exchange administration and usage. If you want to learn 
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more about other types of permissions, I recommend that you read Chapter 13 of 
LMzcrosoft W'zndoz~~s 2000 Adfnzvz wtrator s Pocket Consulta~zt (hlicrosoft Press, 2000) 

Table 6-2. Extended Permissions for Exchange Server 

Permission Description 

Add PF To Admin Group Permits adding a public folder to an admin- 
istrative group. 

Adnlinister Information Store Permits administration of the Information 
Store. 

Create Named Properties Permits creation of named properties in the 
In The Information Store Information Store. 

Create Public Folder Permits creation of a public folder under a 
top-level folder. 

Create Top-Level Public Folder Permits creation of a top--level public folder. 

Full Store Access Permits full access to the Information Store. 

Mail-Enable Public Folder Permits mail-enahling a public folder. 

Modify Public Folder ACI. Permits modification of the access control 
list on a public folder. 

Modi@ Public Folder Admin ACL Permits modification of the admin access 
control list on a public folder. 

 modify Public Folder Deleteci Permits modification of the deleted item 
Itern Retention retention period. 

Modify Public Folder Expx-~. Permits modification of a public folder's ex- 
piration date. 

Moclify Public Folder Quotas Permits modification of a quota on a public 
folder. 

Modify Public Folder Keplica List Permits modification of the replication list 
for a public folder. 

Open Mail Send Queue Permits opening the ~VIail Send queue and 
message queuing. The Exchange Servers 
group must have this permission. 

Rernove PF From Admin Group Permits removal of a public folder. 

View Information Store Status Permits viewing the status of the Informa- 
tion Store. 

Viewing Exchange Server Permissions 
You can view secur~ty permissions for Exchange Server by completing the fol- 
lo\ving steps 

I .  Start System Manager, and then right-click the root or leaf level node you want 
to  work nrith. Permissions are inherited from the Organization node  by de- 
fault. You can change this behavior. 

2. From the pop-up menu. select Properties, and then in the Properties dialog 
box, click the Security tab, as shown in Figure 6-1. 
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Full contml 

Read 
Wilte 

Execute 

Delete 

Figure 6-1. Use the SecurztJ. tab to configure ob~ectper~?~zss~ons 

Note If the Propert~es optton isn't ava~lable, you're trylng to work with 
a nonroot or nonleaf node, such as the Rec~ptents, Admtn~strat~ve 
Groups, or Servers nodes. Expand the node by cl~ck~ng the plus sign (+), 
and then select a lower-level node. Note also that for some nodes you 
vlew and assign permtsslons through the Exchange Adm~n~stratton 
Delegation Wizard. For deta~ls see the section of t h ~ s  chapter ent~tled 
"Delegattng Exchange Server Perm~ss~ons." 

3. In the Name list box, select the object whose permissions you want to view. 
The permissions for the object are then displayed in the Permissions list box. 
If the permissions are shaded, it means the permissions are inherited from a 
parent object. 

Setting Exchange Server Permissions 
You can control the administration and usage of Exchange Semer in several ways. 

Globally for an entire organization Set the permissions at the Organi- 
zation level. Through inheritance, these permissions are then applied to all 
objects in the Exchange organization. 

For each server Set the permissions individually for each server in the 
Exchange organization. Through inheritance, these permissions are then 
applied to all child nodes on the applicable server. 
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For each storage group Set the permissions at the storage group level. 
Through inheritance, these permissions are then applied to all mailbox and 
public folder stores within the storage group. 

For an individual node Set the permissions on an individual node and dis- 
allow auditing inheritance for child nodes. 

To set permissions for Exchange Server, follow these steps: 

1. Start System Manager, and then right-click the root or leaf level node you want 
to work with. 

2. From the pop-up menu, select Properties, and then click the Security tab in 
the Properties dialog box. as shown previously in Figure 6-1. 

3. Users or groups that already have access to the Exchange node are listed in 
the Name list box. You can change permissions for these users anci groups 
by selecting the user or group you want to change. and then using the Per- 
missions list box to grant or deny access pern~issions. 

Note. Inherited permissions are shown in gray. Override inherited per- 
mlsslons by selecting the opposite permission. 

4. To set access permissions for additional users. computers, or groups, click 
Add. This displays the Select Users. Computers, Or Groups dialog box, shown 
in Figure 6-2. 

Figure 6-2. Cke the Select  user^, Computers, Or Groups dialog box to select 
users, compzdters, or groz~ps that should he granted or denred access 
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5. Use tlie Select Users, Computers, Or Groups dialog box to select the users. 
computers, or groups for which you want to set access permissions. You can 
use the fields of this dialog box as follorn,~: - I ~ o k  I n  To access account names from other domains, click the 

Look In list box. You should now see a list that shows the current 
dom:+in, trusted drmains, and other resources that you can access. 
Select Entire Directory to view all the account names in the folder. 

Name The Name column shows the did~lable accounts of the cur 
rently selected domain or resource 

Add Add selected names to the selection list 

Check Names Validate the user and group names entered into the 
selection list. This is useful if you type names in manually and want 
to make sure they're available. 

6. In the Name list box, select the user, computen or group you want to con- 
figure, and then use the fields in the Permissions area to allow or deny per- 
missions. Repeat for other users, computers. or groups. 

7 .  Click OK when you're finished. 

Overriding and Restoring Object Inheritance 
To override or stop inheriting permissions from a parent object, follonl these steps: 

1 Start System Manager, and then right-click the root or leaf level node you want 
to work wlth. 

2. From the pop-up menu. select Properties. and then click the Security tab in 
the Properties dialog box. 

3. Select or clear Allow Inheritable Permissions From Parent To Propagate To 
This Object. 

Delegating Exchange Server Permissions 
At times, you may need to delegate control of Exchange Server without making 
a user a member of the Domain Admins or Enterprise Admins groups. For 
example. you may want a technical manager to be able to manage Exchange 
mailboxes, or you may want your boss to be able to view Exchange settings but 
not be able to modik settings. The tool you use to delegate control of Exchange 
Server is the Exchange Administration Delegation Wizard. 

Working With the Exchange Administration Delegation Wizard 
You use the Exchange Administration Delegation Wizard to delegate administra- 
tive permissions at the organization level or the administrative group level. The 
level of permissions you set is determined by where you start the wizard. If you 
start the wizard from the organization level, the groups or users that you specify 
will have administrative permissions throughout the organization. If you start the 
wizard from the administrative group level, the groups or users that you specifjr 
will have administrative permissions for that specific administrative group. 



116 / Part I1 Active Directory Services and Microsoft Exchange 2000 Server 

To simplify administration, you should always assign permissions to a group, 
rather than assigning pern~issions to individual users. In this way, you grant 
permissions to additional users simply by making them members of the appro- 
priate group, and you revoke permissions by removing the users from the group. 

The Exchange Administration Delegation Wizard lets you assign any of the fol- 
lowing administrative permissions to users and groups: 

Exchange Full Admhistrator Allows users or groups to fully administer 
Exchange system information and modify permissions. Grant this role to us- 
ers who need to configure and control access to Exchange Server. 

Exchange Administrator Allows users or groups to fully administer Ex- 
change system information but not LO control access or modify persmissions. 
Grant this role to users or groups who are responsible for the day-to-day 
administration of Exchange server. 

Exchange View Only Administrator Allows users or groups to view 
Exchange configuration information. Grant this role to users or groups that 
need to view Exchange configuration settings but are not authorized to make 
changes. 

Note The Exchange Adm~nistration Delegation Wizard controls access 
to Exchange 2000 Server. It doesn't give a user administrative access 
to the local machine. If Exchange administrators need to manage ser- 
vices or access the registry or file system on the server itself, you will 
need to make them local machine administrators for each Exchange 
Server they need to manage. 

When setting permissions at the organization level, users and groups you del- 
egate control to have the permissions shown in 'Table 6-3. 

Table 6-3. Delegating Permissions a t  the Organizatlon Level 

Permission Object Permissions Do Permlsslons 
Type Granted Apply to 

Subcontalners? 

Full Administrator Organization All except Send As and Yes 
Receive As permissions 

Full Administrator Exchange Full Control Yes 
Container 

Administrator Organization All except Send As and Yes 
Receive As permissions 

Administrator Exchange All except Change Yes 
Container permissions 

View Only Organization View Information Store Yes 
Administrator Status 
View Only Exchange Read, List Object, List Yes 
Administrator Container Contents 
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When setting permissions at the administrative group level. users and groups you 
delegate control to have the permissions shown in Table 6-4. 

Table 6-4. Delegating Permissions a t  the Administrative G r o w  Level 

Permission Object Permissions Do Permissions 
TY pe Granted Apply to 

Subcontainers? 

Fuii Adminisir aivi 

Full Administrator 

Full Administrator 

Full Administrator 

Full Administrator 

Administrator 

Administrator 

Administrator 

Administrator 

View Only 
Administrator 
View Only 
Administrator 

View Only 
Administrator 

Adm~nistiative 
group 
Exchange 
conralnel 
Connectors 

Offline Address 
Lists 

Administrative 
group 

Exchange 
container 
Offline Address 
Lists 
Organization 

Exchange 
containers 

Read. List O!,iect. 
List Contents 
Ail except Send As 
and Recehre As 

Read, List Object. 
List Contents 
All except Change 
permissions 
Write 

Read. Lisr Object, 
List Contents 
All permissions except 
Change. Send As, and 
Receive As 
Read. Lisr Object. 
List Contents 

Write 

Read, List Object. 
List Contents 
Read, List Object, List 
Contents, View 
Information Store Status 
Read, List Object, List 
Content 

Yes 

Yes 

N o  

Yes 

Yes 

Yes 

Yes 

No 

Yes 

No 

Yes 

Yes (Limited) 

Using the Exchange Administration Delegation Wizard 
You use the Exchange Administration Delegation Wizard to set permissions by 
completing the following steps: 

1. After starting System Manager, right-click the organization or  administrative 
group for which you want to delegate administrative permissions, and then click 
Delegate Control. This starts the Exchange Administration Delegation Wizard. 

2. Click Next. 

3. In Users Or Groups. click Add to grant a new user or group administrative 
permissions. The Delegate Control dialog box is displayed. 

4. Click Browse. Select the group or user to which you want to grant adminis- 
trative permissions, and then click OK. 
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5. In the Delegate Control dialog box, use the Role selection menu to choose 
the administrative role. The options are 

* Exchange Full Administrator 

Exchange Administrator 

* Exchange View Only Administrator 

6. Click OK. Repeat Steps 3-5 to delegate control to other users or groups 

7. Click Next, and then click Finish to complete the procedure. 

Auditing Exchange Server Usage 
Auditing lets you track what's happening with Exchange Server. You can use 
auditing to collect information related to information store usage. creation of 
public folders, and much more. Any time an action that you've configured for 
auditing occurs, this action is written to the system's security log, where it's stored 
for your review. You can access the security log from Event Viewer. 

Note To configure auditing, you'll need to be logged on using an ac- 
count that's a member of the Administrators group, or be granted the 
Manage Auditlng And Security Log r~ght in Group Policy. 

Setting Auditing Policies 
To ensure the security and integrity of Exchange Sewer, you should set auditing 
policies. Auditing policies specify the actions that should be recorded in the 
security log. As with permissions, the auditing policies you apply are inherited 
by child objects in Exchange Server. Knowing this, you can configure auditing 
at several levels: 

Globally To apply auditing policies for all of Exchange Server, set the 
policies at the Organization level. Through object inheritance, these policies 
are then applied globally. But be careful; too many global policies can cause 
excessive logging, which will slow the performance of Exchange Server. 

Per server To apply auditing policies on a per senler basis, set the poli- 
cies indil-idually on each server in the Exchange organization. Through in- 
heritance, these policies are then applied to all sub-nodes on the applicable 
server. Again, you should try to limit the types of actions that you audit. If 
you don't, you may reduce the quality of performance of Exchange Sewer. 

Per storage group To apply auditing policies to a particular storage group, 
set the policies at the storage group level. Through inheritance, these poli- 
ties are then applied to all mailbox and public folder stores within the stor- 
age group. 

Per object To apply auditing settings to a single node or object, set the 
policies on a specific node. Disallow auditing inheritance for child nodes as 
necessar).. 
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Enabling Exchange Server Auditing 
Before you can configure auditing for Exchange Sewer, you must enable the group 
policies for auditing. You can think of group policies as sets of rules that help 
you manage resources. You C ~ I I  apply group policies to dornai11.5, organizational 
units within domains, and individual systems. Policies that apply to individual 
systems are referred to as local g~-oz~ppoIicies and are stored only on the local 
system. Other group policies are linked as objects in Active Directory. 

You can enable Exchange auditing by completing the follnw~ng steps: 

1. Start Active Directow Users And Computers. In the console root, rigl~t-click 
the domain node. and then on the sllortcut menu, select Properties. 

Note The follow~ng steps explain how to enable auditing for an Active 
Directory domain. If you want a more detailed explanation of group poli- 
cies and how they work, read Chapter 4 of Microsoft Windows 2000 
Admin~strator's Pocket Consultant (Microsoft, 2000). 

2. In the Properties dialog box, click the Group Policy tab. Edit the default policy 
by selecting Default Domain Policy, and then clicking Edit. 

3. As shown in Figure 6-3, access the Auditing Policies node by working your 
way down through the console tree. Expand Computer Configuration. Win- 
dows Settings. Security Settings, and Local Policies. Then select Auditing 
Policies. 

& computer coniigiiailon 
r i Snilwa*e Sett~nor 

I ~ A u ~ I ~  account inanagemew Not delned 
.?&~udil d~!ec!o~y selvire accesr No! defined . - 

Aud~l boon ever~tr hot det~ned 
Audr obecl access Nnl del,ned 
Audd pol~cy change Nut drllned 
Aud~l o~.rilege use Nut oef~ned 
Audb 8tocess !rat king No, deined 

Audt system evenlr Not nefi-sd 

g s,cu,,t;upt~c~r~~- 
t g Event Log 
7 3 fiest,ictedGrai~pi 
* A c?,,em se!d,Les 
+ 3 Reg~st~y 1 .t ,3 Fle Suriem 
i I Pubrc Keu Pal~c#e* - .  
+ IP Secur~ty F a c e i  anAc!ve Dtiectory 

+ J Adn~n~sl>atve Templates 
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4. You should now see the following auditing options: 

* Audit Account Logon Events Tracks events related to user logon 
and logoff. 

Audit Account Management Tracks account management by 
means of Active Directory Users And Computers. Events are gener- 
ated any time user, computer, or group accounts are created, modi- 
fied, or deleted. 

* Audit Directory Service Access Tracks access to Active Directory. 
Events are generated any time users or computers access the direc- 
tory. - Audit Logon Events Tracks events related to user logon. user 
logoff, and remote connections to network systems. 

Audit Object Access Tracks system resource usage for mailboxes, 
information stores, and other types of objects. 

* Audit Policy Change Tracks changes to user rights, auditing, and 
trust relationships. 

* Audit Privilege Use Tracks the use of user rights and privileges, 
such as the right to create public folders. 

Audit Process Tracking Tracks system processes and the 
resources they use. 

* Audit System Events Tracks system startup, shutdown, and restart, 
as well as actions that affect system security or the securit); log. 

5. To configure an auditing policy, double-click its entry, or right-click the entry, 
and then select Security. This opens a Properties dialog box for the policy. 

6 .  Select Define These Policy Settings, and then select either the Success or 
Failure check box, or both. Success logs successful events, such as success- 
ful logon attempts. Failure logs failed events, such as failed logon attempts. 

7. Repeat Steps 5-6 to enable other auditing policies. The policy changes won't 
be applied until the next time you start the Exchange server. 

Starting to Log Auditable Events 
Once you've enabled auditing, you can start logging auditable events. To do this, 
complete the following steps: 

1.  In System Manager, right-click the node you want to work with, and then frorn 
the pop-up menu, select Properties. Click the Security tab, and then click 
Advanced. 

2. In the Access Control Settings dialog box, click the Auditing tab. To inherit 
auditing settings from a parent object, make sure that Allow Inheritable Per- 
missions From Parent To Propagate To This Object is selected. 
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3. I:se the Auditing Entries list box to select the users; groups. or computers 
whose actions you want to audit. To remove an account, select the account 
in the Name list box. and then click Rernove. 

4. To add specific objects, click Adcl, and then use the Select User, Computer. 
Or Group dialog box to select an object name to add. When you click OK, 
yo.t~'ll see the hd i t ing  Entry For dialog box (see Figure 6-41. 

Figure 6-4. Cke the Audltzng E n t ~  For dzalog box to set auditzng erztrzes jor 
users, computers, and  groups 

5. Use the Apply Onto selection list to specify where objects are audited 

6. Select either the Successful or Failed check box, or both, for each of the events 
you want to audit. Successful logs successful events, such as successful file 
reads. Failed logs failed events, such as failed file deletions. The events you 
can audit are the same as those listed in Tables 6-1 and 6-2. 

7 .  Click OK when you're finished. Repeat this process to audit other users, 
groups. or computers. 

Exchange Server Recipient Policies 
Auditing policies are only one type of policy that you can appIy directly to Ex- 
change Server. Another type of policy is a recipientpolicy. Recipient policies 
control e-mail address generation in the organization, and you also use them to 
establish new default e-mail addresses on a global basis. 
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Understanding Recipient Policies 
You can apply recipient policies to all mail-enabled objects. including users, 
groups, and contacts. The first recipient policy created in the organization is set 
as tlie default. 

The default policy establishes how default e-mail addresses are generated for 
cc:hlail. X.400. $IS Mail. SMTP. and whatever other gateways may be installed in 
your Exchange organization. The default policy applies to all mail-enabled ob- 
jects in the organization. By modifying the default policy, you can update the 
default e-mail addressing throughout the organization. Your updates can either 
01-erricle the existing e-mail addresses or be added as the primary addresses (with 
the current defaults set as s e c o n d a ~  addresses). 

You can create additional recipient policies as well. Through filters, you can apply 
these additional policies to specific types of objects and to objects nlatching 
specific filter parameters. Here are some examples: 

By filtering for specific objects, you could create different recipient policies 
for users, groups, and contacts. Here, you might have User. Group, and 
Contact policies. 

B>- filtering objects based on the department or division field, you could create 
recipient policies for each business unit in your organization. Here, you might 
have Marketing, Administration, and Business Development policies. 

By filtering objects based on the city and state, you could create recipient 
policiea for each office in your organization. Here. you might have Seattle, 
New Tiork, and San Francisco policies. 

In an organization nrlierr many recipient policies are in effect, only one policy 
is applied t o  a particular object. 'I'o determine which of the policies is applied to 
an o1,ject. Exchange Sewer checks the policy's priority. Exchange Server applies 
a recipient policy with a higher priority before a recipient policy with a lower 
priority. 

The default recipient policy is set to the lowest priority. This means that the default 
policy is applied only when no other policy is available for a particular object. 

When you create a new recipient policy, the policl- is applied based on the update 
interval of the Recipient Update Senrice running under the System Attendant. By 
default, the update intend is set to Always Run, which means that new policies 
are applied irnrnecliately. In a busy organization, however, continuous updating 
of e-mail addresses may degrade Exchange performance. That's why you can set 
the update interval to a different value. To determine or change the update 
interval, see the section of this chapter entitled "Scheduling Recipient Policy 
Updates." 

Creating Recipient Policies 
You use recipient policies to generate e-mail addresses for users, groups, con- 
tacts. and other mail-enabled objects in the organization. If your organization 
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doesn't have a default recipient policy, the first policy you create is set as the 
default. You can't change some parameters of default policies. For example, you 
can't set filters on the default policy. 

The default policy applies to all mail-enabled objects, and you can't cllange this 
behavior. Each additional policy that you create is fully customizable. You can 
set a name for the policy and add one or inore filters. 

You create a recipient policy by completing the following steps: 

1. In System Manager, expand the Recipients node, and then select Recipient 
Policies. In the right pane, you should see a list of current policies. 

2. Right-click Recipient Policies, point to New, and then click Recipient Policy. 

3. In the Name field, type a name for the recipient policy. r se  a descriptive name 
that makes it easy to determine how the policy is used and to which objects 
the policy applies. 

4. Display the Find Exchange Recipient dialog box by clicking .Modify. You can 
now select the recipient types that you want the new policy to apply to. Do 
this by selecting Show Only These Recipients, and then selecting the Users. 
Groups, and Contacts check boxes as appropriate. 

5. As shown in Figure 6-5, use the options on the Advanced tab to set filters 
for the policy. These filters are based on object type. For example, if you 
wanted to filter users by division, you would click Field. point to User, and 
then select Division. Next, you would select a condition. The available con- 
ditions are Starts With. Ends With, Is (Exactly), Is Not, Present. and Not Present. 
You would then create the filter by clicking Add. To specify additional filters, 
you would repeat this process. 

Figure 6-5. Lise the Ad~mnced Optzons tub to setfilters on indlz~iduul otqects 

6. Click O K  when you finish defining filters. The filter should now be displayed 
in the Filter Rules field of the General tab. If you made a mistake, you can 
edit the filter by clicking hlodify again. 
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7. Click OK to create the policy. The policy is applied according to the sched- 
ule for the applicable Recipient Update service. To determine or change the 
update interval. see the section of this chapter entitled "Scheduling Recipi- 
ent Policy Updates." 

8. As necessary, modify the default e-mail addresses assigned, as described in 
"Modifying Recipient Policies and Generating Near E-Mail Addresses." 

Modifying Recipient Policies and Generating 
New E-Mail Addresses 
Once you create recipient policies, they aren't etched in stone. You can change 
their properties at any time. The changes you make may cause Exchange Server 
to generate new e-mail addresses for recipients. 

To modify a recipient policy, complete the following steps: 

1. In System Manager, expand the Recipients node, and then select Recipient 
Policies. 

2. In the right pane. you should see a list of current policies. Double-click the 
policy you want to modify. 

3 If you want to rename the policy, type a new name for the policy in the Name 
field. . 

4. If you want to modify the way the policy is applied, click Modify, and then 
follomr Steps 4-6 in the section of this chapter entitled "Creating Recipient 
Policies." 

5. Click the E-Mail Addresses tab, as shown in Figure 6-6. You can now 
reconfigure the default e-mail address generation rules for the members of 
the recipient policy. Current rules are displayed in the Generation Rules field. 
You can now 

Create a new rule Click New. In the New E-Mail Address dialog 
box, select the type of e-mail address, and then click OK. Complete 
the Properties dialog box, and then click OK again. 

Change an existing rule Double-click the e-mail address entry, 
and then modify the settings in the Properties dialog box. Click OK. 

Delete a rule Select a rule, and then click Remove. Click Yes when 
prompted to confirm the deletion. 

Set a primary e-mail address When several e-mail addresses are 
defined for a particular gateway, you can specify a primary e-mail 
address. Simply select the address you want to be the primary one, 
and then click Set As Primary Address. 

6. If you want the new e-mail addresses defined in the policy to become the 
prinlary addresses, and the current primary addresses to become alternative 
addresses, clioose each new address in turn, and then select Set As Primary. 
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Figure 6-6. 1 'se the E-,Vlazl Addresses Polzcy tab to spec& houl e-mall addresses 
should be generated 

7. Click O K  to apply the changes. If you modified the recipient membership 
or changed e-mail address settings, you'll see a prompt asking if you want 
to update all the corresponding recipient e-mail addresses. Click Yes to al- 
low Exchange S e r e r  to generate new e-mail addresses based on  the policy 
you've set. 

Creating Exceptions to Recipient Policies 
The Recipient Cpdate Semice is responsible for applying recipient policies. When 
you create new policies, the Recipient Update service running under the System 
Attendant applies these policies. A policy is applied only once-unless you modify 
a policy and cause Exchange Sen-er to generate new e-mail addresses. 

If you want to create exceptions to recipient policies, wait until the Recipient 
Update senrice has applied the policies. Then complete the following steps: 

1. Start Active Directory Users And Computers, and then access the node that 
contains the recipients you want to work with. 

2. Double-click the recipient object you want to exclude from the recipient 
policy. and then in the Properties dialog box, click the E-Mail Address tab. 
Now modify the e-mail address settings for the object that you selected: 

Add a new e-mail address Click the Kew button. In the New 
E-Mail Address dialog box, select the type of e-mail address, and 
then click O K .  Complete the Properties dialog box; and then click 
O K  again. 
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Change an existing e-mail address Double-click the address 
entry. and then modify the settings in the Properties dialog box. 
Click OK 

Delete an e-mail address Select the address you want to delete, 
and then click Remove Click Yes when prompted to confirm the 
deletion. 

3 Click OK when you're finished. and then repeat this procedure for other re- 
cipients for whom you want to create policy exceptions. 

Setting the Priority of Recipient Policies 
As stated previously, only one recipient policy is applied to a recipient. This policy 
is the highest priority policy with filter conditions that match the properties of 
the recipient. 

Priorities are assigned to recipient policies according to their position in the 
Recipient Policies list. In System Manager, you can view the current position and 
priority of a policy by expanding the Recipients node. and then selecting Recipient 
Policies. 

The default recipient policy has the lowest priority. and you can't change this 
priority. You can, however, change the priority of other policies. You do this by 
right-clicking the policy in the Recipient Policies node, pointing to All Tasks, and 
then selecting hlove Up or Move Domrn as appropriate. Changing the priority of 
policies may cause the Recipient Update Service tu generate new e-mail addresses. 

Scheduling Recipient Policy Updates 
?'he Recipient LTpdate Service is responsible for making updates to e-mail ad- 
dresses. and it  does this based on recipient policy changes. These updates are 
macle at a specific intend that is defined for the service. You can view the up- 
chte intern1 ant1 modify it as necessary by completing the following steps: 

1. Start System Manager, and then in the left pane (the Console Tree), click 
the plus sign (+) next to the Recipients node. Then select Recipient Update 
Services. 

2. You should now see the available recipient update services in the right pane. 
You'll have an enterprise configuration sen~ice and one or more additional 
services for additional domains in the domain forest. 

3. Right-click the service you want to work with, select Properties, and then use 
the Properties dialog box to view the senrice's configuration settings. 

4.  Use the Update Intend selection menu to choose a new update interval. The 
available options are 

Always Kun 

Ilun t:ver) Hour 

Run F5erv 2 Hours 
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* Run Every 4 Hours 

Never Run 

* Use Custom Schedule 

Tip If you want to set a custom schedule, choose Use Custom Sched- 
ule, and then cl~ck Customize. You can now set times when the service 
should make updates using the Schedule dialog box shown in Figure 
6-7. In this dialog box, you can set the detall of the view to be hourly or 
every 1 5  minutes. Each hour or 15-minute interval of the day or night is 
a field that you can turn on and off. Intervals where updates should occur 
are filled in with a dark bar-you can think of these intervals as being 
turned on. Intervals where updates shouldn't occur are blank-you can 
th~nk of these intervals as being turned off. To change the setting for an 
interval, click it to toggle its mode (either on or off). 

5 .  Click O K  to apply the changes. 

Figure 6-7. In a busy Exchange organzzatzon, you may want to set a speczfic 
schedule for updates If so, use tl2e Schedznle dialog box to define the update 
schedz~le 

Forcing Recipient Policy Updates 
Normally, the Recipient Update Service updates e-mail addresses at a specific 
interval. If necessary, you can manually start an update by completing the fol- 
lowing steps: 

1. Start System Manager and then, in the left pane (the Console Tree), click the 
plus sign (+) next to the Recipients node, and then select Recipient Update 
Services. 
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2. You should now see the available recipient update services in the right pane. 
You'll have an enterprise configuration service and one or more additional 
services for additional domains in the domain forest. 

3. Right-click the service you want to work with, and then select Update Now. 

Rebuilding the Default E-Mail Addresses 
In some rare circumstances, the changes you've made to recipient policies may 
not be applied properly. If you think there's a problem, you may want to rebuild 
the default e-mail addresses for recipients. To do that, follow these steps: 

1. Start System Manager and then, in the left pane (the Console Tree), click the 
plus sign (+) next to the Recipients node and then select Recipient Update 
Services. 

2. You should now see the available recipient update services in the right pane. 
You will have an enterprise configuration service and one or more additional 
services for additional domains in the domain forest. 

3 Right-click the service you want to work with, and then select Rebuild. When 
prompted to confirm the action, click Yes. 

Caution The process of rebu~ldlng e-mail addresses can take several 
hours. If you cancel the process before it's completed by either stopping 
the service or reboot~ng the Exchange server, you'll need to rebuild the 
addresses again. 

Deleting Recipient Policies 
You can delete any recipient policies that you create by right-clicking the policy, 
selecting Delete, and then confirming the action when prompted. The Address 
List senrice will update the e-mail addresses for the affected recipients as neces- 
sar)-. If for some reason these updates don't occur. you can manually start an 
update as described in the section of this chapter entitled "Forcing Recipient Policy 
Upciates." 

[' Note You can't delete the default recipient policy. This policy i s  
mandatory. 

Exchange Server System Policies 
Exchange Server supports three types of system policies: server. mailbox store, 
and public folder store. These policies control settings for Exchange servers and 
information stores. 
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Using System Policies 
You configure system policies through a set of property pages. With mailbox store 
policies, you can use the General, Database, and Limits property pages to con- 
figure a policy. 'JC'ith public store policies, you can use the General, Database, 
Replication, and Limits property pages to configure a policy. With server poli- 
cies. you can use only h e  General property page to configure a policy. 

The properties pages are used as follows: 

General Sets general-purpose options for the policy 

Database Sets storage group membership, Exchange database names, and 
maintenance schedules 

Replication Sets the replication inten-a1 and message size limits 

Limits Sets the deleted item retention internal and storage limits 

When you create a policy, you don't have to use all of the available property 
pages. Instead, you select only the property pages you want to use. Later. if you 
want to add or remove property pages, you can do so by changing the property 
page availability. The property pages are displayed in the Properties dialog box 
for the policy as tabs. 

You don't manage system policies in the same way that you manage recipient 
policies. Instead of creating a policy and relying on a service to implement it. you 
must take charge of each step of the creation and implementation process. For 
most system policies, the creation and implementation process works like this. 

1. You create a server, mailbox store, or public store policy. 

2. You specify the servers or stores to which the policy should apply by add- 
ing items to the policy. 

3.  You enforce the policy by applying it. 

You can create multiple policies of a particular type, and you can apply all of 
these policies to the same objects. For example, you could create separate mail- 
box store policies to apply database, replication, and messaging controls. You 
could then apply these policies to the same mailbox store. 

If two policies conflict, you'll be notified of the conflict when you create the policy, 
and you'll have the opportunity to remove the item from the conflicting policy. 
If you don't rectify the conflict, you won't be able to add the item to the policy. 
To see how this would work, consider the following scenario: 

You create a policy that sets a storage limit on all mailbox stores in the Exchange 
organization, and then create a new policy that removes the storage limit on the 
Technology mailbox store. You're notified that a conflict exists and you're given 
the opportunity to remove the Technology mailbox store from the first policy. 
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As you work with these policies, you'll note that you could use other techniques 
to set some of the options. For example, you can set deleted item retention 

Through the properties of individual mailboxes 

Through the Mailbox Store Properties dialog box 

Through mailbox store policies 

The differences anlong these techniques are ones of scope and manageability. 
Wit11 mailbox properties, you're setting per mailbox limits that affect a single 
mailbox. With mailbox store properties, you're setting limits on individual mail- 
box stores. which can affect multiple mailboxes. With mailbox store policies, 
you're setting limits on one or more mailbox stores and all of the related mail- 
boxes. 

Policy settings also take precedence, and in some cases they disallow configur- 
ing options at other levels. For example, if you set a deleted item retention pe- 
riod in a n~ailbox store policy, you can't edit the deleted item retention period 
in an affected n~ailbox store. You can override the policy settings only on indi- 
x~idual mailboxes. 

Creating Server Policies 
Server policies set message tracking and logging rules for Exchange servers in 
an organization. Message tracking allows you to track messages sent within the 
organization, messages received from external mail sewers, and messages com- 
ing from or going to foreign mail systems. With message tracking enabled, you 
can track system messages, e-mail messages, and public folder postings. 

There are many reasons for using message tracking. You can use message track- 
ing to 

Track a message's path from originator to recipient 

Search for messages sent by specific users 

Search for messages received by specific users 

Confirm receipt of messages 

Monitor the organization for inappropriate types of messages 

To create a server policy, complete the following steps: 

1. Start System Manager. Under the Administrative Group node, click the plus 
sign (+) next to the administrative group you want to edit. Right-click the 
System I'olicies node, and point to New. Then click Server Policy. If no Sys- 
tem Policies node is listed, right-click the administrative group where you want 
to create the policy, point to New, and then select System Policy Container. 
The available options are General. Database, Limits, and Full-Text Indexing. 

2. In the Policy Manager dialog box, select the General check box, and then click 
OK.  You'll see a Properties dialog box. 

3. Type a descriptive name for the policy. 
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4. As shown in Figure 6-8, you configure the server policy options using the 
General (Policy) tab. Policies you can set include 

Enable Subject Logging And Display Logs all subject f~elcis for 
nlessages procesiect 11) the her\ er 

Enable Message Tracking Tracks all messages processed bv Ex- 
change Sen el 

Remove Log Files Removes all log files older than the value set 
in Remove Files Tbat Are Older Than (Davs) fteld The va l~d  range 
1s from 1 to 99 days 

Figure 6-8. Configure sen'erpol~c.)~ options using the Getzeral (Policy) tab. 

5. Click OK to create the policy. Keep in mind that you can't modify settings 
that are inherited from sen7er policies, and they appear disabled in the Sen-er 
Properties dialog box. 

6. Add items tu the policy, and tilen apply the policy, as discussed in the sec- 
tions of this chapter entitled "Adding Items to a System Policy" and "Apply- 
ing a System Policy." 

Creating Mailbox Store Policies 
Mailbox store policies set storage limits, deleted item retention inten-als, and 
maintenance rules for mailbox stores in the Exchange organization. You can't 
modify settings that are inherited from mailbox store policies, and they appear 
disabled in the Mailbox Store Properties dialog box. 
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You create a mailbox store policy by completing the follom~ing steps: 

1. Start System Manager. Under the Administrative Group node, click the plus 
sign (+) next to the administrative group you want to edit. Right-click the 
System Policies node, point to New, and then click Mailbox Store Policy. If 
no System Policies node is listed. right-click the administrative group where 
you want to create the policy, point to New, and then select System Policy 
Container. 

2. In the Policy Manager dialog box, select the property pages you want to use 
in the policy. The available options are General, Database, Limits, and Full- 
Text Indexing. 

3. When you click OK. you'll see a Properties dialog box. 

4. Type a descriptive name for the policy. 

5. As shown in Figure 6-9, you use the General (Policy) tab to set default mes- 
saging options. The only mandatory setting is the default public store. All other 
settings are optional. The available options are 

Default Public Store Shows the default public store for the mail- 
box store. To set this value. click the corresponding Browse button, 
select a public store to use, and then click OK. 

Offline Address List Shomrs the default offline address list for the 
mailbox store. To set this value, click the corresponding Browse 
button, select an offline address list to use, and then click OK.  

Figure 6-9. For mazlhox storepolzcres, set general nzessagzng optzons tiszng the 
General (Polzc):, tab 
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* Archive All Messages Sent Or Received By Mailboxes On This 
Store Select this option if you wish to enable archiving for mes- 
sages sent or received on this store. 

* Clients Support S/MIME Signatures Select this check box if mail 
clients use Secure:Multipurpose Internet Mail Extensions. 

* Display Plain Text Messages In A Fixed-Sized Font Select this 
option to convert the text of incoming Internet messages to a fixed- 
width font. such as Courier. 

6. In the Database (Policy) tab, use Run Maintenance During This Time to 
select a maintenance schedule for the affected mailbox stores. The available 
options are 

* Run Daily From 11:00 P.hl. To 3:00 A.M. 
* Run Daily From hlidnight To 4:00 A.M. 

Run Daily From 1:00 A.M. To 500 A.M. 

Run Daily From 2:00 A.hl. To 6:00 A.M. 

* Use Custom Schedule 

Note If you want to set a custom schedule, choose Use Custom Sched- 
ule, and then click Customize. You can now set times when maintenance 
should occur. 

7. As shown in Figure 6-10, you use the Limits (Policy) rab to set deleted item 
retention and storage limits. These settings are then enforced through the 
policy. The available options are 

* Issue Warning At (KB) Sets the size, in kilobytes. that a mailbox 
can reach before a warning is issued to the user. The warning tells 
the user to clean out the mailbox. 

* Prohibit Send At (KB) Sets the size, in kilobytes, that a mailbox 
can reach before the user is prohibited from sending any new mail. 
The restriction ends when the user clears out the mailbox and the 
total mailbox size is under the limit. 

= Prohibit Send And Receive At (KB) Sets the size, in kilobytes, that 
a mailbox can reach before the user is prohibited from sending and 
receiving mail. The restriction ends when the user clears out the 
mailbox and the total mailbox size is under the limit. Use this op- 
tion sparingly because users over this quota won't be able to receive 
new mail; messages intended for them will be returned to sender. - Warning Message Interval Determines the time interval when 
warning messages are set. Select a specific time (Daily At Midnight, 
Daily At 1:00 A.M.. or Daily At 2:00 A.M.) or use a custom schedule. 
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Figure 6-10. Set deleted item retelztion and storage limits using the Limits 
(Polic?;i tab. 

* Keep Deleted Items For (Days) Enter the number of days to 
retain deleted items. If you set the retention period to 0,  messages 
aren't retained and can't be recovered 
Do Not Permanently Delete Mailboxes And Items Until The 
Store Has Been Backed Up Check this option to ensure that 
deleted items are arch~ved into at least one backup set. 

r Note You should set deleted mailbox retention through the properties 
of ~nd~vidual mallbox stores. This feature is ~nvaluable to Exchange ad- 
mlnistrators because it enables users to recover deleted Items wlthout 
having to restore the Exchange database from tape. Because the restore 
and extraction process of Exchange data can be arduous, this is a set- 
ting that you should enable across the enterprise, based on your service- 
level agreement with the user community. In most cases, users will 
quickly realize it if they hit the Delete button too soon on a piece of 
e-mail. Therefore, it's common to set this interval to two weeks. 

8. Click O K  to create the policy. 

9.  Add items to the policy, and then apply the policy, as discussed in the sec- 
tions of this chapter entitled "Adding Items to a System Policy" and ,'Apply- 
ing a System I'olicy." 



Chapter 6 Implementing Directory Security and Exchange Policies 1 135 

Creating Public Store Policies 
Public store policies set rules for storage limits. deleted item retention, replica- 
tion, and maintenance of public stores in an Exchange organization. You can't 
rnocfify settings that are inllerited from public store policies. and they appear 
disabled in the Public Store Properties dialog box. 

YOLI can create a public store poiic). by cornpiering the following steps: 

1 .  Start System hlanager. IJnder the Administrative Group node. click the plus 
sign (+) next to the administratix-e group you lvant to edit. Right-click the 
System I'olicies node. point to Ne\v, and then click Public Store Policy. If 
no System Policies node is listed, right-click the administrative group where 
you want to create the policy, point to New, and then select System Policy 
Container. 

2.  In the Policy Manager dialog box, select the property pages you want to use 
in the policy. The available options are General, Database. Replication. Lini- 
its, and Full-Test Indexing. 

3. When you click OK,  you'll see a Properties dialog box. 

4. Type a descriptive name for the policy. 

5, You use the General (Policy) tab to set default messaging options. l'he avail- 
able options are 

* Clients Support S/MIME Signatures Select this check box if mail 
clients use Secure 'blultipurpose Internet Mail Extensions. 

Display Plain Text Messages In A Fixed-Sized Font Select this 
option to convert the text of incoming Internet messages to a fixed- 
width font, such as Courier. 

6. In the Database (Policy) tab, use Run Maintenance During This Time to 
select a maintenance schedule for the affected public stores. The available 
options are 

Run Ddil) From 11 00 P hl To 3 00 A M 

Run Dai l~  From Midn~ght To 4 00 A hI 

Run Daily From 1 00 A hl To 5 00 A M 

Run Dail~ From 2 00 A >I To 6 00 A hl 

Cse Custom Schedule 

Note If you want to set a custom schedule, choose Use Custom Sched- 
ule, and then click Customize. You can now set times when maintenance 
should occur. 
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7. As shown in Figure 6-11, you use the Limits (Policy) tab to set deleted item 
retention, storage limits, and folder aging. These settings are then enforced 
through the policy. The available options are - Issue Warning At (KB) Sets the size, in kilobytes, of the data that 

a user can store in the public store before a warning is issued to the 
user. The warning tells the user to clean out the public store. - Prohibit Post At (KB) Sets the size, in kilobytes, of how large a 
folder can grow before no more posts can be added. 

* Maximum Item Size (KB) Sets the size, in kilobytes, of the larg- 
est-sized message that can be posted to the folder. 

- Warning Message Interval Determines when over-limit messages 
are set. Select a specific time (Daily At Midnight, Daily At 1:00 AM, 
or Daily At 2:00 or use a custom schedule. - Keep Deleted Items For (Days) Enter the number of days to re- 
tain deleted items. If you set the retention period to 0, messages and 
files aren't retained and can't be recovered. - Do Not Permanently Delete Items Until The Store Has Been 
Backed Up Check this option to ensure that deleted items are 
archived into at least one backup set. 

* Age Limit For All Folders In This Store (Days) Sets the number 
of days items can remain in the public store. Items over the age limit 
are deleted. 

Figure 6-11. Wth publtc. stores, you can manage 
its, andjolder agztzg by usz~zgpol~czes 

deleted items, storage 
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8. As Figure 6-12 shows, you use the Replication (Policy) tab to set replication 
intervals and limits for public stores. The available options are 

- Replication Interval Determines when changes to public folders 
are replicated Select a spec~fic tlme (Always Run, Run Every Hour, 
Run Every 2 Hours, Run Evety 4 Hours. or Never Run) or use a cus- 
tom schedule - Replication Interval For Always (Minutes) Sets the interval. in 
minutes. used when you select Alarays Run as the replication option. 

Replication Message Size Limit (KB) Sets the size limit, in kilo- 
bytes, for messages that are replicated. Messages over the size limit 
aren't replicated. 

Figure 6-12. Set replication optiotu z~si~zg the Replication (PolicJ,) tab. 

9. Click OK to create the policy. 

10. Add items to the policy. and then apply the policy, as discussed in the sec- 
tions of this chapter titled. "Adding Items to a System Policy" and "Applying 
a System Policy." 

Implementing System Policies 
Once you create system policies. you'll need to add items and apply the policy 
to the Exchange organization. The following sections explain the procedures. 



138 1 Part II Active Directory Services and Microsoft Exchange 2000 Server 

Adding ltems to a System Pollcy 
You can add items to a system policy by completing these steps: 

1. In System Manager, access the System Policies node under the organization 
or adnlinistrative group node. 

2. Right-click the policy you want to work with, and then choose Add Server, 
Add Public Store, or Add Mailbox Store as appropriate. This displays the Se- 
lect Item To Place Under The Control Of This Policy dialog box. 

3. Select an item in the Name list box, and then click Add. Repeat this step for 
each item you want to place under the control of the selected policy. 

4. Click OK. You'll see a prompt asking you to confirm that you want to add 
the item(s1 to the policy. Click Yes. 

5. If one or more of the items are under the control of another policy, you'll 
see individual prompts asking if you want to remove the object from the 
control of the other policy. Answer Yes to each prompt. 

Removing ltems from a System Pollcy 
To remove items from a system policy, follow these steps: 

1. In Systern Manager, access the System Policies node under the organization 
or administrative group node, and then double-click the policy you want to 
work with. 

2. In the right pane, you should see a list of items under the control of the policy. 
Right-click an item you want to remove, point to All Tasks, and then choose 
Remove From Policy. 

Applying a System Policy 
You normally apply system policies during the maintenance cycle for a server 
or information store. But you can apply pohcies immediately by completing the 
following steps. 

1 In System Manager, access the System Policies node under the spec~fic 
administrative group node where you want to apply this policy. 

2 Right-click the policy you want to apply, and then choose Apply Now 

Modifying System Policies 
'X7hen you m ~ k e  changes to system policies, you normally want these changes 
t o  be applied immediately. With this in mind, you should modiQ system poli- 
cies by completing the following steps: 

1. In System Manager, access the System Policies node under the specific 
administrative group node where you want to edit this policy. 

2.  Right-click the policy j7ou want to work with, and then choose Properties. 
Use the Properties dialog box to make changes to the policy. When you're 
finished, click O K  to close the dialog box. 

3. Right-click the policy, and then choose Apply Now to implement the changes. 
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Deleting System Policies 
You can delete system policies by completing the following steps: 

1. In System Manager, access the System Policies node under the specific 
administrative group node where you want to remove this policy. 

2 ,  Right-click the policy you want to work with, and then clloose Delete. Con- 
firm the deletion by clicking Yes. 

Instead of deleting a system policy, yo]! may want to disable it You do this by 
removing all the items that are under its control. Then, if you ever need to reap- 
ply the policy, you can simply add items instead of having to re-create the 
entire policy. 
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Part Ill covers Microsoft Exchange 2000 Server data store administration. 

In Chapter 7 you'll learn how to manage Exchange data and storage 

groups. Chapter 8 examines the administration of mailbox and public 

folder stores. Chapter 9 looks at how you can use public folders. Finally, 

Chapter 10 explains how to back up and restore Exchange Server. You'll 

learn techniques that can help you reliably back up and, more importantly, 

recover Exchange Server in case of failure. 





Chapter 7 

Managing Microsoft 
Exchange 2000 Server Data 
and Storage Groups 

As a hlicrosoft Exchange 2000 Server administrator, one of your most important 
tasks is managing the information store. Each Exchange server deployed in an 
organization has an information store. The information store can contain storage 
groups, data stores, and databases. This chapter focuses on management of stor- 
age groups and databases. You'll learn 

Hoar to enable, create, and use storage groups 
How to manage databases and their related transaction logs 

Why you may want to enable full-text indexing of Exchange databases 

How to manage indexing once it's enabled 

To learn how to manage data stores, see Chapter 8, "Mailbox and Public Folder 
Store Administration.'' 

Controlling the Information Store 
Storage groups allow you to group databases logically, giving you the option of 
managing an entire storage group (with all its databases) or managing databases 
individually. When Exchange Server is installed, the information store has a single 
storage group called First Storage Group. You can create additional storage groups 
as needed. 

Using Storage Groups and Databases 
On the surface. storage groups and databases seem to be the most fundamental 
Exchange Server components. Yet, as you dig deeper, the reasons for creating 
additional storage groups and databases become clear. You use storage groups 
as containers for mailbox and public folder stores. You create mailbox and pub- 
lic folder stores within storage groups, and each storage group can hold up  to 
six of these data stores. 
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An Exchange database is associated with each data store, which is why the 
maximum number of databases that you can associate with a storage group is 
six. You use Exchange databases to ease the administration burden that comes 
with managing large installations. For example, instead of having a single 100-GB 
database for the entire organization, you can create five 20-GB databases that you 
can manage more easily. 

When you install a new Exchange server in an organization, two data stores are 
created automatically: a default mailbox store and a default public folder store. 
TWO database files are associated with the default mailbox store: 

PRIV1.EDB A rich-text database file containing message headers. message 
text, and standard attachments 

PRIV1.STM A streaming Internet content file containing audio, video. and 
other media that are formatted as streams of Multipurpose Internet Mail Ex- 
tension Extensions (MIME) data 

The default public folder store has two key files associated with it as well. These 
files are 

PUB1.EDB A rich-text database file containing message headers, message 
text, and standard attachments 

PUB1.STM A streaming Internet content file containing audio, video, and 
other media that are formatted as streams of MIME data 

All Exchange databases have .edb and .stm files associated with them. When you 
create a mailbox or public folder store, you can specify the names for these files. 
By default, the EDR and STM file names are the same as the name of the data 
store. For example, if you create a mailbox store called Administration and don't 
change the default EDB and STM file names, these files are called 
AL)MINISTRATION.EDB and ADMINISTRATION.STM, respectively. 

Storage groups have files associated with them as well. These files can be placed 
into tm.0 categories: transaction log files and system files. Transaction log files 
include 

EDB##.LOG The primary transaction log file for the storage group, where 
.;# represents the storage group prefix. The first storage group has the prefix 
EOO, meaning its primary log file is named EOO.LOG; the second has the pre- 
fix E01, meaning its primary log is named EO1.LOG; and so on. 

EDB#######.LOG Secondary transaction log files for the storage group, 
where # represents a digit. The first and second digits in the transaction log 
file name are the prefix for the related storage group. The remaining digits 
are numbered sequentially. This means the first log file for the first storage 
group is named E0000001.LOG. 

RES1.LOG A reserved log file for the storage group. The reserve logs are 5 
MB each, and act as a buffer to allow Exchange Server to continue writing 
transactions when the disk drive is out of space. These files are important since 
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they b u ~  \ou time to Iree up dish space without ~nterruptlng service, and 
\hould never be deleted 

RES2.LOG il resenled log flle for the storage group 

System files include 

EDB##.CHK ,l check fi!e conralnipg reco~~ered f:le fragment where #* rep- 
resents the storage group prefix 

TMP.EDB A temporary worksp.dce for processing Cra~isactioiis 

Note In this section, I've listed the standard Exchange files. Depend- 
ing on the state of Exchange Server, you may see other flles as well. For 
example, sequentially numbered files w~th the .stf flle extension are used 
when wrlting message attachments Into the database. You'll see flies 
wlth the name l.STF, 2.STF, and so on. When Exchange Server is creat- 
ing a new log file, you'll see a f i le called EDBTMPLOG. Thls f i le 
is the template from which Exchange Server creates log files. 

The many files associated with storage groups and databases provide granular 
control over Exchange Server, and if you configure the data files properly, they 
can help you scale your Exchange organization efficiently while ensuring opti- 
mal performance. To see how, consider the scenarios listed in Table 7-1 that 
outline some ways that small, medium, and large organizations could configure 
Exchange Server based on performance needs. 

Note The scenarios outlined In Table 7-1 don't take into account the " 
use of virtual servers. Virtual servers also provide a way to balance Ex- 
change Server loads and improve performance. For more informat~on on 
virtual servers and how you can use them to grow an organization, see 
Part IV, "Microsoft Exchange 2000 Server and Group Adm~nistration." 

Table 7-1. Configuring Exchange Data Files for Small, Medium, 
and Large Organizations 

Organization Performance Storage Recornmendatlon 
Size Needs Groups 

Small Lorn 1 Place all data files on the same 
drive. Consider using Redundant 
Array of Independent Disks (RAID) 
1 or RAID 5 to protect the data. 

High 1 Place all databases on a single 
drive. Place all transaction logs 
and system files on a different 
drive. Consider using RAID 5 for 
databases and RAID 1 for transac- 
tion logs. 
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Table 7-1. (cor~tinuedi 
Organization Performance Storage Recommendation 
Size Needs Groups 

Medium Low 1 Place all databases on a single 
drive, using RAID 5 to protect the 
drive in case of failure. Place all 
transaction logs and system files 
on a different drive, using RAID 1 
to protect the drive in case of 
failure. 

Large 

High 

Low 

1; Multiple Place all databases on a single 
drive, using RAID 5 to protect the 
drive in case of failure. Place all 
transaction logs on a different 
drive, using RAID 1 to protect the 
drive in case of failure. Place all 
system files on a third drive. 

Multiple Organize data according to storage 
groups, placing all the data for 
each storage group on separate 
drives. Use RAID 1 or RAID 5 to 
protect the drives. 

Moderate Multiple Each storage group should have its 
own database drive. Use RAID 5 to 
protect the database drives in case 
of failure. Place transaction logs 
and system files for each storage 
group on different drives, using 
RAID 1 to protect the drives in 
case of failure. 

High Multiple Each database should have its own 
drive. Use RAID 5 to protect the 
drive in case of failure. Place 
the transaction logs for each stor- 
age group on separate drives, 
using RAID 1 to protect the drive 
in case of failure. Place system 
files for each storage group on 
separate drives. 

You can use storage groups to manage Exchange 2000 Server backup and recov- 
ery more effectively as well. When you perform backup operations on Exchange 
Server, you can back up each storage group separately. Then if you have a prob- 
lem with Exchange Server, you can restore a specific storage group to resolve 
the problem instead of having to restore all the Exchange data. Log files are also 
useful in recovery. Each transaction in a log file is marked with a database 
instance ID, which enables you to recover individual databases within a single 
storage group as well. 
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Creating Storage Groups 
Each Exchange server can have up to 16 storage groups, and each storage group 
can have up to 6 databases. This means the lnaximum number of databases that 
a single server can have is 96. Of the 16 storage groups available, one storage 
group is always resewed for recover)- operations. 

You can create a storage group by completing the following steps: 

1. In System Manager, access <he Servers node within the administrative or 
routing group you want to manage. Typically, you would expand Adminis- 
trative Groups, then First Administrative Group, and then the Servers node. 

2. In the left pane (the Console Tree), right-click the Exchange server you want 
to manage, and then from the shortcut menu, select New, Storage Group. You 
should now see the Properties dialog box shown in Figure 7-1 

Figure 7-1. C'se the Propefizes dialog box to name the storage group and de- 
termine ulhere its files are stored 

3. In the Name field. type a descriptive name for the storage group. If you want 
to follow the default naming convention, name each storage group in 
sequence, as in First Storage Group. Second Storage Group, Third Storage 
Group, and so on. 

4. Click the Browse button to the right of the Transaction Log Location field. 
and then select a location for the transaction logs. You can't store files for 
additional storage groups in the same directory where you have an existing 
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storage group. The folder location must also already exist. If the folder loca- 
tion doesn't exist, you'll need to create it in Microsoft Windows Explorer or 
create it by clicking the New Folder button in the Transaction Log Browse 
windoar. 

9, Tip Each storage group has its own set of transaction logs. These logs ' are used to perform transactional processing within Exchange Server. To 
improve performance, you should place each transaction log set on a 
physically separate drive, and the number of transaction log drives 
should equal the number of storage groups you're using. For example, 
if a server uses two storage groups, the server should have two trans- 
action log drlves. To protect transaction log drives against fallure, you 
should mirror them as well. 

5 Click the Browse button to the right of the System Path Location field, and 
then select a location for the system files that the storage group will use. The 
folder location must already exist. If the folder location doesn't exist, you'll 
need to create it in Windows Explorer or create it by clicking the New Folder 
button In the Browse window. If you don't place the system files on a sepa- 
rate drive, you should place them on the same drive as the transaction logs. 

6. Click OK to create the storage group. You can now add mailbox and public 
folder stores to the storage group. 

Changing Transaction Log Location and System Path 
As discussed earlier, the transaction log location and system path have an impor- 
tant role in managing Exchange server performance. The transaction log loca- 
tion determines where primary, secondary, and reserved log files are stored. The 
system path determines where check files are stored and where temporary trans- 
actions are processed. 

YOL~ can change the transaction log location and system path for an existing stor- 
age group by completing the following steps: 

1. In System Manager, click the plus sign (+) next to the Exchange server you 
want to manage. Typically, you would expand Administrative Groups, then 
First Administrative Group, and then the Servers node. 

2. You should see a list o f  storage groups that are available on the server. Right- 
click the storage group you want to change, and then from the shortcut menu, 
select Properties. You should now see the Properties dialog box shown in 
Figure 7-2. 

3. Click the Rrowse button to the right of the Transaction Log Location field, 
and then select a new location for the storage group's transaction logs. The 
folder location must already exist. If the folder location doesn't exist, you'll 
need to create it in Windows Explorer, or by clicking New Folder in the 
13rowse window. 
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Figure 7-2. Use the Propertres dialog box to trzod11y the storage g roups  
propertles 

4 .  Click the Browse button to the right of the System Path Location field, and 
then select a new location for the storage group's system files. The folder 
location must already exist. If the folder location doesn't exist. you'll need 
to create it in Windows Explorer, or by clicking New Folder in the Browse 
window. If you don't place the system files on a separate drive, you should 
place them on the same drix~e as the transaction logs. 

5. Click OK. 

Zeroing Out Deleted Database Pages 
Databases read and write information in pages. Each time Exchange Server needs 
to increase the size of a database. Exchange Server does so by creating new data 
pages and then filling those pages with information. Zeroing out deleted data- 
base pages (rather than removing them) allows Exchange Server to reuse previ- 
ously created data pages. By zeroing out deleted pages. you can get a slight 
performance enhancement in an environment where old data is frequently be- 
ing deleted and new data is frequently being stored in the database. 

You control the zeroing out of database pages at the storage group level. Each 
storage group can have a different policy for zeroing out deleted database pages. 
To enable or disable zeroing out of database pages, complete the following steps: 

I.  In System Manager, click the plus sign (+) next to the Exchange server you 
want to manage. Typically, you would expand Administrative Groups, then 
First Administrative Group, and then the Servers node. 
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2. Right-click the storage group you want to change, and then from the short- 
cut menu, select Properties. 

3. Select or clear Zero Out Deleted Database Pages as appropriate, and then click 
OK. 

Enabling and Disabling Circular Logging 
Circular logging allows Exchange Server to overwrite transaction log files after 
the data they contain has been committed to the database. Overwriting old trans- 
actions reduces the disk space requirements of Exchange Server, yet makes it 
impossible to recover Exchange Server up to the last transaction. If circular log- 
ging is enabled, you can recover Exchange Server only up to the last full backup. 

You control circular logging at the storage group level, which allows each stor- 
age group to have a different policy for logging. To enable or disable circular 
logging, complete the following steps: 

1. In System Manager, click the plus sign (+) next to the Exchange server you 
want to manage. Typically, you would expand Administrative Groups, then 
First Administrative Group, and then the Servers node. 

2. Right-click the storage group you want to change, and then from the short- 
cut menu, select Properties. 

3. Select or clear Enable Circular Logging as appropriate, and then click OK. 

Renaming Storage Groups 
Renaming storage groups is simple. You right-click the storage group, select 
Rename from the shortcut menu, and then enter a new name for the storage 
group. What you don't see are the repercussions of renaming, and this is what 
you need to be aware of. 

All objects in Active Directory directory service are located by a unique identi- . 
fier. This identifier uses the directory name space and works through each ele- 
ment in the directory hierarchy to a particular object. When you change the name 
of a storage group, you change the name space for all the objects in that storage 
group, which includes databases, data stores, mailboxes, and more. Thus, the 
simple act of renaming a storage group has a definite impact on Exchange Server. 

Deleting Storage Groups 
Before attempting to delete a storage group, you may want to delete or move 
the data stores it contains. Exchange Server allows you to delete storage groups 
only when they are empty (that is, only when they contain no data stores). 



Chapter 7 Microsoft Exchange 2000 Server Data and Storage Groups ( 151 

Once the storage group is empty, you can delete the group by completing the 
folloming steps 

1 R~ght-cltck the storage group, and then from the shortcut menu, select 
Delete 

2 When prompted, confirm the actlon 1-IV clicklng Yes 

Content Indexing 
Content indexing is a built-in Exchange feature. Every Exchange server in your 
organization supports and uses some type of indexing. To manage indexing more 
effectively, use the techniques discussed in this section. 

Understanding Indexing 
Content indexing enables fast searches and lookups through server-stored mail- 
boxes and public folders. Exchange Server supports two 5-pes of indexing: 

Standard indexing 

Full-text indexing 

The Exchange Server storage engine automatically implements and manages 
standard indexing. Standard indexing is used with searches for common key 
fields, such as message subjects. Users take advantage of standard indexing every 
time they use the Find feature in Microsoft Outlook. With sewer-based mail 
folders, standard indexing is used to quickly search To. Cc, and Subject fields. 
With public folders. standard indexing is used to quickly search From and Sub- 
ject fields. 

As you probably know, users can perform advanced searches in Outlook 2000 
as well. In Outlook 2000, all they need to do is select the Advanced Find option 
on the Tools menu, enter their advanced search parameters, and then click Find 
Now. When Exchange Senier receives an advanced query without full-text index- 
ing, Exchange Server searches through every message in every folder. This means 
that as Exchange mailboxes and public folders grow, so does the time it takes 
to complete an advanced search. With standard searching, Exchange Server is un- 
able to search through message attachments. 

With full-text indexing, Exchange Server builds an index of all searchable text 
in a particular mailbox or public folder store before users try to search. 'I'he in- 
dex can then be updated or rebuilt at a predefined interval. Now, when users 
perform advanced searches, they can quickly find any text within a document 
or attachment. 

Note Full-text indexes work only with server-based data. If users Lj 
have personal folders, Exchange Server doesn't index the data in these 
folders. 
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The drawback of full-text indexing is that it's resource-intensive. As with any 
database, creating and maintaining indexes requires CPU time and system 
memory, which can affect Exchange performance. Full-text indexes also use disk 
space. A newly created index uses approximately 20 percent of the total size of 
the Exchange database. This means that a 1-GB database would have an index 
of about 200 MB. 

Each time you update an index, the file space that the index uses increases. Don't 
worry; only changes in the database are stored in the index updates. This means 
that the additional disk space usage is incremental. For example, if the original 
1-GB database grew by 50 MB, the index would use about 210 MB of disk space 
(200 MB for the original index and 10 MB for the update). 

As an administrator, you have fairly granular control over indexing. You set the 
maintenance schedule and you determine the indexing priority. By scheduling 
maintenance during off-peak hours, you can reduce the impact on operations. 
By lowering the indexing priority, you can restrict the level of system resource 
usage. 

Setting Indexing Priority for an Information Store 
System resources, such as CPU time and memory, are used every time Exchange 
Server builds, updates, or re-creates an index. The level of resource usage is 
completely configurable and is determined by the indexing priority set for the 
server's information store. There is a direct trade-off between the indexing pri- 
ority and the time it takes to complete an index. The higher the priority, the more 
system resources used and the less time required for creating an index. The lower 
the priority, the fewer system resources used and the more time required for 
creating an index. 

Each Exchange server has its own indexing priority setting. You can view or 
change the indexing priority by completing the following steps: 

1. In System Manager, access the Servers node within the administrative or 
routing group you want to manage. Typically, you would expand Adminis- 
trative Groups, then First Administrative Group, and then the Servers node. 

2. Right-click the Exchange server you want to manage, and from the shortcut 
menu, select Properties. 

3. As shown in Figure 7-3. use the System Resource Usage selection menu 
on the Full-Text Indexing tab to set the indexing priority. The available val- 
ues are 

* Minimum Sets the indexing priority to its lowest value, which has 
the least imyact on system resources. The downside is that this set- 
ting requires the most amount of time to index and reindex content. 

Low Sets the indexing priority to low. This reduces the impact on 
system resources while maintaining a fairly adequate indexing speed. 
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Figure 7-3. Use the Ft~ll-Text Indexzng tab to control the amount of system 
resource usage requzred for ~ndexi~zg.  

* High Sets the indexing priority to high, which has modest impact 
on system resources while achieving good indexing speed. This set- 
ting is the default. 

* Maximum Sets the indexing priority to its highest value. Although 
this greatly increases the impact on system resources, Exchange 
Server is able to index and reindex content in much less time. 

4.  Click OK. 

Creating Full-Text Indexes 
You can create full-text indexes for both mailbox stores and public folder stores. 
With mailbox stores: the full-text index is based on all text in message bodies 
and message attachments. With public folders. the full-text index is based on  all 
text in postings and attachments to postings. Data in personal folders isn't included 
in the full-text index generated by Exchange Server. 

You can create a full-text index for a mailbox or public folder store by complet- 
ing the following steps: 

1. In System Manager, click the plus sign (+) next to the Exchange server you 
want to manage. Typically, you would expand Administrative Groups, then 
First Administrative Group, and then the Servers node. 

2. Right-click the mailbox or public folder store that you want to index, and then 
from the shortcut menu, select Create Full-Text Index. 
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3. Type the folder location for the index files. If the folder location doesn't exist, 
Exchange Server will create the folder. 

ri. When you click OK. Exchange Server creates the index. The index will be 
about one-fifth of the size of the original data store, so you'll need to use a 
folder on a drive with plenty of free space. 

---. 
Tip By default. Exchange Server will not update or rebuild the fulltext 
index. You'll need to do this manually or set a maintenance schedule. 
For better performance, you may want to use a separate drive for stor- 
ing your indexes. 

Updating and Rebuilding Indexes Manually 
You can update or rebuild an index manually at any time. Exchange Server 
updates an index by making note of any changes to the data store and then 
indexing those changes. Exchange Sewer rebuilds an index by re-creating it. This 
means that Exchange Sewer takes a new snapshot of the database and uses this 
snapshot to build the index from scratch. 

To manually update or rebuild an index. follow these steps: 

1. In System Manager, click the plus sign (+) next to the Exchange server you 
want to manage. Typically, you would expand Administrative Groups. then 
First Administrative Group, and then the Servers node. 

2. Right-click the mailbox or public folder store that you want to \vork with. 

3. To update an existing index, select Start Increnlental Population. (This 
option is also available on the All Tasks shortcut menu.) Confirm the action 
by clicking Yes. 

4.  To rebuild an index, select Start Full Population. (This option is also avail- 
able on the All Tasks shortcut menu.) Confirm the action by clicking Yes. 

Pausing, Resuming, and Stopping Indexing 
During the updating or rebuilding process, you can pause or stop the indexing. 
A key reason to pause the process is to allow- Exchange Server to perform other 
tasks. A key reason to stop indexing is to postpone the update or rebuild. 

You can pause and then resume in-process indexing by completing the follow- 
ing steps: 

1. In System Mdnager, click the plus sign (+) next to the Exchange server you 
want to manage. Typically, you would expand Administrative Groups, then 
First Administrative Group, and then the Servers node. 

2. Right-click a mailbox or public folder store that is actively being indexed, and 
select Pause Population. (This option is also available on the All Tasks shortcut 
menu.) 

3. When you're ready to resume indexing population, right-click the mailbox 
or public folder store, and then select Resume Population. 
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To stop in-process indexing, complete these steps: 

1 In System Manager, ~ l l c k  the plus stgn (+) next to the Exchange sen7er you 
want to manage Typlcall), you arould expand Admln~strati\e Groups, then 
First Adn11n1stra~n.e Group, and then the Servers node 

2. Right-click a mailbox or public folder store that is in the process of full-text 
indexing, and select Stop Population. ('l'his option is also available on the All 
Tasks shortcut menu.) 

3. Confirm the action by clicking Yes. 

Scheduling Index Updating and Rebuilding 
You can configure Exchange Server to automatically update and rebuild full-text 
indexes. You configure these processes separately for each data store by com- 
pleting these steps: 

1. In System Manager, click the plus sign (+) next to the Exchange server you 
want to manage. Typically. you arould expand Adtninistrative Groups, then 
First Administrative Group, and then the Sewers node. 

2 Right-click a mailbox or public folder store that you want to configure, and 
then select Properties. In the Properties dialog box. click the Full-Text Index- 
ing tab, as shown in Figure 7-4 

Figure 7-4. Lke the Full-Text Indev~ztzg tab to schedule zndex zdpdatzrzg aud 
rebuzldzng to occur at a speczfic tzme or accordzng to a ccz4stom schedule 
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3. Ensure that the Update This Index Automatically check box is selected. 

4. Use the Update Interval selection menu to choose how often the indexes 
should be updated. Updates are normally run daily. If you want to set a 
custom schedule, click Customize. You can now use the Schedule dialog box 
to set the times when Exchange Server should make updates. In this dialog 
box. you can set the detail of the view to be in hourly or 15-minute inter- 
vals. Each hour or 15-minute interval of the day or night is a field that you 
can turn on and off. Intenlals where updates should occur are filled in with 
a dark bar-you can think of these in t ends  as being turned on. Intervals 
where updates shouldn't occur are blank-you can think of these intends 
as being turned off. To change the setting for an interval, click it to toggle its 
mode (either on or off). 

5. LJse the Rebuild Index selection menu to choose a rebuild interval. Rebuilds 
are normally run once a mreek. Again, you can set a custom interval if 
necessary. 

6. Select This Index Is Currently Available For Searching By Clients. and click OK. 

Enabling and Disabling Client Access to Indexes 
If you've configured full-text indexing and users are still unable to search on text 
in a data store, you may have a corrupt index. In this case, you may want to 
disable the index, rebuild it during off-peak hours, and then make the index 
available to users again. You can do this by completing the following steps: 

1. In System Manager, click the plus sign (+) next to the Exchange senrer you 
want to manage. Typically, you would expand Administrative Groups, then 
First Administrative Group, and then the Servers node. 

2. Right-click a mailbox or public folder store that you want to configure. and 
then select Properties. In the Properties dialog box, click the Full-Text Index- 
ing tab. 

3 Ensure that Update This Index Automatically is selected, and then set the 
Update Index selection menu to Never Run. 

4. Set the Rebuild Index selection menu to run at a specific time, and then clear 
the check box labeled This Index Is Currently Available For Searching By 
Clients. 

5. Click OK. After the index is rebuilt, restore the data store properties to their 
original settings. 

Checking Indexing Statistics 
Exchange LOO0 Server tracks fairly detailed information on each full-text index. 
You can access and use this information by completing the following steps: 

1. In System Manager, click the plus sign (+) next to the Exchange server you 
want to manage. Typically, you would expand Administrative Groups, then 
First Administrative Group, and then the Servers node. 
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2. Click the plus sign (+) next to the mailbox or public folder store on  which 
you want to view indexing statistics, and then select the Full-Text Indexing 
node. 

3 In the rrght pane. )ou should see the following indexlng statlstlcs 

Index Name The name of the index. You'll find a folder with this 
name at the location specified by Index Location. All index files 
within this folder begin with this identifier as well. 

* Index State The full-text indexing status for the data store. States 
you may see include: Idle (the data store isn't being indexed), Crawl- 
ing (Exchange Senrer is actively indexing the data store), and Paused 
(the indexing has been paused by an administrator). 

8s Number Of Documents Indexed The total number of documents 
indexed. 

* Index Size (MB) The size of the index in megabytes. 

Tip if the number of documents indexed or the index size seems inac- @? 

curate, you may have a corrupt index. To resolve this, rebu~ld the index. 

* Last Build Time The date/time stamp for the last manual or auto- 
matic build of the index. If no index exists, you'll see the message 
"There is no full-text index for this store." If the index is newly cre- 
ated and hasn't been updated or rebuilt, you'll see the message "This 
catalog was never built." 

Index Location The folder location of the index files. 

Changing the Index File Location 
Once you've started full-text indexing, Exchange Server doesn't allow you to 
change the index file location. A workaround is to stop indexing, delete the full- 
text index on the data store. and then re-create the index in a new location. 

Deleting Indexes and Stopping Indexing Permanently 
To delete indexes and stop data store indexing, complete the following steps: 

3 .  In System Manager. click the plus sign (+) next to the Exchange server you 
want to manage. Typically. you would expand Administrative Groups, then 
First Administrative Group, and then the Servers node. 

2. Right-click a mailbox or public folder store that is currently being indexed, 
and select Delete Full-Text Index. (This option is also available on  the All 
Tasks shortcut menu.) 

3. Confirm the action by clicking Yes. 

When you delete the full-text index for a data store, you remove the index cata- 
log files and stop indexing. No scheduled updates or rebuilds will be made 
afterward. 





Chapter 8 

Store Administration 

Data stores are containers for information. hIicrosoft Exchange 2000 Server uses 
two types of data stores: mailbox stores, whicfi store a server's mailboxes, and 
pz~blic.folder stores, which store a sen-er's public folders. The information in a 
particular data store isn't exclusive to either mailboxes or public folders. Exchange 
Senrer maintains related information within data stores as well. WJithin mailbox 
stores, you'll find information abour Exchange Iogons and mailbox usage. Within 
public folder stores, you'll find information about Exchange logons, public folder 
instances, and replication. Mailbox and public folder stores also maintain infor- 
mation about full-text indexing. Understanding how to manage data stores and 
the information they contain is the subject of this chapter. 

Using Mailbox Stores 
Each Exchange 2000 server installed in the organization has an information store. 
The information store can hold multiple storage groups, and you can create 
multiple mailbox stores within those storage groups. Each mailbox store has 
database files associated with it. These files are stored in a location that you specify 
when you create or modify the mailbox store. 

Understanding Mailbox Stores 
Mailboxes are the delivery location for messages coming into an  organization. 
Mailboxes contain messages, message attachments, and other types of informa- 
tion that the user may have placed in the mailbox. hlailboxes are in turn stored 
in mailbox stores. 

A default mailbox store is created on each Exchange 2000 server in the organi- 
zation The default mailbox store is meant to be a starting point, and most 
Exchange organizations can benefit from having additional mailbox stores, es- 
pecially as the number of users in the organization grows. R'hile there are many 
reasons for creating additional mailbox stores. the key reasons are 

To provide a smaller unit of recovery in case of failure. Each mailbox store 
has its own database, which is backed up as part of a storage group. During 
recovev, you can restore the entire storage group or individual data stores 
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within the storage group. By restoring only a specific mailbox store, you 
reduce the impact on the user community. 

To impose a different set of mailbox rules on different sets of users. Each 
additional mailbox store can have its own property settings for maintenance, 
storage limits, deleted item retention, indexing, security, and policies. By 
placing a user's mailbox in one mailbox store instead of another, you can 
apply a different set of rules. 

To optimize Exchange performance. Each mailbox store can have its own 
storage location. By placing the mailbox stores on different drives, you can 
improve the performance of Exchange 2000 Senrer. 

To create separate mailbox stores for different purposes. For example, you 
may want to create a mailbox store called General In-Out to handle all gen- 
eral-purpose mailboxes being used throughout the organization. These gen- 
eral-purpose mailboxes could be set up for Postmaster, Webmaster, Technical 
Support. Customer Support, and other key functions. 

When you create a mailbox store, you specify 

What the name of the store should be 

Where the store's database files are to be located 

When maintenance on the store should occu~  

What limitations there are on mailbox size 

Whether deleted items and mailboxes should be retained 

You must also specify which default public folder store to use. Each Exchange 
2000 sewer in the organization has a default public folder store that refers to the 
All Public Folders tree. The All Public Folders tree is the only public folder tree 
accessible to Messaging Application Programming Interface (MAPI) clients, such 
as Microsoft Outlook 2000, as well as to Microsoft Windows applications and 
t~rowsers. You can use the organization's default (which I call the pzthlic rootstore) 
or specify that an alternative public folder store should be used as the default. 
The disadvantage of using an alternative public folder store is that the store isn't 
accessible to MAP1 clients. 

Creating Mailbox Stores 
You can create a mailbox store by completing the following steps: 

1. In System Manager, select the Exchange 2000 sewer you want to manage. 

2 .  Right-click the storage group to which you want to add the mailbox store, 
point to New, and then click Mailbox Store. Remember, you can have only 
six data stores in each storage group. 

3. You should now see the Properties dialog box shown in Figure 8-1. In the 
Name field, type a name for the mailbox store. 
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Figure 8-1. Set the messagingproperties for the new mailboxstore in the Gen- 
eral tab. 

4. Click on the Database tab, as shown in Figure 8-2. You'll see the default 
location for the Exchange database and the Exchange streaming database. If 
you want to change the location of the database files. use the Browse but- 
tons to the right of the related fields to set new file locations. 

5 .  Changes made to Exchange darabase files can cause the files to become 
inconsistent over time. To correct problems that may arise, Exchange Server 
runs maintenance tasks on the database daily from 1:00 A.M. to 5:00 A.M. 
by default. If necessary, click Customize and use the Schedule grid to choose 
a different maintenance time. 

6. Click on the Limits tab as shown in Figure 8-3. Use ihe following options to 
set storage limits and deleted item retention: 

* Issue Warning At (KB) Sets the size limit, in kilobytes, that a mail- 
box can reach before a warning is issued to the user. The warning 
tells the user to clear out the mailbox. 

* Prohibit Send At (KB) Sets the size limit, in kilobytes, that a mail- 
box can reach before the user is prohibited from sending any new 
mail. The restriction ends when the user clears out the mailbox, and 
the total mailbox size is under the limit. 

* Prohibit Send And Receive At (KB) Sets the size limit, in kilo- 
bytes, that a mailbox can reach before the user is prohibited from 
sending and receiving mail. The restriction ends when the user clears 
out the mailbox, and the total mailbox size is under the limit. 
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Figure 8-2. Use the Database tab to set database f ile and maintenance options 
for the  nailb box store. 

Figure 8-3. 1'se the Llmits tab to set storage lirnzts and deleted ztem retentzon 
for iudz~~~dz~al  mailb~xes and entzre nzazlbox stores 
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Caution Proh~biting send and recelve may cause users to lose e-mail. 
When a user sends a message to a user who IS prohibited from recelv- 
Ing messages, a non-dellvery report IS generated and delivered to  the 
sender. The rec~plent never sees the e-mall. Because of th~s, you should 
prohibit send and recelve only in very rare clrcumstances. 

Warning Message Interval Sets the interval for sending warning 
messages to users whose mailboxes exceed the designated limits. The 
default intewal is daily at midnight. 

- Keep Deleted Items For (Days) Sets the number of days to 
retain deleted items. An average retention period is 14 days. If you 
set the retention period to 0, deleted messages aren't retained, and 
you can't recover thern. 

* Keep Deleted Mailboxes For (Days) Sets the number of days to 
retain deleted mailboxes. The default setting is 30 days. You'll want 
to keep most deleted mailboxes for at least seven days to allow the 
administrators to extract any data that may be needed. If you set 
the retention period to 0,  deleted mailboxes aren't retained, and you 
can't recover them. 

Do Not Permanently Delete Mailboxes And Items Until 
The Store Has Been Backed Up Ensures that deleted mailboxes 
and items are archived into at least one backup set before they are 
removed. 

7. Click OK.  Exchange Sewer creates the new mailbox store. When prompted, 
click Yes to mount the store. By mounting the store, you make it available 
for use. 

Setting the Default Public Store, Offline Address List, 
and Other Messaging Options 
Mailbox stores have different types of information associated with them, includ- 
ing a default public store and a default offline address list. You set these and other 
messaging options for illailbox stores using the General tab on the related Prop- 
erties dialog box. To view- this dialog box and update the messaging options, 
follow- these steps. 

1. In System Manager, right-click the mailbox store and then select Properties. 
You should see the Properties dialog box with the General tab selected by 
default. 

Note If you can't update the f~elds in the General tab, i t means that a 
policy has been applied to the mallbox store. You must direct!y edit or 
remove the policy and then make the necessary changes. 
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2. The Default Public Store field shows the full path to the public folder store 
that the mailbox store is using. If you've created additional public folder trees 
or made changes to the public folder stores, you may want to change the de- 
fault public folder store as well. In this case, click Browse, select the public 
folder store that points to the public folder tree that you want to use, and then 
click OK. 

Caution The public folder tree used by default is the one that points 
to the All Public Folders tree. The All Public Folders tree is the only pub- 
lic folder tree accessible to MAPI clients, such as Outlook 2000. If you 
specify an alternative public folder tree, the tree you specify may not be 
accessible to some users. 

3. The Offline Address List field shows the offline address list for the mailbox 
store. Offline address lists contain information on n~dil-enabled users, con- 
tacts, and groups in the organization and are used when users aren't con- 
nected to the network. If you've created additional address lists beyond the 
global default, you can specify one of these additional address lists as the 
default for the mailbox store. Click Browse, select the address list you want 
to use, and then click OK. 

4. You can create archives for all messages sent to a mailbox store. The archive 
is stored in a designated container (mailbox), which can belong to an end 
user. To start the archive process, select Archive All Messages Sent Or Received 
By Mailboxes On This Store and then click the related Browse button. Then 
select the container in which the archive should be created and click OK. 

.$ Tip For a general-purpose mailbox store, archiving messages makes a 
lot of sense. You can then maintain the message archives for historical 
tracking and for later reference. For mailbox stores be~ng used by end- 
users, archiving messages usually isn't a good choice. Few users want 
their day-to-day messages to be archived where they could be searched 
and scrutinized. 

5. The next two options have to do with the preferences of users whose mail- 
boxes are placed in the mailbox store. If the users have cllents that support 
Secure/Multipurpose Internet Mail Extensions, select Clients Support S/MIME 
Signatures. If the users prefer to see plain-text messages in a fixed-width font, 
such as Courier, select Display Plain Text Messages In A Fixed-Sized Font. 

6 Click OK to apply the changes. 

Setting Mailbox Store Limits 
Mailbox store limits are designed to control the amount of information that us- 
ers can store in their mailboxes. Users who exceed the designated limits may 
receive warning messages and nlay be subject to certain restrictions, such as the 
inability to send messages. 
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To view or set limits on a mailbox store, right-click the mailbox store in System 
Manager and then select Properties. You'll see a Properties dialog box. Use the 
options on the Limits tab to set mailhox store limits as described in Step 6 of the 
section of this chapter entitled "Creating Mailbox Stores." 

Setting Deleted Item Retention 
Deleted item retention is designed to ensure that messages and mailboxes that 
m2y he ~eecied  in the f~lture aren't permanently deleted. If retention is turned 
on, you can retain deleted messages and mailboxes for a specified period of time 
before the)- are permanently deleted and nonrecoverable. 

As I've said before, an average retention period for messages is about 14 days. 
and the minimum retention period for mailboxes should be seven days. In most 
cases you'll want deleted messages to be maintained for five to seven days and 
deleted mailboxes to be mainrained for three to four weeks. A five to seven day 
interval is used for messages because users usually realize that they shouldn't have 
deleted a message within a few days. A three to four week interval is used for 
mailboxes because several weeks can (and often do) pass before users realize 
that they need a deleted mailbox. To see why. consider the following scenario: 

Sally leaves the company. A coworker gives the go-ahead to delete Sally's user 
account and mailbox. Three weeks later, Sally's boss realizes that she was the 
only person who received and archived the nlonthly reports that were e-mailed 
from corporate headquarters. The only way to get reports for previous years is 
to recover Sally's mailbox. 

To view or set deleted item retention for a rnailbox store, follon~ these steps: 

1. Right-click the mailbox store in System Manager and then select Properties. 

2. In the Properties dialog box, click on the Limits tab and then change the 
settings for Keep Deleted Items For (Days) and Keep Deleted Mailboxes For 
(Days). 

3. You can also specify that deleted items and mailboxes shouldn't be perma- 
nently deleted until the store has been backed up. 

Recovering Deleted Mailboxes 
The deleted mailbox retention intenal determines the number of days you have 
to recover deleted mailboxes. As long as you're within the interval, you can 
recover a deleted mailbox. To recover a deleted mailbox, complete the follow- 
ing steps: 

1. In System Manager, select the Exchange 2000 sen-er you want to manage and 
then click the plus sign (+) next to the storage group you want to work with. 

2. You should see a list of available data stores. Click the plus sign (+) next to 
the mailbox store you nrant to work with. and then select Mailboxes. 
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3. Deleted mailboxes are displayed with a mailbox icon and a red X. Right-click 
the deleted mailbox you want to recover, and then select Reconnect. 

4.  Use the Select A New User For This Mailbox dialog box to select the user who 
should be assrgned thls mailbox. Click OK. 

Note Deleted mailboxes aren't marked as such immediately, and it may 
take fifteen mlnutes to an hour before the mailbox is marked as deleted. 
Additionally, you can't assign the mailbox to a user who already has a 
mailbox. That's why users who already have a mailbox aren't l~sted in the 
Select A New User For This Mailbox dialog box. 

Deleting a User's Mailbox Permanently 
You delete a user's mailbox by following the steps listed in the section of Chap- 
ter entitled ,'Removing a Mailbox from a User Account." If you've set a deleted 
n~ailbox retention intend,  however, the mailbox isn't permanently deleted. To 
perrnanentlv delete the mailbox, either you must wait for the mailbox retention 
period to expire or you must manually purge tlie mailbox from the mailbox store. 

You manually purge a mailbox from the mailbox store by completing the follow- 
ing steps: 

1. In System Manager, select the Exchange 2000 server you want to manage and 
then click the plus sign (+) next to the storage group you want to work with. 

2. You should see a list of available data stores. Click the plus sign (+I next to 
the mailbox store you want to work with and then select Mailboxes. 

3. Deleted mailboxes are displayed with a mailbox icon and a red X. Right-click 
the deleted mailbox you want to permanently remove and then select Purge. 
When prompted to confirm the action, click OK,  and then click the Recover 
Selected Items button. 

Recovering Deleted Items from Public Mailbox Stores 
You can recover deleted items from mailbox stores as long as you've set a de- 
leted item retention period for the data store from which the items were deleted 
and the retention period hasn't expired. If both of these are the case, you can 
recover deleted items from mailbox stores by completing the following steps: 

1. Log on as the user who deleted the message and then start Outlook 2000. 

2 Click Ileleted Items, and then from the Tools menu, select Recover Deleted 
Items You should now see the Rectmer Deleted Items From dialog box shown 
in Figure 8-4. 

3 Select the itern(s) you want to recover, and then click Recover Selected Items. 
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Figure 8-4. As lo~zg as they haven't expzred, you can use the Recover Deleted 
Items From dzalog box to recover deleted ztems 

Using Public Folder Stores 
This section explains how to create public folder stores and set basic public folder 
store properties. It doesn't go into detail on managing the many facets of public 
folders. That topic is covered in Chapter 9. 

Understanding Public Folder Stores 
Public folders are used to share messages and files in an organization. You manage 
public folder stores much differently than mailbox stores. For starters. public folder 
stores must have a public folder tree associated with them. This public folder tree 
must be unique and can be assigned to a single public folder store only. Users 
access items that are stored in public folders through the public folder tree. 

Each Exchange 2000 server in your organization has a default public folder store. 
1 refer to this store as the public root store. 

Mailbox stores should point to the public root store. If the mailbox stores don't 
point to it, the public folder tree will be inaccessible to a user's mail client. The 
reason for this is that the public root store contains the All Public Folders tree, 
which is the only public folder tree accessible to MAP1 mail clients. such as 
Outlook 2000. Other public folder trees can be accessed only by compliant Web 
browsers and Windows applications. 
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Working with public folders and public folders stores isn't as straightforward as 
working with mailboxes and mailbox stores. But that doesn't mean you should 
avoid creating additional public folder stores. Quite the contrary, you'll often need 
additional public folder stores. Some leading reasons for creating additional public 
folder stores are 

To share files and messages pertaining to projects. For example, you could 
create a public folder store called Project Store. Project managers could then 
create folders for individual projects in the related public folder tree. Project 
members could share information by posting messages and files to a particular 
project folder. 

To share files and messages within a department or business unit. For 
example, you could create a public folder store called Group Store. Depart- 
ment managers could then create folders for each business unit and the 
members of these business units could share information by posting messages 
and files to a folder. 

To impose a different set of rules on different sets of users Each additional 
public folder store can have its own property settings for maintenance, stor- 
age limits, deleted item retention, indexing, security, and policies 

To help optimize Exchange performance Each public folder store can have 
its own storage location. By placing the public folder stores on different drives, 
you can improve the overall performance of Exchange 2000 Sewer. 

Unlike mailbox stores, which are completely separate from one another, vou can 
replicate public folder stores from one server to another. Replication allows 
users to access public data on multiple servers, which distributes the load and 
provides alternative data sources in case of server failure. 

Creating Public Folder Stores 
You can create a public folder store by completing the following steps: 

1. In System Manager, select the Exchange 2000 server you want to manage. 

2. Right-click the storage group to which you want to add the public folder store, 
point to New, and then click Public Store. 

3. If a public folder tree isn't available for use, you'll see the dialog box shown 
in Figure 8-5. Before you can continue, you'll need to create a public folder 
tree as described in the section of Chapter 9 entitled "Creating Public Folder 
Trees." 

Figure 8-5. To create apublic folder store, apziblic folder tree mzist be auail- 
able for use. If one Isn't available, you'll need to create it. 
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4. You should now see the Properties dialog box shown in Figure 8-6. Type a 
name for the public folder store in the Name field. 

5. Click the Browse button to the r igh~ of the llssociated Public Folder Tree field, 
and then use the Select A Public Folder Tree dialog box to associate a puh- 
lic folder tree with the public folder store. 

Figure 8-6. To create a publzcfolder store, name the store and therz assocz- 
ate zt to a publzc folder tree 

6. Select the Database tab. You'll see the default location for the Exchange 
database and the Exchange streaming database. If you want to change the 
location of the database files, use the Browse buttons to the right of the re- 
lated fields to set new file locations. 

7. Changes made to Exchange database files can cause the files to become in- 
consistent over time. By default, Exchange Server runs maintenance tasks 
against the database daily at 11:00 P.M. If necessary, click Customize and use 
the Schedule grid to choose a different maintenance time. 

8. As Figure 8-7 shows. you use the Replication tab to set replication intervals 
and limits for all folders in the public folder store. The available options are 

* Replication Interval Determines when changes to public folders 
are replicated. Select a specific time (Always Run, Run Every Hour, 
Run Every 2 Hours. Run Every 4 Hours. or &'ever Run) or  Use Cus- 
tom Schedule. 
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Replication Interval For Always (Minutes) Sets the interval (in 
minutes) that's used when you select Always Run as the replication 
option. The default is 1 j minutes. 

* Replication Message Size Limit (KB) Sets the size limit (in kilo- 
bytes) for messages that are replicated. Messages over the size limit 
aren't replicated. The default size limit is 300 KB. 

Note Chapter 9 covers public folder replication in detall. There you'll 
f ~ n d  complete information on replicat~on and how it works. 

Figure 8-7. Set replicatiorz options using the Rep!ication tab 

9. You use the Limits tab to set storage limits and deleted item retention on a 
per user basis. The available options are 

Issue Warning At (KB) Sets the size, in kilobytes. of the data that 
a user can post to the public store before a warning is issued to the 
user. The warning tells the user to clean out the public store. 

Prohibit Post At (KB) Sets the maximurn size, in kilobytes, of the 
data that the user can post to the public store. The restriction ends 
lvhen the total size of the user's d a ~ a  is under the limit. 

Maximum Item Size (KB) Sets the maximum size; in kilobytes, 
for postings to the data store. 
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* Warning Message Interval Sets the interval for sending warning 
messages to users whose total data size exceeds the designated lim- 
its. The default interval is daily at midnight. 

* Keep Deleted Items For (Days) Sets the number of days to 
retain deleted items. An average retention period is 14 days. If you 
set the retention period to 0 ,  deleted postings aren't retained, and 
you can't recover them. 

Do Not Permanently Delete Items Until The Store Has Been 
Backed Up Ensures that deleted items are archived into at least one 
backup set before they are removed. 

Age Limit For All Folders In This Store (Days) Sets the number 
of days to retain postings in the store. Postings older than the limit 
are automatically deleted. 

Caution If you set an age limit, be sure that all users who post to the 
public folder know about it. Otherwise, they'll be surprised when data is 
removed, and they may lose important work. 

10. Click OK.  Exchange Server creates the new public folder store. When 
prompted, click Yes to mount the store. By mounting the store, you make it 
available for use. 

Setting Public Store Limits 
Public store limits are designed to control the amount of information that users 
can post to public folders. As with mailbox stores, users who exceed the desig- 
nated limits may receive warning messages and may be subject to certain restric- 
tions, such as the inability to post messages. 

To view or set limits on a public folder store, right-click the public folder store 
in System Manager, and then select Properties. Use the options on  the Limits 
tab to set the limits as described in Step 9 of the section of this chapter entitled 
"Creating Public Folder Stores." 

Setting Age Limits and Deleted Item Retention 
Because public folders help users share messages, documents, and ideas, they're 
an important part of any Exchange organization. Over time, however, public 
folders can become cluttered, which reduces their usefulness. To reduce the 
clutter. you can set an age limit on items that are posted to public folders. Items 
that reach the age limit expire and are permanently removed from the public 
folder 

When you set the age limit, keep in mind the type of information srored in the 
related public folders. For example, if you have a public store for general dis- 
cussion and file sharing, you may want the age limit to be a few weeks. Rut if 
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you have a publlc store for projects. you may want the age limlt to extend through- 
C ) L I ~  the life of the project, which could he months or years. 

The age limit and the deleted item retention are two separate values. Deleted item 
retention is designed to ensure that postings and documents that may be needed 
in the future aren't permanently deleted. When retention is turned on, deleted 
items are retained for a specified period of time before they are permanently 
deleted and nonrecctverahle. 

The age limit applies to deleted items as well. If a deleted item reaches the age 
limit. it's permanently deleted along with other items that have reached their age 
limit. 

To set the age limit and deleted item retention for a public folder store, folloar 
these steps: 

1. Right-click the public folder store in System Manager and then select 
Properties. 

2. In the Properties dialog box, select the Limits tab and then change the set- 
tings for Keep Deleted Items For (Days) and Age Limit For All Folders In This 
Store. 

3. YOU may also want to specify that deleted items shouldn't be permanently 
deleted until the store has been backed up. 

Recovering Deleted Items from Public Folder Stores 
'r'ou can recover deleted items from public folder stores as long as you've set a 
deleted item retention period for the public folder store from which the items were 
deleted and the relention period for this data store hasn't expired. If both of these 
are the case. you can recover deleted items by completing the following steps: 

1 .  Log on to the domain using either an account with administrative privileges 
in the domain or an account with full control over the public folder from 
which you need to recover items. 

2. After starting Outlook 2000, access the Public Folders node and then select 
the public folder from which you need to recover an item 

3. From the Tools menu. select Recover Deleted Items. You should now see the 
Recover Deleted Items From dialog box. 

4. Select the item(s) you want to recover and then click Recover Selected Items. 

Managing Data Stores 
Xon that you know how to create and use data stores, let's look at some gen- 
eral technlquec you'll use to manage data stores 
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Viewing and Understanding Logons 
The inforn~ation store tracks logons to n~ailbox and public folder stores. You can 
use this information to view a wide range of activity in the data store. 

To view logon information. follow these steps. 

2 .  In System Manager, select thc Exchange 2000 server yo.; n-ant to manage an:! 
then click the plus sign (+) next to the storage group you want to work with. 

2 .  You should see a iist of avaiiabie data stores. Ciick the pius sign (+) next io 

the data store you want to examine and then select Logons. 

3. As Figure 8-8 shows, information about all logons to the store is displayed 
in the Details pane. The default view provides basic logon information, such 
as the user name, the related Windows 2000 account, the logon time, the last 
access time, and the client version. 

EIl PIZZ'2OU(I 
STfM 6/22/2000 
STEM 4/22/2000 

i $i Second Staiage Gloup 

Figure 8-8. i%e Logons node prouzdes sumrna y znformatzon for all logon 
actzvity zn the data store 

To get more detailed logon information, you can customize the logon view. Right- 
click Logons, point to View, and then click Choose Columns. Next, use the Modify 
Colunlns dialog box to add or remove columns from the view. Table 8-1 provides 
a summary of the available columns. Use the extra information provided to help 
you track logons and related data store activity. 
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Table 8-1. Understanding the Column Headings in the Logon Details 

Column Name Description 

Client Version The version of the client that was used to log on. 

Code Page The code page that the client was using, such as 1252. 

Folder Ops The total number of folder operations performed in the 
last 60 seconds. Operations tracked include opening, 
closing, and renaming folders. 

Full Mailbox The full e-mail address of the mailbox being accessed. 
Directory Name This option is axrailable only for mailbox stores. 

Full User Directory The name of the mailbox that is accessing the mailbox 
Xame store. 

Host Address The IP address of the client. 

Last Access Time The date and time the user last accessed the mailbox 
store. 

Locale 11) The locale ID for the language the client is using. 

Logon Time The date and time that the user last logged on. 

Messaging Ops The total number of messaging operations performed in 
the last 60 seconds. Operations tracked include opening, 
closing, and deleting messages. 

Open Attachments The total number of open attachments. 

Open Folders The total number of open folders. 

Open Messages The total number of open messages. 

Other Ops The total number of miscellar~eous operations performed 
in the last 60 seconds. 

Progress Ops The total number of progress operations performed in 
the last 60 seconds. Progress operations tell users how 
long it takes to comp!ete a task. 

Strellm Ops The total number of stream operations perforrnecl in the 
last 60 seconds. Operations tracked include changing and 
deleting attachments. 

Tat~le Ops The total number of table operations performed in the 
last 60 seconds. Operations tracked include displaying 
folder contents and expanding public folder tree views. 

Total Ops The total number of operations performed in the last 60 
seconds. 

Transfer Ops The total number of transfer operations performed in the 
last 60 seconds. Operations tracked include copying and 
moving messages. 

I'ser Name The full name of the user who last logged on, such as 
William R. Stanek. 

Windows ZOO0 The Windows 2000 account name of the user who last 
Account loggecl on, such as DEV'iwilliams. 
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Typically, you'll use custom views to help you understand the level of activity 
in a particular data store. Generally, you're most interested in seeing 

Who accessed the store 
Which IP addresses were used 

What was the last access time 

How many messages and attachn~ents are open 
* TY('hat was the tcval number of uperation performed in the l a t  60 seconds 

A custom view to provide this information would include these columns: 

User Name 

Host Address 

Last Access Time 

Open Messages 

Open Attachments 

Open Folders 

Total Ops 

Viewing and Understanding Mailbox Summaries 
Just as you can view information about logons, you can also view information 
about mailboxes. The available information tells you 

How many messages are stored in a mailbox 

How much space the mailbox is using 

Whether the mailbox has deleted items that are being retained 

How long items have been deleted 

Whether the mailbox is subject to storage limits 

Who the last user to log on to the mailbox was 

You can view mailbox summaries by completing the folloa~ing steps. 

1. In System Manager, select the Exchange 2000 server you want to manage and 
then click the plus sign (+) next to the storage group you want to work with. 

2 You should see a list of available data stores. Click the plus sign (+) next to 
the mailbox store you want to examine and then select Mailboxes. 

3. As Figure 8-9 shows, mailbox summaries should now be displayed in the 
Details pane. The default view provides basic mailbox information, such as 
the mailbox name, the last user account to log on to the mailbox, the mail- 
box size, and the total number of items in the mailbox. 
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Figure 8-9. 7be,Mazlboxes nodepror'tdes informatzon that can help you track 
rnailbo~r usage 

To get more detailed mailbox inforr-nation, you can customize the mailbox view. 
Right-click hlailboxes. point to View, and then click Choose Columns. Next, use 
the Modify Columns dialog box to add or  remove columns from the view. Table 
8-2 provides a summary of the available columns. 17se the extra information 
provided to help you track nlailbox activity. 

Table 8-2. Understanding the Column Headings in the Mailbox Details 

Column Name Description 

Ileleted Iterns (KR) The total amount o f  disk space, in kilobytes, occu- 
pied by deleted items that are being retained for 
the mailbox. 

Last I.ogged On By The account name of the user who last logged on 
to the mailbox. 

Last Logoff Tirne The time that a user last logged off this mailbox. 
Last Logon Time The time that a user last logged on to this mailbox. 
Mailt~ox Thr mailbox name. 

Size (KB) The total amount of disk space, in kilobytes, that a 
mailbox occupies. 

Storage Limits Specifies whether a mailbox is subject to storage 
limits. 

i ( -o~2i1)?1lcd)  
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Table 8-2. (cov1rir7~iedi 
Column Name Description 

Total Associated Messages Total number of s>-stem messages, views. rules. 
and *o on, associated with the tnailbox. 

Total Items Tot:il number of messages, files. and postings that 
arr stored in the mailbox. 

User Deleted 'I'ime The date and time at which Exchange Sell-er de- 
cecte: tlic; dtleiicjn o, ;-- l l ~  iisei accmn: fc:; this 

mailbox. 

Mounting and Dismounting Data Stores 
You can access only data stores that are mounted. If a store isn't mounted, the 
store isn't alailabie for use. This means that an administrator has probably tlis- 
mounted the store or that the drive o n  which the store is located isn't online. 

Real World Dismounted stores may also point to problems with the @ 
database files used by the store. During startup, Exchange 2000 Server 
obtains a list of database files registered In Active Directory and then 
checks for the database files before mounting each store. If files are 
missing or corrupted, Exchange 2000 Server w~l l  not be able to mount 
the store. Exchange 2000 Server then generates an error and logs it in 
the Application event log on the Exchange server. The most common 
error is Event ID 9547. An example of this error follows: 

The Active Directory indicates that the database file 
D : \ E x c h s r v r \ m d b d a t a \ M a r k e t i n g . e d b  exists for the Microsoft 
Exchange Database lo=My Organi zation/ou=Fi rst Administrative 
Group/cn=Configuration/cn=Servers/cn=MAILER2/cn=Marketing, 
however no such files exist on the disk. 

This error tells you that the Exchange database (MARKETING.EDB) is 
registered in Active Directory but Exchange 2000 Server is unable to find 
the file on the disk. When Exchange 2000 Server attempts to start the 
corrupted mailbox store, you'll see an additional error as well. The most 
common error is Event ID 9519. An example of this error follows: 

Error 0xfffffb4d starting database First Storage 
Group\Marketing on the Microsoft Exchange Information Store. 

This error tells you that Exchange 2000 Server couldn't start the Mar- 
keting database. To recover the mailbox store, you must restore the da- 
tabase files as discussed in Chapter 10 under "Recovering Exchange 
Server." If you are unable to restore the database files, you can recre- 
ate the store structures in System Manager by mounting the store. When 
you mount the store, Exchange 2000 Server creates new database files 
and as a result, all the data in the store is lost and cannot be recovered. 
Exchange 2000 Server displays a warning before mounting the store and 
recreating the database files. Only click Yes when you are absolutely cer- 
tain that you cannot recover the database. 
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Checking the Mount Status of Data Stores 
To determine whether a store is mounted, follow these steps: 

1. In System Manager, select the Exchange 2000 server you want to manage and 
then click the plus sign (+) next to the storage group you want to work with. 

2. You should see a list of available data stores in the Details pane. The icon to 
the right of the data store name indicates the mount status. If the icon shows 
a red down arrow, the store isn't mounted. 

Dismountlng Data Stores 
You should rarely dismount an active data store, but if you need to, follow these 
steps: 

1. In System Manager, select the Exchange 2000 server you want to manage and 
then click the plus sign (+) next to the storage group you want to work with. 

2. You should see a list of available data stores in the Details pane. The icon to 
the right of the data store name indicates the mount status. If the icon shows 
a red down arrow, the store is already dismounted. 

3. Right-click the store you want to dismount, select Dismount Store, and then 
confirm the action by clicking Yes. Exchange Senrer dismounts the store. Users 
accessing the store will no longer be able to work with their server-based 
folders. 

Mounting Data Stores 
If you've dismounted a data store to perform maintenance or recovery, you can 
remount the store by completing the following steps: 

1. In System Manager, select the Exchange 2000 server you want to manage and 
then click the plus sign (+I next to the storage group you want to work with. 

2. You should see a list of available data stores in the Details pane. The icon to 
the right of the data store name indicates the mount status. 

3. You should see a red down arrow indicating that the store isn't mounted. If 
so, right-click the store and then select Mount Store. 

4. If Exchange Server is able to mount the store, you'll see a dialog box con- 
firming that the store has been mounted. Click OK. 

5. The new store isn't accessible to users that are currently logged on to Ex- 
change senTer. Users will need to exit and then restart Outlook before they 
can access the newly mounted store. 

Specifying Whether a Store Should Be Automatically Mounted 
Normally, Exchange Server automatically mounts stores on start up. You can, how- 
ever, change this behavior. For example, if you're recovering Exchange server 
from a complete failure, you may not want to mount data stores until you've 
completed recovery. In this case you may disable automatic mounting of data 
stores. 



Chapter 8 Mailbox and Public Folder Store Administration / 179 

'To enable or disable automatic mounting of a data store. complete the follow- 
ing steps: 

1 In System Manager, select the Exchange 2000 server you want to manage and 
then click the plu5 sign f +) next to the storage group you want to work n71tli 

2. Right-click the data store you want to work with and then select Properties. 

3. Select the Database tab in the Properties d~alog box 

4 To ensure that a data store ~sn ' t  mounted on start-up, select Do Not Mount 
This Store At Start-Cp 

5. To mount the data store on start-up, clear Do Not Mount This Store At Srart- 
Up. 

6. Click OK.  

Setting the Maintenance Interval 
You should run maintenance routines against data stores on a daily basis. The 
maintenance routines organize the data store, clear out extra space. and perform 
other essential housekeeping tasks daily from 1:00 A M ,  to 5:OO A.hl. By default, 
Exchange Server runs maintenance tasks daily at 11:00 P.hl. If this conflicts with 
other actilrities on the Exchange sewer, you can change the maintenance time. 
To do that, follow these steps: 

1. In System Manager. select the Excl.lange 2000 server you want to manage and 
then click the plus sign (+) next to the storage group you want to work with. 

2. Right-click the store you want to work with and then select Properties. 

3. Select the Database tab in the Properties dialog box, and then use the Main- 
tenance Intenal selection menu to set a new maintenance time. Select a time 
(such as Run Ilaily From 11:00 P.M. to 300 A.M.) or Use Custom Schedule. 

4. Click OK.  

Tip If you want to set a custom schedule. choose Use Custom Sched- Q 
ule and then cl~ck Customize. You can now set times when maintenance 
should occur. 

Checking and Removing Applied Policies 
You use mailbox and public folder policies to control settings for groups of data 
stores. When a policy applies to a property, the property- is dimmed and you're 
unable to change its 1-alue in the data store's Properties dialog box. The only way 
you can change a policy-controlled property is to 

Edit the related policy 

Remove the policy from the data store 
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To determine whether a policy applies to a data store, follow these steps: 

1 In System Manager, select the Exchange 2000 server you want to manage and 
then click the plus sign (+) next to the storage group you want to work with. 

2.  Right-click the store you want to work with and then select Properties. 

3. Any policies that affect the data store are listed in the Policies tab. You can 
modify or delete the policy by following the techniques discusse.ci in the 
sections of Cllapter 6 entitled "Modifying System Policies" and ',Deleting 
System Policies." 

Renaming Data Stores 
To rename a data store, follonr these steps. 

1 In System Manager, select the Exchange 2000 server you want to manage and 
then click the plus sign (+) next to the storage group you want to work with 

2 Rlght-click the data atore, select Iiename from the shortcut menu, and then 
tvpe a new name for the storage group 

Note All objects in Active Drrectory drrectory servrce are located by a 
unique rdentrfler. Thrs identrfrer uses the drrectory namespace and works 
through each element in the d~rectory hierarchy to a particular object. 
When you change the name of a data store, you change the namespace 
for all the objects In the data store. 

Deleting Data Stores 
Deleting a data store removes the data store and all the public folders or mail- 
boxes it contains. Before you delete a data store, make sure that you no longer 
need the items it contains. If they are needed. you should move them to a new 
data store. You move mailboxes as described in the section of Chapter 4 entitled 
"hloving a Mailbox to a New Sewer or Storage Group." You move public folders 
as described in the section of Chapter 9 entitled "Renaming. Copying, and Mov- 
ing Public Folders." 

Once you've moved items that you may need, you can delete the data store by 
completing the following steps: 

I In System Manager, select the Exchange 2000 server you want to manage and 
then cllck the plus slgn (+) next to the storage group you want to work wlth 

2 Right-click the data store you want to delete and then select Delete from the 
shortcut menu 

3. When prompted, confirm the action by clicking Yes 
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Using and Replicating 
Public Folders 

Public folders are one of the most underused and least understood aspects of 
Microsoft Exchange Senel-. Administrators often avoid using public folders be- 
cause they think they're difficult to configure and impossible to manage. Noth- 
ing could be further from the tn~th .  Public folders add great d u e  to an). Exchange 
organization, especially if users need to collaborate on projects or day-to-day tasks. 

If you want to learn to use and replicate public folders, this chapter will show 
you how. IJnieashing the power of public folders is what it's all about. 

Making Sense of Public Folders and Public 
Folder Trees 
Public folders are used to share files and messages within an organization. To 
maintain security, each public folder can have very specific usage rules. For 
example. you could create public folders called CompanyWide, Marketing. and 
Engineering. While the CompanyWide folder would be accessible to all users, 
the Marketing folder would be accessible only to users in the marketing depart- 
ment and the Engineering folder would be accessible only to users in the engi- 
neering department. 

Public folders are stored in a hierarchical structure referred to as a ~ublzc  folder 
tree. There is a direct correspondence between public folder trees and public 
folder stores. You can't create a public folder store without first creating a pub- 
lic folder tree, and users can access public folder trees only when they're part of 
a public folder store. The only public folder tree accessible to Messaging Appli- 
cation Programming Interface (MAPI) clients, such as hlicrosoft Outlook 2000, is 
the default public folder tree. You can access other public folder trees in com- 
pliant Web browsers and hlicrosoft Windows applications. You can also access 
public folders through the Installable File System [IFS). 

You can replicale public folders to nlultiple Exchange servers. These copies of 
folders, called replicas. provide redundancy in case of sewer failure and help to 
distribute the user load. All replicas of a public folder are equal. There is no master 
replica. This means that you can directly niodify replicas of public folders. Folder 
changes are replicated automatically to other servers. 
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Public folder trees define the structure of an organization's public folders. Each 
tree has ils own hierarchy, which you can make accessible to users based on 
criteria you set. While public folder trees are replicated to all Exchange servers 
in the organization, folder contents are replicated only to designated servers. 
These servers host replicas of public folder data. Two types of public folder trees 
are used with Exchange 2000 Server: 

Default This tree, referred to as the MAP1 Clients tree in System Manager, 
is the only tree accessible to MAP1 clients. Each Exchange 2000 server in the 
organization has a default public folder store that points to this tree. In Sys- 
tem Manager, the default name for this tree is Public Folders. In Outlook, you 
access this tree through the All Public Folders node. 

Alternate Alternate trees provide additional public folder hierarchies for the 
Exchange organization but are accessible only to compliant Web browsers 
and Windows applications. In System Manager, alternate trees are referred 
to as General Purpose trees. 

\Web browsers and other applications can remotely access public folder trees using 
WehDAV (Web Distributed Authoring and Versioning). Another way to access a 
public folder is to use IFS. The next section of this chapter explains how to ac- 
cess public folders using WebDAV and IFS. 

Accessing Public Folders 
Unlike previous versions of Exchange Server, where access to public folders was 
limited, Exchange 2000 Server makes it possible to access public folders just about 
anywhere. You can 

Access public folders through e-mail clients 

Access public folders through network shares 

Access public folders on the Web or the corporate intranet 

The following sections explain each of these techniques. 

Accessing Public Folders in E-Mail Clients 
you can access public folders from just about any e-mail client, provided the client 
is h/MPI compliant. The recommended client is Outlook 2000. When Outlook 2000 
is configured for corporate or workgroup use, users have direct access to the 
Public Folders tree but not to alternate trees. When Outlook 2000 is configured 
for Internet-only use, users can access public folders only when their client is 
configured for IMAP. 

If Outlook is configured properly, users can access public folders by complet- 
ing the following steps: 

1. Start Outlook 2000. If the Folder List isn't displayed, click View, and then select 
Folder List. 
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2 In the Folder List, expand Public Folders to get a complete view of the avail- 
able top-le~el folders A top-level folder is simply a folder at the next level 
belovr the tree root 

Note Chapter 2 discusses techniques you can use to configure Out- 
Icok. Refer to the section of that chapter entitled "Configuring Mall 
Support for Outlook 2000 and Outlook Express." 

Accessing Public Folders as Network Shares 
Another way to access 3 public folder is to use IFS. IFS a1lom.s Windows appli- 
cations to access public folders in much the same way as these applications access 
network shares. 

IFS is installed automatically on the PYI drive of an Exchange 2000 sen7er. Admin- 
istrators can access public folders and other shared data sources on  the M drive. 
The M drive lias the follo~ving basic features: 

A domain folder for each available domain 

A mailbox (MBX) folder that is the root for all mailboxes on  the Exchange 
sen er 

A Public Folders folder that is the root of the default public folder tree 

These folders aren't shared by default. If users need to access public folders on 
the M drive, you can create a network share for the public folder. You should 
not. however, share the domain folder or the MBX folder without carefully con- 
sidering the security risks. 

Note Creat~ng network shares is covered In detail In Chapter 13 of 
Microsoft Windows 2000 Administrator's Pocket Consultant (Microsoft 
Press, 2000). There you'll find complete rnstructions for creating shares 
and managing share permissions. 

Accessing Public Folders from the Web 
You use WebDAV to access public folders over the World Wide Web and the 
corporate intranet. \7CrebDa\- is an extension to the Hypertext Transfer Protocol. 
HTTP. Using HTTP and WebDav, clients can create and manage public folders 
and the items they contain. One way to do this is to access a public folder through 
an HTTP virtual sen-er hosted by Exchange 2000 Serv7er. Sinlply type the folder's 
URL into the browser's Address or Location field. 

To access the public folder tree in a browser, you type the UKL http:// 
servername/public, where semerrzame is a placeholder for the H'JTP virtual 
sen-er hosted by Exchange 2000 Server and public is the default name of the 
Public Folders Web share. You can access alternate public folder trees through 
their Web share as well. 
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Exchange 2000 Server automatically configures Web sharing, and you can check 
the sharing configuration by completing the following steps: 

1. Exchange 2000 Server stores public folders and other shared data sources on 
the M drive. Use Windows Explorer to access this drive. 

2. Right-click the public folder, and then from the pop-up menu, select Prop- 
erties. 

3. In the Properties dialog box, click the Web Sharing tab, which is shown in 
Figure 9-1. 

Figure 9-1. Use the Web Shartng lab to check the conjigzrratzon of the shared 
Joldev If other admznzstrators tnadverte~ztly changed settzrzgs, you should 
char~ge the settzngs back to the defaults used by Exchange Server 

4. The name for the folder's Web share is shown in the Aliases field. This is the 
name that users type into the browser's Address field after the server name. 
For example. if the alias was set to /GroupFolders, you could access the folder 
as http://sewernarne/GroupFolders/. The Web share name is not case- 
sensitive. 

5. Click the alias in the Aliases field, and then click Edit Properties. You can now 
check the access and application permissions for the share. By default, Ex- 
change Server grants certain access permissions. To allow reading. writing, 
and directory browsing, you should make sure that these permissions are 
granted as well. The default permissions granted to the folder are 

Read 

Wrlte 
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B. Script Source Access 

* Directory Bron.sing 

6. Since all application permissions are denied, Application Permissions should 
be set to None. 

Real World Most problems w~ th  Web sharing of publ~c folders can be 
traced to ~ndlviduals who inadvertently change the default share set- 
tlngs. If you restore the original settings, users will regain access to the 
public folder. Keep in m~nd, however, that there may be reasons for not 
sharing a publtc folder over the Web-document securlty IS one. Also 
note that only Exchange Server can lnitlallze Web sharlng for publlc fold- 
ers. If Exchange Server rsn't sharrng publrc folders correctly, you may 
have incorrectly configured Internet Information Servlces or Outlook 
Web Access. See Chapter 13 for details on working with IIS and Out- 
look Web Access 

Creating and Managing Public Folder Trees 
The sections that follow discuss key creation and management tasks for public 
folder trees. The only type of tree that you can create, change, or delete is an  
alternate tree. You can't create: change, or delete the default public folder tree. 
The default tree is created automatically when Exchange 2000 Server is installed 
and is managed by Exchange 2000 Sewer. 

Creating Public Folder Trees 
When you create a new public folder tree, Exchange Server creates an  object in 
Active Directory directory service that represents the tree. The directory object 
holds the properties and attributes of the tree and must be stored in a specific 
container. A default container is automatically created in the Exchange organi- 
zation. If you want to use a different container, you must create the container 
before you create the public folder tree. 

You need to create additional containers for public folder trees only when you 
use administrative groups. WTith administrative groups, each group that you cre- 
ate after the first group can have 3 public folders container. To create this con- 
tainer, follow these steps: 

1. Start System Manager. Click Start, point to Programs, point to Microsoft Ex- 
change, and then click System Manager. 

2. Expand Administrati1.e Groups, and then expand the group you want to work 
with. If the group already has a Folders node, a public folder tree has already 
been created and you can't create another. If the group doesn't have a Fold- 
ers node, right-click the group, point to New, and then choose Public Fold- 
ers Container. 

3. You can now create public folder trees in the container. 
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To create a public folder tree. folloa~ these steps: 

1 Start System Manager Click Start, point to Programs. point to Microsoft Ex- 
change, and then click System Wanagei 

2. If Administrati1.e groups are displayed, expand Administrative Groups, and 
then expand the group you want to work with. 

3. In the left pane (the console tree), right-click Folders, point to New, and then 
click Public Folder Tree. 

4. Type a descriptive name for the public folder tree. To make the tree easier 
to access in Web bro~vsers, don't use spaces in the tree name. Some brows- 
ers don't undersrand spaces. and users may l ~ ~ v e  to type the escape code O / 0 2 0  
instead of a space. 

5. Click OK. To make the newr tree available for use, create a public folder store 
that uses the tree. See the section of Chapter 8 entitled "Creating Public Folder 
Stores." 

Once you've created :L public folder tree and added it to a public folder store, 
authorized users can create subfolders within the tree that can be used to meet 
different collaboration requirements. These additional folders can contain other 
folders, items, and messages. 

Designating Users Who Can Make Changes to Public 
Folder Trees 
By default, all users can create folders in the public folder tree. To change these 
security settings and allotv only specific users or groups to make changes, you'll 
need to perform the following tasks: 

I .  Use the procedures outlined in the section of Chapter 6 entitled "Setting 
Exchange Semer Pertnissions" to designate users and groups who can 

Create public folders 

Create top-level public folders 

Create named properties in the Information Store 

2.  Remove security perrnissions for the group Everyone. 

3. Confirm that the changes are appropriate by testing the security controls 

Renaming, Copying, and Moving Public Folder Trees 
Yo11 can manipulate public folder trees in much the same way that you can 
manipulate other objects. To rename a public folder tree, follomr these steps: 

1. In Sy-stem Manager, right-click the p~tblic folder tree you want to work with. 

2. Select Rename, type a new name, and then press Ehleii. 

3. If the tree is associated with a public folder store. Exchange Sener needs to 
update all references to the tree. Click 17es when prompted to allow the update 
to occur. 
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To copy a public folder tree, follow these steps: 

1. In System Manager, right-click the public folder tree you want to work with, 
and then select Copy. 

2. In the administrative group node in which you want to create tlie tree, right- 
click Folders. and then select Paste. 

3. You'll see a prompt that says the tree isn't unique within the Exchange orga- 
nization. Click OK. 

4. Type a new name for the tree, and then cliclc OK. Exchange Server creates 
the new tree. 

To move a public folder tree, follow these steps: 

1. In System Manager, right-click the public folder tree you want to work with. 
and then select Cut. 

2. Expand a different administrative group. Right-click Folders in this group. and 
then select Paste. 

3. Moving the tree changes the directorp path to the tree and as a result, the tree 
may become disconnected from the store it's associated with. When you click 
on it in System Manager, you'll see an error stating that the tree is no longer 
available. 

4.  To reconnect the tree with its store, right-click the tree, and then select Con- 
nect To. In the Select A Public Store dialog box, select the store that the tree 
should be connected to, and then click OK. 

Deleting Public Folder Trees and Their Containers 
You can delete public folder trees only when they contain no other objects and 
aren't associated with a public folder store. So before you try to delete a public 
folder tree, you must delete the other objects it contains as well as the public folder 
store in which it's placed. Afterward, you can delete the tree in System Manager 
by right-clicking it; and then selecting Delete. When prompted, confirm the 
deletion by clicking Yes. 

Similarly, you can delete public folder containers only when they contain no other 
objects. Once you empty the container. you delete the container in System Man- 
ager by right-clicking it, and then selecting Delete. %'hen prompted, confirm the 
deletion by clicking Yes. 

Caution You can't recover a public folder tree or container once it has 
been deleted. You can, however, restore the tree or container from 
backup. To do this, you'll need to restore the administrative group where 
the tree or container was created (which may overwrite changes to  other 
items in the administrative group). See Chapter 10 for more information. 
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Creating and Adding Items to Public 
Folders 
The following sections examine techniques you can use to create public folders 
within public folder trees. Keep in mind that while the Public Folders tree is 
accessible to hlAPI clients. Windows applications, and Web browsers, other trees 
have limited accessibility. 

Creating Public Folders in System Manager 
Adnrinistrators can create public folders within public folder trees in several ways. 
One key ~vay is to create the necessary folders in System Manager. To do that, 
complete the following steps: 

3 .  Start System Manager. If administrative groups are enableti, expand Admin- 
istrative Groups. and then expand the group you want to work with. 

2.  Expand Folders. Right-click the public folder tree in wliich you want to cre- 
ate the public folder, point to Xew, and then click Public Folder. You'll see 
a Properties dialog box. 

3. Type a name for the public folder in the Name field. and then enter a de- 
scription in the Public Folder Description field. The name you specify is used 
to set the e-mail address for the public folder. You can use the e-mail address 
to submit messages to the public folder. 

.i. Click the Replication tab, as shown in Figure 9-2. Tlle Replicate Content To 
These Public Stores field lists the default public store for the public folder tree. 
To replicate the folder to other servers in the Exchange organization, click 
Add. select an additional public folder store to use, and then click OK. Re- 
peat this process for other servers that should have replicas. 

5. lirplication rnessage priority determines how items placed in folders are rep- 
licated. The available priorities are 

Urgent Messages in folders with Urgent priority are replicated be- 
fore messages with other priorities, which can reduce delays in 
updating folders. Use this priority setting judiciously. Too many fold- 
ers with urgent priority can degrade pesfostnance in the Exchange 
organization. 

-- Normal Messages in folders with Normal priority are sent before 
messages with Not Urgent priority. This is the default replication 
priority. 

* Not Urgent blessages in folders with this priority are sent after mes- 
sages with higher priority. Use this priority when items have low 
importance. 
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Figure 9-2. To ensz~re that the folder is high& atjailable, use the Replication 
tab to co?qzgure folder replication. 

6. In the Limits tab, select Use Public Store Defaults in each instance or enter 
specific defaults as described in the section of this chapter entitled "Setting 
Limits on Individual Folders.'' 

7. Click OK. Complete, as necessary, the folloa~ing tasks as explained in the 
section of this chapter entitled "Managing Public Folder Settings": 

* Set folder, message, and Active Directory rights 

Designate public folder adnlinistrators 

Propagate public folder settings 

Creating Public Folders in Microsoft Outlook 
Both adminisrrators and authorized users can create public folders in Outlook. 
To do this, complete the following steps: 

1. Start Outlook 2000. If the Folder List isn't displayed, click View, and then select 
Folder List. 

2. Expand Public Folders in the Folder List, and then right-click All Public Folders 
or the top-level folder in which you want to place the public folder. 

3. Select New: Folder. You'll see the Create New Folder dialog box. 

4. Enter a name for the public folder, and then use the Folder Contains drop- 
down list to choose the type of item you want to place in the folder. 
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5. Click OK.  Complete, as necessary, the following tasks as explained in the 
section of this chapter entitled ',Managing Public Folder Settings": - Control replication and set messaging limits 

Set client permissions and Active Directory rights 

Designate public folder administrators 

* Propagate public folder settings 

Creating Public Folders in Internet Explorer 
If a public folder tree is configured for Web sharing, administrators and autho- 
rized users can create public folders through Internet Explorer. To do this, fol- 
low these steps: 

1 In the Address field of Internet Explorer 5.0 or later, type the URL of the public 
folder tree, such as http://mymailsewer/public. 

2 I f  prompted, type your network user name and passaorcl Then click OK 

3. As shown in Figure 9-3, you should see a folder view in the t)romrser win- 
d o n .  Right-click Public Folders or the top-level folder in which you want to 
place the public folcler. 

3. Select New Folder. You'll see the Create New Folder-Web Page dialog box. 

Figure 9-3. b e t  can use Juternel Explorer to accebspz~blzc folders through 
Ozttlook Web Atces~ YOLI 11 find detazls on thzs feature zn Chapter 13  



Chapter 9 Using and Replicating Public Folders 1 191 

5. Enter a name for the public folder, and then use the Folder Contains drop- 
down list to choose the type of item you want to place in the folder. 

6. Click OK. Complete, as necessary. the following tasks as explained in the 
section of this chapter entitled "Managing Public Foldrr Settings": 

Control replication and set messaging limits 

Set client permissions and Active Directory rights 

* Designate public folder administrators 

* Propagate public folder settings 

Adding Items to Public Folders 
Authorized users can post items to public folders tlirougll any co~r~pliant appli- 
cation. Let's briefly look at how you could use Outlook 2000, Internet Explorer, 
and plain old e-mail to perform this task. 

In Outlook 2000 authorized users can pod items to public folders by complet- 
ing these steps. 

1. Start Outlook 2000. If the Folder List isn't displayed, click View, and then select 
Folder List. 

2. Expand Public Folders in the Folder List, and then select the folder you want 
to use. 

3. Click New or press C.~KL+SHIFT+S. Notice that when a public folder is selected, 
the New button automatically changes to public folder post mode. 

4. Type a subject for the message, and then type your message text. Add any 
necessary attachments. 

5 .  Click Post. 

In Internet Explorer, authorized users can post items to public folders by com- 
pleting the following steps: 

1. In the Address field of Internet Explorer 5.0 or later, type the URL of the public 
folder tree, such as http://mymailsewer/pubUc. 

2. If prompted, type your network user name and password. Then click OK. 

3. In the Folders view, select the folder you want to use. and then click New. 

4. Type a subject for the message, and then type your message text. Add any 
necessary attachments. 

5. Click Post. 

All public folders are mall-enabled by default. Mail-enabling allows authorized 
users to submit items using standard e-mail Simply address an e-mail to the public 
folder and the message will be received as a posting. The default e-mail address 
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is the same as the folder name (with any spaces or special characters removed). 
Adlninistrators can check the e-mail address for a public folder by completing 
the fo!lomring steps: 

1. Start System Manager. If administrative groups are enabled, expand Admin- 
istrative Groups, and then expand the group you want to work with. 

2. Expand Folders, and then expand the public folder tree that contains the 
public folder you want to examine. 

3. Right-click the public folder, and then select Propeities. You'll see a Proper- 
ties dialog box. 

4.  The folder's e-mail addresses are displayed in the E-mail Addresses tab. Note 
the ShITP (Simple Mail Transfer Protocol) address, because this is the one most 
e-mail clients will use. 

Managing Public Folder Settings 
You sllould actively manage public folders. If you don't, you won't get optimal 
performance, and users may encounter problems when reading from or posting 
to the folders. Each folder in a public folder tree has its own settings and each 
time a folder is created you should review and modify the following settings: 

Replication options 

Messaging limits 
Client pernlissions 

Active Directory rights 

You may also want to designate folder administrators and propagate the changes 
you've made. This section of the chapter explains these and other public folder 
administration tasks. 

Controlling Folder Replication 
Each folder in a public folder tree has its own replication settings. By default, the 
content of a public folder is replicated only to the default public store for the tree. 
Tiou can replicate the folder to additional public stores by follon~ing these steps: 

1. Start System Manager. If administrative groups are enabled, expand Admin- 
istrative Groups, and then expand the group you want to work with. 

2 Expand Folders, and then expand the pubhc folder tree that contains the 
publlc folder you want to replicate 

3. Right-click the public folder. and then select Properties. 

4. Click the Replication tab. The Replicate Content To These Public Stores field 
shows where replicas of the folders are currently being created. 

5. To replicate the folder to other servers in the Exchange organization, click 
Add, select an additional public folder store to use, and then click OK. Re- 
peat this step for other senlers that should have replicas. 
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6. The replication inten-al determines when changes to public folders are rep- 
licated. Use the Public Folder Replication Interval selection menu to choose 
a replication time. You can use a c:ustom schedule by selecting Use Custom 
Schedule, clicking Customize, and then creating your custom schedule. You 
can use the public store's settings by selecting Use Public Store Schedule. 

7. The replication priority determines how items placed in folders are replicated. 
The available priorities are Urgent, Normal, and Not Urgent. Messages 
in folders with a higher priority are replicated before messages in other folders. 

8. Click OK. 

Tip In most cases, you'll want to use the normal priority, which IS the 
default. However, ~f a folder contains Items that need to be replicated 
quickly throughout the organization, you may want to use the Urgent 
priority setting. Watch out though-too many folders wlth urgent prior- 
ity can degrade performance in the Exchange organization. 

Setting Limits on Individual Folders 
In most cases you'll want to set storage limits and deleted item retention on  a 
per store basis rather than on individual folders. If this is the case, see the sec- 
tion of Chapter 8 entitled "Setting Pul~lic Store Limits." On the other hand, if you 
want to set a limit on an individual folder, follom~ these steps: 

1. Start System Manager. If administrative groups are enabled, expand Adniin- 
istrative Groups, and then expand the group you want to work with. 

2. Expand Folders, and then expand the public folder tree that contains the 
public folder you want to replicate. 

3. Right-click the public folder, and then select Properties. 

4 Click the Limits tab. If you want to set storage limits on the folder, clear the 
Use Public Store Defaults check box in the Storage Limits panel, and then 
configure these options: 

* Issue Warning At (KB) Sets the size, in kilobytes, of the data that 
a user can post to the public folder before a warning is issued to the 
user. The warning tells the user to clean out the public folder. 

* Prohibit Post At (KB) Sets the maximum size, in kilobytes, of the 
data that the user can post to the public folder. The restriction ends 
when the total size of the user's data is under the limit. + Maximum Item Size (KB) Sets the maximum size, in kilobytes, 
for postings to the public folder. 

5. If you want to set deleted item retention separately for the folder, clear the 
Use Public Store Defaults check box in the Deletion Settings panel, and then 
use Keep Deleted Items For (Days) to set the number of days to retain de- 
leted items. An average retention period is 14 days. If you set the retention 
period to 0,  deleted postings aren't retained and you can't recover them. 
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6. If you want to set age limits separately for the folder, clear the Use Public Store 
llefaults check box in the Age Limits panel, and then use Age Limit For Rep- 
licas (Days) to set the number of days to retain postings distributed to other 
servers. 

7. Click OK. 

Setting Client Permissions 
You use client permissions to specify users who can access a particular public 
folder. By default, all users (including those accessing the folder anonymously 
over the Web) have permission to access the folder and read its contents. Users 
who log on to the network or to Outlook Web Access have additional permis- 
sions. These permissions allow them to create subfolders, to create items in the 
folder, to read items in the folder, and to edit and delete items they've created. 

To change permissions for anonymous and authenticated users, you need to set 
a new role for the special users Anonymous and Default, respectively. Initially, 
anonymous users have the role of Contributor and authenticated users have the 
role of Publishing Author. These and other client permission roles are defined 
as follows: 

Owner Grants all permissions in the folder. Users with this role can cre- 
ate, read. modify, and delete all items in the folder. They can create subfolders 
and can change permission 011 folders as well. 

Publishing Editor Grants permission to create, read, modify. and delete 
all items in the folder. Users with this role can create subfolders as well. 

Editor Grants permission to create, read, modify, and delete all items in the 
folder. 

Publishing Author Grants permission to create and read items in the folder, 
to modify and delete items the user created, and to create subfolders. 

Author Grants permission to create and read items in the folder as well as 
to modify and delete items that the user created. 

Nonediting Author Grants permission to create and read items in the folder. 

Reviewer Grants read-only permission 

Contributor Grants permission to create items but not to view the contents 
of the folder 

None Grants no permission in the folder. 

To set new roles for users or to modify existing client permissions, complete the 
following steps: 

1. Start System Manager. If administrative groups are enabled, expand Admin- 
istrativr Groups, and then expand the group you want to work with. 

2. Expand Folders, and then expand the public folder tree that contains the 
public folder you want to replicate. 

3. Right-click the puhlic folder, and then select Properties. 
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4 .  On the Permissions tab, click Client Permissions. You'll see tlre Client Pei.- 
missions dialog box shown in Figure 9-4. 

Figure 9-4. Use the Clze~zt Perinzsszons dza1o.g box to setpermzsszons for users 
arzd therz assign a role to each user The role controls the actzons the user caiz 
perforwz 

5. The Name and Role lists displaj- account names and their permissions on the 
folder. If you want to grant users permissions that are different from the default 
permission, click Add. 

6. In the Add Users dialog box. select the name of a user who needs access to 
the mailbox. Then click Add to put the name on the Add Users list. Repeat 
this step as necessav for other users. Click OK when you're finished. 

7. In the Name aild Role lists, select one or more users whose permissions you 
want to modify. Then use the Roles selection list to assign a role or select 
individual permission items. 

8 ,  When you're finished granting permissions, click OK. 

Setting Active Directory Rights and Designating 
Administrators 
Client permissions allow users to manip~ilate folder contents, but they don't let 
users manage the permissions on the folder itself. Only administrators can set 
folder permissions and only administrators can modify pilblic folder properties. 
If you want other users to be able to set permissions, grant the users directory 
rights to the folder. If y ~ u  want users to be able to administer a public folder as 
well. grant them administrative rights to the folder. 
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To set a folder's directory and administrative rights, follow these steps: 

I.  Start System Manager. If administrative groups are enabled, expand Admin- 
istrative Groups, and then expand the group you want to work with 

2. Expand Folders, and then expand the public folder tree that contains the 
public folder you want to replicate. 

3. Right-click the public folder, and then select Properties. 

4. On the Pernlissions tab, click Directory Rights, and then use the Permissions 
dialog box to set the folder's Active Directory permissions as described in the 
section of Chapter 6 entitled "Controlling Exchange Server Administration and 
Usage." 

5. When you're finished setting directory rights, click Administrative Rights on 
the Permissions tab. Then use the Permissions dialog box to grant or deny 
administrative privileges. 

6. Click OK when you're finished mociifying the folder's rights. 

Propagating Public Folder Settings 
Any property changes you make to public folders aren't auton~atically applied 
to subfolders. You can, however, manually propagate setting changes if you need 
to. To do this, follow these steps: 

1. Right-click the public folder whose settings you want to propagate to 
subfolders, point to All Tasks, and then click Propagate Settings. 

2. You'll see the Propagate Folder Settings dialog box shown in Figure 9-5. Select 
the type of settings you want to propagate, and then click OK. 

3. Exchange Sewer performs any necessary preparatory tasks, and then propa- 
gates the settings you've designated. 

Viewing and Changing Address Settings for Public 
Folders 
All public folders are mail-enabled by default and have the following character- 
istics that you can access in the folder's Properties dialog box: 

An address list name Set by default to be same as the folder name but not 
displayed in the Global Address List. You can set a new name with the Use 
This Name field found on the General tab. You can reveal the folder in the 
address list by clearing Hide From Exchange Address Lists on the Exchange 
Advanced tab. 

An Exchange Server alias Set by default to the name of the public folder. 
You can view and change it by using the Alias field on the Exchange Gen- 
eral tab. 

One or more e-mail addresses Set by default for SMTP and X.400. View- 
able and changeable in the E-mail Addresses tab. 
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Select the property d this foldei to apply to d sub-folders. 

Ptopedss. 

Age limits 

Deleted ~iern ietentior~ !me 

Folder ights 
keep per user readiunread siaie 

Mail enabled 
Repl~cas 
Heplicat~on rnessage prior~ty 

Repl~catiori schedule 
Sholn In address book 

Storage 11n11ts 

Figure 9-5. The Propagate Folder Settrngs dzalog bo.rgzz/es~'ozc cofnplete cotz- 
trol ouer the settzngs that arepropagated to subfolders Be sure to conszdel- the 
z~npact of your changes before clzcking OK 

A display name Not set by defzault, but you can configure it by using the 
Sitrlple Display- Name field on the Exchange Advanced tab. 

Delivery options Set by clicking the Delivery Options button on the Ex- 
change General tab. Delivery options are covered in the sections of Chapter 
4 entitled "Allowing Others to Access a Mailbox" and .'Forwarding E-Mail to 
a New Address." 

Manipulating, Renaming, and Recovering Public 
Folders 
Because public folders are stored as objects in Active Directory, you can manipu- 
late the folders using standard techniques, such as cut, copy, and paste. Follow 
the procedures outlined in this section to manipulate, rename, and recover pub- 
lic folders. 

Renaming Public Folders 
To rename a public folder, follow these steps: 

1. In System Manager. right-click the public folder you want to rename 

2. Select Rename. type a new name. and then press ENTER. 
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Copying and Moving Public Folders 
You can copy and move public folders only within the same public folder tree. 
You can't copy or move a public folder to a different tree. 

To create a copy of a public folder, follow these steps: 

1. In System hlanager, right-click the public folder you want to work with, and 
then select Copy. 

2. Right-click the fblder into which you want to copy the folder, and then se- 
lect Paste. 

To move a public folder to a new location in the same tree, follow these steps: 

1. In System Manager, right-click the public folder you want to work with, and 
then select Cut. 

2. Right-click the folder into which you want to move the folder, and then se- 
lect Paste. 

Deleting Public Folders 
When you delete a public folder, you remove its contents, any subfolders it con- 
tains, and the contents of its subfolders. Before you delete a folder, however, you 
should ensure that any existing data the folder contains is no longer needed and 
make a backup of the folder contents just in case. 

You delete public folders and their subfolders by completing the following steps: 

1. In System Manager, right-click the public folder you want to remove, and then 
select Ilelete. 

2. You'll be aslied to confirm the action. Click Yes. 

Recovering Public Folders 
You can recover deleted folders from public folder stores, provided you've set a 
deleted item retention period for the public folder store from which the folders 
were deleted and the retention period for this data store hasn't expired. If both 
c ~ f  these are the case, you can recover deleted folders by completing the follow- 
ing steps: 

1. I.og on to the domain using an account with administrative privileges in the 
domain or with an account with full control over the public folders you need 
to recover. 

2. After starting Outlook 2000, access the Public Folders node, and then select 
the All Public Folders node or the node that contained the public folders. 

3 From the Tools menu, select Recover Deleted Items You should now see the 
Recover Deleted Items From dialog box 

4 Select the folderis) you want to recover, and then click Recover Selected Items 
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5. Each top-level folder restored by the recovery operation has "(Recovered)" 
appended to the folder name. After you verify the contents of the folder, you 
can conlplete the recovery operation by 

- Restoring the original folder name Right-click the folder, select 
Rename. type a new name, and then press E~?.PK.  

- Restoring the folder's e-mail addresses Right-c!ick the folder. 
and then select Properties. In the Properties dialog box, click the 
E-mail L%:idressrs ~ a b .  Edit each e-nxii! address so that it's restored 
to its original value. 

Working with Public Folder Replicas 
Public folder replicas are copies of public folders tlut have been created through 
replication. You can use the replicas to check the status of replication and to 
perform other basic replication tasks. 

Adding and Removing Replicas 
To create replicas on other Exchange sen-ers, follow the steps listed in the sec- 
tion of this chapter entitled  controlling Folder Replication." Later. if you want 
to remove a replica of  the folder, follo\v these steps: 

1. In System hlanager. right-click the public folder you want to work with, and 
then select Propelties. 

2. Click the Replication tab. The Replicate Content To These Public Stores field 
shonrs where replicas of the folders are currently being created. To stop rep- 
lication to a public folder store. select the store. and then click Remove. 

Viewing Public Folder Instances 
The information store tracks all instances of a public folder. By examining these 
instances. you can find information about public folders, including their size and 
the deletion information. 

To view public folder instances. fc~llow these steps: 

1. In System Manager, select the Exchange 2000 sen-er you want to manage, and 
then click the plus sign (+) next to the storage group you want to work m-ith. 

2. You should see a list of available data stores. Click the plus sign (+'J next to 
the public folder store you want to examine. and then select Public Folder 

' 

Instances. 

3. As Figure 9-6 shows. information about all public folder instances in the store 
is displayed in the Details pane. The default view provides basic logon in- 
formation about the folder instance, with the most important information 
being the folder size ancl the Removed Older Than time stamp. 
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Vlewing and Setting Replica Properties 
The age limit is the key property that affects public folder replicas. The age limit 
determines when (if ever) the replica is deleted. By default, there's no age limit 
on replicas and they're maintained as long as the folder is being copied. If you 
set an age limit, the replica is deleted if it isn't updated by the time the replica 
expires. 

You can view and set the age limit for a replica by completing these steps: 

1. In System Manager, select the Exchange 2000 server you want to manage, and 
then click the plus sign (+) next to the storage group you want to work with. 

2. You should see a list of available data stores. Click the plus sign (+I  next to 
the public folder store you want to examine, and then select Public Folder 
Instances. 

3. Replicas are shown in the Details pane. Right-click the replica you want to 
examine, and then select Replica Properties. 

4. The Properties dialog box displays any applicable age limits. If you want to 
set an age limit, select Age Limit Of This Folder On This Public Store (Days), 
and then enter the age limit in days. 

5 .  Click OK. 
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Checking Replication Status 
The replication status is the best way to keep track of public folder replication. 
and you'll want to periodically check the status of replication on each public folder 
store. To do this. access the public folder store in System Manager. and then click 
Replication Status. In the Iletails pane. you'll see the following colun~ns: 

Name The name of the affected public folder store 

Last Received Time The time the last replica was received 

Number Of Replicas The number of replicas received 

Replication Status The status of the replication, either completed or failed 

Another way to check replication status is to examine replication for individual 
public folders. Through this process, you can confirm that an individual folder 
was replicated and check the average amount of time it took to complete the 
replication. 

To check replication status for an individual public folder. complete the follow- 
ing steps: 

1. In System Manager, right-click the public folder you want to work with, and 
then select Properties. 

2. Click the Details button on the Replication tab. You should now see the 
detailed replication status of the folder. 





Chapter 10 

Backing Up and Restoring 
Microsoft Exchange 2000 - 

Server 

Microsoft Exchange 2000 Server is critically important to your organization. If a 
server crashes, you are faced with the possibiliy of every user on that server losing 
days, weeks. or even months of work. To protect Exchange Server and your users' 
data. you need to implement a backup and recovery plan. Backing up  Exchange 
Server can protect against database corruption, hardware failures, accidental loss 
of user messages. and even natural disasters. As an administrator, it's your job 
to make sure that backups are perfornled and that backup media is stored in a 
secure location. 

Understanding the Essentials of Exchange 
Server Backup and Recovery 
Backing up and recovering Exchange data is a bit different than backing up other 
types of data. This is primarily because Exchange 2000 Sener has different units 
of backup and recovery than Microsoft Windows 2000. You not only work with 
files and drives, you also work with the information store and the data structures 
it contains. As you know from previous chapters, the information store can con- 
tain one or more storage groups and in turn, each storage group can contain one 
or more databases. 

Backing Up Exchange Server: The Basics 
To create a complete backup of an Exchange 2000 server, you must back up the 
following: 

Exchange configuration data, which includes the configuration settings for 
the Exchange organization. You take configuration settings from the Exchange 
directory database (DIR.EDB), Active Directory directory sen-ice. the Windows 
registry, and the Key kkanagement Service database (if installed). Configura- 
tion data doesn't include any user data. 
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Exchange user data. which includes Exchange n~ailbox store databases, public 
folder store databases, and transaction logs. If you want to he able to recover 
mailbox and public folder stores. you must back up this data. User data doesn't 
contain Exchange configuration settings. 

State data for the operating system. which includes essential system files 
needed to recover the local system. All computers have system state data, 
which you must back up  in addition to other files in order to restore a com- 
plete working system. 

Folders and drives that conrain Windows 2000 and Exchange files. Normally, 
this means hacking up the root dril~es C : \  and hl:  1. n,hich are the special 
partitions for Exchange Server. 

Stor:rge groups and databases are the units of hackup and recovery for the in- 
formation store. Storage groups are the srnallest units of backup. ancl databases 
are the sn~allest units of recovery. This means you have the following backup and 
recoi el-)- options for the information store: 

I3ackup Options 

You can back up individual storage groups. 

You can hack up sets o f  storage groups. 

\iou can back up the entire information store 

Recovery Options 

You can rccoxrer individual clatabases. 

You can rrc(xrer groups of  databases. 

You cnn recover indi\ridual storage groups. 

You can recover sets of storage groups. 

\i)u can recol.er the entire information store. 

Tlie ability to reco\.er an indi~~idual database is a great improvement cmer previ- 
ous \,er.iions of Exchange Sewer, and there are some fundanlental issues you 
Ilc~ulcl know t~eforr you try to recover individual databases. These issues per- 
tain to transactions, tmnsactions logs, and transaction logging modes. 

Ixchange Server uses transactions to control database changes. You can think 
01' a transaction as a logical unit of work ttrat contains one or more operations 
tllat affect the information store. If all the operations in a transaction are success- 
fully exrcuted. Excl~ange Senrer marks tlre transaction as  successful and perma- 
nently commits the changes. If one or more of the operations in a transaction fails 
t o  complete. Exchange Senrer marks the transaction as failed ancl removes any 
clianges that the transaction created. The process of removing changes is referred 
to 3s u) l l i~zg hack the transaction. 

Transaction logs are units of storage for transactions. Exchange Server writes each 
tr:~nsaction to a log file and maintains the log files according to the logging mode. 
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Exchange Server has two logging modes: 

Standard With standard logging, Exchange Server reserves 5 MB of disk 
space for the active transaction log. Transactions are committed or rolled back 
based on success or failure. Once the contents of the log reaches 5 MB, 
Exchange Server creates a new log file. Because the transaction logs are 
maintained until the next f~111 backup, you can recover Exchange Server to 
the last transaction. 

* Circular Ciiciilar logging wijrks much !ike standard logging with one key 
distinction: Exchange Server overwrites transaction log files after the data they 
contain has been committed to the database. Overwriting old transactions 
reduces Exchange's disk space requjrements. However. without the old trans- 
actions, you can't recover Exchange Server up to the last transaction. You can 
recover Exchange Server only up to the last full backup. 

Note The active transaction log is named E##.LOG where ## is the 
unique identifier for the storage group. Additional transaction logs are 
named E######.LOG, where ###### is a numerical value that in- 
creases for each new logflle, such as EOOOOOl.LOG, E000002.LOG, and 
E000003,LOG for logs associated with the first storage group and 
E010001.LOG, E010002.LOG, and E010003.LOG for logs associated 
with the second storage group. 

Formulating an Exchange Server Backup 
and Recovery Plan 
Creating a backup and recovery plan for Exchange 2000 Server requires fore- 
thought on your part. You need to plan 

The number of Exchange servers to use in your organization. Do you need 
multiple senTers to ensure high availability? Do you need multiple servers to 
improve performance? Do you need multiple servers because the organiza- 
tion spans several geographic areas? 

The number of storage groups for each Exchange server, as well as how the 
groups are organized. Do you create storage groups for each department or 
division in the organization? Do you create storage groups for different busi- 
ness functions? Do you create separate storage groups for public folders and 
other types of data? 

The number and type of databases (data stores) for each storage group. Do 
you create separate data stores for different departments, divisions, and busi- 
ness functions? Do you create separate data stores for different types of public 
folder data? 

Once you've planned the Exchange organization, you can create a backup and 
recoveT plan to support that organization. You'll need to figure out what data 



206 1 Part Ill Microsoft Exchange 2000 Server Data Store Administration 

needs to be backed up, how often the data should be backed up, and more. To 
help you create a plan, consider the following: 

How important is the mailbox or public folder store you're backing 
up? The importance of the data can go a long way in helping you deter- 
mine arl-ien and how the data store should be backed up. For critical data, 
such as a department's mailbox store, you'll want to have redundant backup 
sets that extend back for several backup periods. For less important data, such 
as public folders for newsgroups, you won't need such an elaborate backup 
plan. but you'll need to back up the data regularly and ensure that you can 
recover the data easily. 

How quickly do you need to recover the data? Time is an important fac- 
tor in creating a backup plan. You may need to get critical data, such as the 
primary mailbox store, back online swiftly. To do this, you may need to al- 
ter your hackup plan. For example, j7ou may need to create multiple mail- 
box stores and place those mailbox stores in different storage groups on 
different servers. You could then recover individual databases, individual 
storage groups, or individual senrers as the condition warrants. 

Do you have the equipment to perform backups? If you don't have 
backup hardware, you can't perform backups. To perform timely backups, 
you may need several backup devices and several sets of backup media. 
Backup hardware includes tape drives, optical drives, and removable disk 
drives. Generally, tape drives are less expensive but slower than other types 
of drives. 

Who will be responsible for the backup and recovery plan? Ideally, 
someone should be the primary contact for the Exchange backup and recov- 
ery plan. This person may also be responsible for performing the actual 
backup and recovery of Exchange Server. 

What is the best time to schedule backups? Scheduling backups when 
systeni use is as low as possible will speed the backup process. However, 
t~ecause you can't always schedule backups for off-peak hours. you'll need 
to carefully plan when data is backed up. 

Do you need to store backups off-site? Storing copies of backup tapes 
off-site is essential to recovering Exchange Sen7er in the case of a natural di- 
saster. In your off-site storage location, you should also include copies of all 
the software you may need to recover Exchange Server. 

Choosing Backup Options 
As you'll find when you work wlth data backup and recovery, there are many 
techniques tor backlng up data The techniques you use wlll depend on the type 
of data you're backlng up, how convenient you want the recovery process to be, 
and more 
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You can perform backups online (with Exchange services running) or offline (with 
Exchange services stopped). With online backups, you can archive 

Exchange configuration data 

Exchange user data 

System state 
Files and folders that conrain Windows 2000 and Exchange files 

With offiine backups, yuu can't archive Excliange configuration or user data. This 
means that you can only archive 

System state 
Files and folders that contain W~ndows 2000 and Exchange files 

The basic types of backups you'll want to perform with Exchange Server are 

NormaVfull backups Racks up all Exchange data that has been selected. 
including the related data stores and the current transaction logs. A normal 
backup tells Exchange Server you've performed a complete backup, which 
allows Exchange Sewer to clear out the transaction logs. 

Copy backups Backs up all Exchange data that has been selected. including 
the related data stores and the current transaction logs. Unlike a normal 
backup, a copy backup doesn't tell Exchange Server you've performed a 
complete backup and, as a result. the log files aren't cleared. This allows you 
to perform other types of Exchange backups later. 

Differential backups Designed to create backup copies of all data that has 
changed since the last normal backup. Only transaction log files are backed 
up and not the actual data stores. The log files aren't cleared. To recover 
Exchange Server, you must apply the most recent normal backup and the most 
recent differential backup. 

Incremental backups Designed to create backups of data that has changed 
since the most recent normal or incremental backup. Only transaction log files 
are backed up and not the actual data stores. The log files are cleared once 
the incremental backup is completed. To recover Exchange Server, you must 
apply the most recent full backup and then apply each incremental backup 
after the full backup. You must apply transaction logs in order. 

Caution You cannot perform incremental or differential backups with 
circular logging enabled. This is because clrcular logging allows Exchange 
Server to overwrite log files, which makes it impossible to reliably restore 
from the transaction logs. 

In your backup plan you'll probably want to perform full backups on a weekly 
basis and supplement them with nightly differential or incremental backups. You 
may also want to create an extended backup set for monthly and quarterly back- 
ups that are rotated to off-site storage. 
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Backing Up Exchange Server 
7X'indom.s 2000 provides a backup utility, called Backup. for creating backups on 
local and remote systems. Backup has special extensions that allow you to cre- 
ate online backups of Exchange 2000 Server. You use Backup to 

Archive Exchange configuration and user data 

Access media pools reserved for Backup 

Access remote Exchange servers through bIy Network Places 

Create snapshots of the system state for backup and restore 

Schedule backups through the Task Scheduler 

Hecover Exchange configuration and user clata 

X ) u  create backups using the Backup utility's Backup tab or the Backup \Xriz- 
ard. Both technicjues make use of default options set for the Backup utility. You 
can \.ien. or change the default options by clicking Tools and then selecting 
Options. The account you use for backup and restore should be a member of 
110th the Backup Operators and Semer Operators groups. 

Starting the Backup Utility 
\i)u can access the Backup utility in several ways: 

In the Computer Management program under Administrative Tools, expand 
Systein Tools. and then in the console tree click System Infornlation. When 
you click System Information. the Tools menu choice is added to the toolbar. 
Select the Tools menu, choose \X7indows, and then select Backup. 

Select the Start menu, and then select Run. In the Run dialog box, type 
ntbackup, and then click OK.  

Select the Start menu, select I'rograms, select Accessories, select System Tools. 
and then select Backup. 

Backing Up Exchange Server with the Backup Wizard 
The procedures you use to n~ork  with the Backup Wizard are similar to those you 
use to tuck up ckara manually. You can perform backups with Exchange Senrer 
online or offline. For online backups. verifj- that the Exchange System Attendant 
and hlicrosoft Information Store services are running before starting a backup. 
I'or offline hackups. verify that all Exchange services are stopped before perform- 
ing a backup. 

You start and ~vork with the wizard by completing the following steps: 

1. Start Backup using any of the methods listed atlove. In the K'elcome tab, click 
IJackup Wizard. and then click Next. As shoa,n in Figure 10-1, you can now 
select what >.o~t want to back up. 
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Figure 10-1. C'sitrg the Rnckz~p LV'iznrd. specgj: that j8o?,a u w ~ z t  to choose 
the files. 

2. Select Back Up Selected Files, Drives, Or Setn-ork Data and then click Sext. 

3. As shown in Figure 10-2, choose the user data you want to back up. You make 
selections by selecting or clearing the check boxes associated with a particular 
dril-e or folder. When you select a top-lexrel folder. all the subfolders are 
selected. T h e n  you clear a check box for a top-level folder, check boxes for 
the related subfolders are cleared as well. Key backup options for Exchange 
Sen-er are as follows: 

* To create a full backup that includes all Exchange serx-ers in the 
organization, select nlicrosoft Exchange Sel~er .  

To baclc up specific Exchange senrers, expand hlicrosoft Exchange 
Server. and then select the sen7ers you want to back up. 

* To back up all user databases on a specific Exchange sen-er. expand 
Microsoft Exchange Senrer, and then select Information Store. 

* To back up  individual databases on an Exchange sewer, expand 
Microsoft Exchange Server. expand a server, expand Information 
Store, and then select a storage group. 

** To back LIP all databases used by Exchange 5.5 users. expand 
I2licrosoft Exchange Server, and then select Microsoft Site Replication 
Service. 

To back u p  indi~-idual databases used by Exchange 5.5 users, expand 
Microsoft Exchange Serer ,  expand a sen-er. expand hficrosoft Site 
Replication Service, and then select a storage group. 
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Figure 10-2. Choose the Exchange data to back up 

4. If you want to back up configuration data, choose additional items. Key 
options are as follows: - To back up Exchange 2000 Server and Windows 2000 settings, 

select all hard disk drives where Windows 2000 and Exchange Sewer 
are installed. Normally, this means backing up the root drive C:\,, and 
the special partition for Exchange Server, M:Exchange. - To back up the Windows registry and Active Directory settings, 
select System State. System State includes essential system files 
needed to recover the local system. All computers have system state 
data, which you must back up in addition to other files in order to 
restore a complete working system. 

To back up Key Management Services data, expand Microsoft 
Exchange Sewer, expand all servers running this service, and then 
select Key Management Service wherever applicable. You must also 
back up the system state data, which contains public keys for users 
in the organization. 

5. Click Next, and then select the Backup Media Type. Choose File if you want 
to back up to a file. Choose a storage device if you want to back up  files and 
folders to a tape or removable disk. 

6. In Backup Media Or File Name, select the backup file or media you want to 
use. If you're backing up to a file, type a path and file name for the backup 
file or click Browse to find a file. If you're backing up to a tape or remov- 
able disk, choose the tape or disk you want to use. 
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Note When you wr~te backups to a file, the backup file normally has the 
.bkf file extension. You can use another file extension if you want. Note 
also that you use Removable Storage to manage tapes and removable 
dtsks. 

7 .  Click Nexr. Click Adva~ired if pnii want to ol-erride default optisns or schedule 
the backup to be run as a job. Then follow Steps 8-14. Othe~wise, skip to Step 
14. 

8. Select the type of backup to perform. The available types are Normal. Copy, 
Differential. Incremental, and Daily. 

9. You can n o ~ v  set the following options for verification and compression: 

,. Verify Data After Backup Instructs Backup to verify dara after the 
backup procedure is completed. If selected, every file on  the backup 
tape is compared to the original file. Verifying data can protect against 
&,rite errors or failures b u ~  requires inore time than a backup with- 
out verification. 

Use Hardware Compression, If Available Allows Backup to 
compress data as it's written to the storage device. The option is avail- 
able only if the device supports hardware compression and only 
compatible drives can read the compressed information, which ma)- 
mean that only a drive from the same manufacturer can recover the 
data. 

10. Set options for copying data to the designated file, tape, or removable disk. 
To add the backup after existing data, select Append This Backup To The 
Media. To 01-emrrite existing data. select Replace The Data On The Media With 
This Backup. If you're overwriting data, you can specify that only the owner 
and an administrator can access the archive file. You do this by selecting Allow 
Only The Owner And Administrator Access. 

11. Type a backup label and a media label if desired. The backup label applies 
to the current backup only. The media label sets the label for a tape or re- 
movable disk. 

Note The media label IS changed only when you're writ~ng to a blank 
tape or overwriting existing data. 

12. Determine when the backup will run. Select Now to run the backup now or 
select Later to schedule the backup for a specific date. If you want to sched- 
ule the backup for a later date, you will have to enter an account name and 
password to add it to the schedule. This account must have Backup Opera- 
tor privileges or be a member of a group that has Backup Operator privileges. 

13. Type a job name, click Set Schedule, and then set a run schedule 
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14. Click Finish to start the backup. You can cancel the backup by clicking Can- 
cel in the Set Information and Backup Progress dialog boxes. When the 
backup is completed, click Close to complete the process or click Report to 
view the backup log. 

.@ Tip If you don't want to view the backup log now or if you scheduled 
backups for later, you can read the backup log later. Backup logs are 
wrttten as ASCII text files and are stored in %USERPROFILE%\Local 
Settings\MicrosoR\WindowsNT\NTBackup\Data. To find the backup 
log you want to use, check the time/date stamp on the backup log 
file. Backup logs are named in the format BACKUP##.LOG, where 
BACKUPO1.LOG is the inttial log created by Backup. 

Backing Up Exchange Server Manually 
You don't have to use a wizard to back up Exchange 2000 Server. You can con- 
figure backups manually by completing the following steps: 

1. You can perform backups with Exchange Server online or offline, provided 
that you keep in mind the following: 

* You can perform online backups only when key Exchange services 
are running. V e r i ~  that the Exchange System Attendant and Microsoft 
Information Store services are running before starting a backup. 

You can perform offline backups only when all Exchange services 
are stopped. Verify that all Exchange services are stopped before 
starting a backup. 

2 Start Backup, and then cllck the Backup tab, as shown in Figure 10-3. Clear 
any existing selections in the Backup tab by selecting New from the Job menu 
and clicking Yes when prompted. 

3. Choose the items you want to back up. You make selections by selecting or 
clearing the check boxes associated with a particular drive or folder. When 
you select a top-level folder, all the subfolders are selected. When you clear 
a check box for a top-level folder, check boxes for the related subfolders are 
cleared as mrell. Key backup options for Exchange Server are as follows: 

To back up all Exchange servers in the organization, select Microsoft 
Exchange Sewer. 

- To back up specific Exchange servers, expand Microsoft Exchange 
Server, and then select the servers you want to back up. 

* To back up  all user databases on a specific Exchange server, expand 
Microsoft Exchange Server, and then select Information Store. 

To back up  individual storage groups (and their databases), expand 
Microsoft Exchange Server, expand a sewer, expand Information 
Store, and then select a storage group. 
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5. Use the Backup Destination selection list to choose the media type for the 
backup. Choose File if you want to back up to a file. Choose a storage de- 
vice if you want to back up files and folders to a tape or removable disk. 

Note When you write backups to  a file, the backup file normally has the 
.bkf file extension. You can use another file extension if  you want. Note 
also that you use Removable Storage to  manage tapes and removable 
d~sks. 

6. In Backup Media Or File Name, select the backup file or media you want to 
use. If you're backing up to a file, type a path and file name for the backup 
file or click Browse to find a file. If you're backing up to a tape or remov- 
able disk, choose the tape or disk you want to use. 

7. In the Backup tab, click Start Backup. This displays the Backup Job Infor- 
mation dialog box shown in Figure 10-4. You use the options in this dialog 
box as follows: 

Backup Description Sets the backup label, which applies to the 
current backup only 

Append This Backup To The Media Adds the backup after ex- 
isting data 

< Replace The Data On The Media With This Backup Overwrites 
existing data 

If The Media Is Overwritten, Use This Label To Identify The 
Media Sets the media label, which is changed only when you're 
writing to a blank tape or overwriting existing data 

Figure 10-4. 1Jse the BackupJob Informatzon dzalog box to configure backup 
optzons and zlzformatzoiz as necessary, and then clzck Start Backup 
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8 Click Advanced if you want to override the default options. The advanced 
options are 

Backup Data That Is In Remote Storage Archives placeholder 
files for Remote Storage with the backup. This ensures that you can 
recover an entire file system with necessary Remote Storage refer- 
ences in:act. 

Verify Data After Backup Instructs Backup to verify data after the 
backup procedure is conipieied. If selected, e\.ery file on  the backup 
tape is compared to the original file. VeriQing data can protect against 
write errors or failures. 

If Possible, Compress Backup Data To Save Space Allows Backup 
LO compress data as it's written to the storage device. This option is 
available only if the device supports hardyare compression, and only 
compatible drives can read the compressed information, which may 
mean that only a drive from the same manufacturer can recox7er the 
data. 

Automatically Backup System Protected Files With The System 
State Backs up all the system files in the %SysternRootO/b folder, in 
addition to the boot files that are included with the system state data. 

Backup q p e  The type of backup to perform The ax allable types 
are Normal. Copy, Differential. Incremental, and Daily 

9. Click Schedule if you want to schedule the backup for a later date. When 
pronlpted to save the backup settings, click Yes. Nest, type a n a n ~ e  for the 
backup selection script, and then click Save. In the Scheduled Job Options 
dialog box, type a job name, click Propellies, and then set a run schedule. 
Skip the remaining steps: 

Note Backup select ion scr lpts and backup logs are s tored i n  
%USERPROFILE%\LocaI Settings\Microsoft\WindowsNT\NTBackup\Data. 
Backup selection scr~pts are saved with the .bks extension. Backup logs 
are saved with the .log extension. You can view these files with any stan- 
dard text editor, such as Notepad. 

10. Click Finish to start the backup operation. You can cancel the backup by 
clicking Cancel in the Set I~lformation and Backup Progress dialog boxes. 
When the backup is completed, click Close to complete the process or click 
Report to view the backup log. 

Recovering Exchange Server 
With the Windows 2000 Backup utility, you can restore Exchange 2000 Sewer 
using the Restore Wizard or the Restore tab within the Backup program. You can 
perform recovery on individual databases and storage groups or on all databases 
on a particular server. The recovery procedure you use depends on the types of 
backups you have available. 
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If you use normal backups and differential backups, you can recover an Exchange 
2000 database or storage group to the point of failure by completing the follow- 
ing steps: 

1. Restore the most recent normal (full) backup as described in the sections of 
this chapter entitled '.Recovering Exchange Server with the Restore Wizard" 
or  "Recovering Exchange Server hlanually." Don't set the Last Backup Set 
option, and don't mount the database after restore. 

2. Restore the most recent differential backup as described in the sections of this 
chapter entitled "Recovering Exchange Server with the Restore Wizard" or 
"Recovering Exchange Server Manually." Be sure to set the Last Backup Set 
option and mount the database after restore. This starts the log file replay after 
the restore completes. 

3. Check the related mailbox and public folder stores to make sure that the data 
recovery was successful. 

If you use normal backups and incremental backups, you can recover an Ex- 
change 2000 database or storage group to the point of failure by completing the 
following steps: 

1 Restore the most recent normal (full) backup as described in the sections of 
this chapter entitled "Recovering Exchange Server with the Restore Wizard" 
or "Recovering Exchange Server Manually." Don't set the Last Backup Set 
option, and don't mount the database after restore. 

2. Apply each incremental backup in order Restore the first incremental backup 
created after the normal backup, then the second, and so on, as described 
in the sections of this chapter entitled "Recovering Exchange Server with the 
Restore Wizard' or "Recovering Exchange Server Manually." 

3. When restoring the last incremental backup, be sure to aet the Last Backup 
Set option and mount the database after restore. This starts the log file re- 
play after the restore con~pletes 

4. Check the related mailbox and public folder stores to make sure that the data 
recovery was successful. 

Recovering Exchange Server with the 
Restore Wizard 
To recover Exchange 2000 Server with the Restore Wizard, follow these steps: 

1. Restore system and configuration data before restoring the user data by fol- 
lowing these instructions: - When restoring configuration data, stop all services being used by 

Exchange Sewer as well as Internet Information Services (IIS) ser- 
vices-IIS Admin, Network News Transport Protocol (NNTP), Simple 
Mail Transfer Protocol (SMTP), and World Wide Web Publishing 
Service. Exit Exchange System Manager. Restart the Microsoft Ex- 
change Information Store service. 
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When restoring user data, dismount the affected data stores before 
starting the recovery operation. During recovery, Exchange services 
will be stopped temporarily. 

When recovering an entire senrer. make sure that 1-ou restore drives. 
system state data, Exchange configuration data, and Exchange user 
data. 

2. Start Backup. In the Wielcome tab, click Restore Wizard, and then click Next. 
As shown in Figure 10-5, you can now choose tile data you want to restore. 
The left view displays files organized by volume. The right view displays 
media sets. 

* Select the check box next to any dr~ve,  folder, or file that you want 
to restore If the medla set you want to work with Isn't shown, cllck 
Itnport File, and then type the path to the catalog for the backup 

* To restore system state data, select the check box for System State as 
well as boxes for other data you want to restore. If you're restoring 
to the original location, the current System State n~ill be replaced by 
the system state data you're restoring. If you restore to an alternate 
location, only the registry. system volume, and system boot files are 
restored. You can restore system state data only on a local system. 

Tip By default, Active Directory and other replicated data, such as $ 
Sysvol, aren't restored on domain controllers. This informat~on is instead 
replicated to the domain controller after you restart it, whrch prevents 
acc~dentally overwriting essential domain information. 

Figure 10-5. I n  the Restore Wizard, select the Excha?zge data to restore 
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3. Click Next. In the Restore To field, type the name of the computer on which 
you want to restore files, or click Browse to search for the computer. 

4. In Temporary Location For Log And Patch Files, enter the folder path for a 
temporav restore location, such as C:\temp. 

5. If this is the last backup set you need to recover, select Last Backup Set and 
Mount Database After Restore. 

6. If they're available. you can choose to restore security and system files us- 
ing the following options: 

Restore Security Restores security settings for Exchange data, files, 
and folders on NT File System (NTFS) volumes. 

- Restore Removable Storage Database IJ'se this option if you 
archived %SystemRoot%\System32\Ntmsdata and want to restore the 
Removable Storage configuration. Choosing this option will delete 
existing Removable Storage information. - Restore Junction Points, Not The Folder And File Data They 
Reference Restores network drive mappings but doesn't restore the 
actual data to the mapped network drive. Essentially, you're restor- 
ing the folder that references the network drive. 

7. Click Next, and then click Finish. If pt-ompted, type the path and name of the 
backup set to use. You can cancel the backup by clicking Cancel in the 
Operation Status and Restore Progress dialog boxes. 

8. When the restore is completed, click Close t o  complete the process or click 
Report to view a backup log containing information about the restore 
operation. 

Always check the related mailbox and public folder stores to make sure that the 
data recovery was successful 

Recovering Exchange Server Manually 
You don't have to use the Restore Wizard to recover Exchange 2000 Server You 
can recover Excllange data manually by completing the following steps. 

1. Restore system and configuration data before restoring the user data by fol- 
lowing these instructions: 

When restoring configuration data, stop all senices being used by 
Exchange Sewer as well as IIS services (IIS Admin, NNTP. SMTP, and 
UErVCW). Exit Exchange System Manager. Restart the Iblicrosoft Ex- 
change Information Store service. - When restoring user data, dismount the affected data stores before 
starting the recovery operation. During recovery, Exchange services 
will be stopped temporarily. 

%'hen recovering an entire server, make sure that you restore drives, 
system state data. Exchange configuration data, and Exchange user 
data. 
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2. Start Backup, and then click the Restore tab. as shown in Figure 10-6 

Figure 10-6. C3ing the Restore tab, specgy the Exchange data to restore. 

3. Choose the data you want to restore The left view displays files organized 
by volume. The right view displays media sets. 

* Select the check box next to any drive, folder, or file that you want 
to restore. If the media set you want to work with isn't shown, right- 
click File in the left view, select Catalog, then type the name and path 
of the catalog you want to use. 

* To restore system state data, select the check box for System State 
as well as boxes for other data you want to restore. If you're 
restoring to the original location, the current System State will be 
replaced by the system state data you're restoring. If you restore 
to an alternate location, only the registry, Sysvol. and system boot 
files are restored. You can restore system state data only on a 
local system. 

Tip By default, Active Directory and other replicated data, such as .$+ 
Sysvol, aren't restored on domain controllers. Instead, this information 
is repl~cated to the domain controller after you restart it, which prevents 
accidentally overwriting essential domaln information. 
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4. Use the Restore Files To selection list to choose the restore location. The 
optlons are 

* Original Location Restores data to tlie folder or files it was in 
when it was backed up. - Alternate Location Restores data to a folder that you designate, 
preserving the directory structure. After you select this option, enter 
the folder path to use or click Browse to select the folder path. 

Single Folder Restores all files to a single folder without presen7- 
ing the directory structure. After you select this option, enter the 
folder path to use or click Browse to select the folder path. 

5. Specify how you want to restore files. Click Tools, and then select Options. 
This displays the Options dialog box with the Restore folder selected. The 
a\.ailable options are 

Do Not Replace The Files On My Computer (Recommended) 
Select this option if you don't want to copy over existing files. 

Replace The File On Disk Only If The File On Disk Is Older 
Select this option to replace older files on disk with newer files from 
the backup. 

Always Replace The File On My Computer Select this option to 
replace all files on disk with files from the backup. 

6. In the Restore Tab, click Start Restore. This displays the Restoring Database 
Store dialog box. 

7. In the Restore To field. type the name of the computer on which you want 
to restore files, or click Browse to search for the computer. 

8.  In Temporary Location For Log And Patch Files, enter the folder path for a 
temporary restore location, such as C:\temp. 

9. If this is the last backup set yo11 need to recover, select Last Backup Set and 
hlount Database After Restore. 

10. Click OK to start the restore operation. If prompted, enter the path and name 
of the backup set to use. You can cancel the backup by clicking Cancel in 
the Operation Status and Restore Progress dialog boxes. 

11.  \X1hen the restore is completed, click Close to cornplcte the process or click 
Report to view a backup log containing information about tlie restore 
operation. 

Always check the related mailbox and public folder stores to make sure that the 
ciata recovery was successful. 
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Part IV covers advanced tasks for managing and maintaining Microsoft 

Exchange 2000 Server organizations. Chapter 11 provides the essentials 

for managing servers, administrative groups, and routing groups. In this 

chapter you'll also learn how to configure global settings for your organi- 

zation. Chapter 12  explores message routing within your organization. The 

discussion starts with a discussion of the X.400 Message Transfer Agent 

and X.400 stacks and then explains how to install and use connectors 

for routing groups, SMTP, and X.400. Chapter 13  explores ways to con- 

figure SMTP, IMAP4, and POP3 virtual servers. Chapter 1 4  covers 

Microsoft Outlook Web Access and HTTP virtual servers. Finally, Chapter 

15 discusses Exchange Server maintenance, monitoring, and queuing. 





Chapter 11 

Managing Microsoft 
Exchange 2000 Server 
Organizations 

This chapter discusses techniques you'll use to manage Microsoft Exchange 2000 
organizations. Exchange organizations are the root of your Exchange environ- 
ment, and it's at the organization level that you specify global settings and de- 
fine the administrative and routing group structures you want to use. Global 
settings define default message conversion rules and message delivery options 
for all Exchange servers in your organization. Administrative groups define the 
logical structure of your organization; you use them primarily in large Exchange 
installations to sirnplify the management of permissions. Routing groups define 
the connectivity and communication channels for the organization's Exchange 
sewers: you normally use them only when you need to connect branch offices 
or other geographically separated locations. 

Configuring Global Settings for the 
organization 
You use global settings to set basic messaging rules throughout the organization. 
They are ideally suited to environments where you require consistent message 
formatting and delivery options. While global settings are important, you can 
specify many of the same configuration options at other levels in the organiza- 
tion. For example, instead of setting the rules on a global basis, you can set 
messaging rules for servers, data stores, or individual mailboxes. 

It's important to make sure that global settings don't conflict with settings made 
elsewhere in the organization. This is why local settings always override global 
settings. This means you can set global values at the organization level and then 
override those values as necessary 



224 / Part IV Microsoft Exchange 2000 Server and Group Administration 

Setting Internet Message Formats 
Internet message format options allow you to set rules that Simple Mail Transfer 
Protocol (SMTP) servers use to format outgoing messages. By default. when 
Messaging Application Programming Interface (MAPI) clients in the organization 
send messages, the message body is converted from Exchange Rich Text Format 
(K7'E;) to Multipurpose Internet Mail Extensions (MIME) and message attachments 
are identified with a MIME content type that's based on the attachment's file 
extension. You can change this behavior by applying new rules. 

Using SMTP Policies to Apply Formatting 
You enforce message formatting rules through SMTP policies. The default policy 
applies to all outbound mail that isn't subject to another SMTP policy. Other 
policies apply to a specific domain that you designate. 

Assigning Default Message Formats for the Organization You can access and 
modify the default SRITP policy by con~pleting the follonring steps: 

1. Start System Manager, and then double-click Global Settings. 

2. Select Internet Message Formats. In the right pane, you should see a list of 
the currently defined SMTP policies. The domain column specifies the do- 
mains to which the policies apply. 

3. Right-click the policy labeled Default, and then select Properties. You can now 
view or modify the default message formats for the organization. 

r Note If the default policy has been renamed, you can use the value in 
the domain field to determine the global default. An asterisk In the do- 
main column indicates that the policy applies to all domains. 

Assigning Message Formats on a Per Domain Basis Occasionally, you'll need 
to format mail that is bound for another organization in a specific way. To do 
this, you'll need to create an SMTP policy for the domain. You create an SMTP 
policy for a specific domain by completing the following steps: 

1. Start System Manager, and then double-click Global Settings 

2. Right-click Internet Message Formats, point to Sew, and then choose Domain. 
This displays the Properties dialog box shown in Figure 11-1. 

3. In the Mame field, type a descriptive name for the SMTP policy. Then type 
the Doniain Name System (DNS) name o f  the domain to which the policy will 
apply, such as domain.com. 

4. Click the Message Format tab and then set the message encoding and char- 
acter sets you want to use as described in the section of this chapter entitled 
"Setting Message Encoding and Character Set Usage." 

5. Click the Advanced tab and then set advanced formatting options as described 
in the section of this chapter entitled "Managing Rich-'Text Formatting, X'ord 
Wrap. Autoresponses, and Display Names." 
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6 Cl~ck O K  to create the policy The pollcy 15 then applled to all mall belng 
delivered to the designated domain 

Figure 11-1. L'se the Dotnazrz Properties dzalog box to create SMPpoliczes for 
trzdzvzdual domalns 

Changing and Deleting Message Formatting Rules You can change or delete 
message formatting rules at any time. To do this, follow these steps: 

1 Start System Manager, and then double-click Global Settings. 

2 Select Internet Message Formats. In the right pane, you should see a list of 
the currently defined ShfTP policies. The domain column specifies the do- 
mains to which the policies apply. 

3. To edit the formatting rules for a domain, right-click the related policy, and 
then select Properties. You can now modify the message formatting rules for 
this domain. 

4. To delete the formatting rules for a domain, right-click the related policy, and 
then select Delete. When prompted to confirm the deletion, click Yes. 

Setting Message Encoding and Character Set Usage 
Two key aspects of message formatting have to do with encoding and character 
set usage. Message encoding rules determine the formatting for elements in the 
body of outbound messages. Character set usage determines which character sets 
are used for reading and writing messages. If users send messages with text in 
rrlore than one language, the character set that's used determines how the vari- 
ous languages are displayed. 
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To set message encoding and character set usage, follow these steps: 

1. Start System hlanager, and then double-click Global Settings. 

2 Select Internet Message Formats. In the right pane, you should see a list of 
the currently defined SMTP policies. 

3. Right-click the policy you want to edit, and then select Properties. 

4. Choose the Message Format tab, as shown in Figure 11-2. Exchange Server 
can format messages using either UUEncode or MIME. To use UUEncode, 
select UUEncode, and then, if you wish, select Use BinHex For Macintosh to 
deliver messages to Macintosh clients using the native binary encoding for- 
mat. To use MIME, select MIME in the Message Encoding panel, and then 
choose one of the following options: 

* Provide Message Body As  Plain Text  Exchange Server converts 
the message body to text format and any other elements, such as 
graphics, are replaced with textual representations. - Provide Message Body As  HTML Exchange Server converts the 
message body to HTML (HyperText Markup Language). This allows 
compliant client applications to display the message body with graph- 
ics, hypertext links, and other elements. Clients that don't support 
HTML, however, display the actual markup tags mixed in with the 
text, which can make the message difficult to read. 

Both Exchange Server delivers messages with their original format- 
ting, which can be either plain text or HTML. Use this option to al- 
low the sender to choose the message format. 

Note Exchange Server also supports a third message encoding format. 
This format is called Exchange Rich Text Format, and you enable it through 
an advanced configuration setting. Exchange Rich Text Format is dis- 
played only when clients elect to use this format and you've set the Rich- 
text format as Always Use or Determined By Individual User Settings. 

5. Select the character sets to use for MIME and non-MIME messages. The de- 
fault character set is Western European (ISO-8859-1). All text in the affected 
outbound messages will use the character set you specify. 

6.  By default, only MAPI clients, such as Microsoft Outlook 2000, use the en- 
coding and character sets you specify. If you want non-MAP1 clients to use 
these settings as well, select Apply Content Settings To Non-MAP1 Clients. 

7. Click OK to apply the changes. Keep in mind that local settings override global 
settings. 
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Figure 11-2. Use the lZiIessage Format tab to change global defaults for mes- 
sage erzcodlrzg and character set usage. 

Managing Rich-Text Formatting, Word Wrap, Autoresponses, 
and Display Names 
Many advanced options are available for message formatting as well. These 
options control the use of Exchange Rich Text Format, word wrap, autoresponses, 
and display names. 

To set these advanced formatting options. follow these steps: 

1. Start System Manager, and then double-click Global Settings. 

2. Select Internet Message Formats. In the right pane you should see a list of 
the currently defined ShlTP policies. 

3. Right-click the policy you want to edit, and then select Properties. Click the 
Advanced tab, as shown in Figure 11-3. 

4. Exchange Rich-Text format is a preferred text format for older Exchange cli- 
ents. By default, individual user settings are used to determine availability of 
Exchange Rich-Text format. If you want to override this setting, on the Ex- 
change Rich-Text Format panel, select Alnrays Use or Never Use. With Always 
Use, all outbound messages to which this policy applies are formatted in Rich 
Text Format (RTF), provided that you haven't set MIME encoding to HTML 
in the Message Format tab. Wth Never Use, RTF support is disabled, and Ex- 
change Server uses the format you set in the Message Format tab. 
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Figure 11-3. You control nch-text formattzng, zuord ulrap, autoresponses, and 
dzsplay names In the Advanced tab 

5. Text word wrap controls whether long lines of text are reformatted with line 
breaks. By default, individual user settings determine when text word wrap- 
ping occurs and the Never Use option is selected. If you want to enforce text 
word wrapping at a specific character position, select Use At Column, and 
then enter a column number. 

6. Use the options on the Allowed Types panel to enable or disable 
autoresponses. Autoresponses are automatic messages sent in response to an 
inbound message. By default, all autoresponse messages are enabled. These 
messages are: 

Out Of Office Responses Notifies the sender that the recipient is 
out of the office. 

Automatic Replies Notifies the sender that the message was 
received. 

Automatic Forward Allows Exchange Server to forward or deliver 
a duplicate message to a new recipient. 

Allow Delivery Reports Allomrs Exchange Server to return deliv- 
ery confirmation reports to the sender. 

AUow Delivery Reports Allows Exchange Server to return non- 
delivery confirmation reports to the sender. 

Preserve Sender's Display Name On Message Allows both the 
sender's name and e-mail address to appear on outbound e-mail 
messages. 
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7. The final option in the _4dvanced tab controls the use of display names. If 
you want Exchange Server to deliver messages with the display name shown 
in the Address Rook. select Preserve Sender's Display Name On Message. 
Otherwise, clear this check box. and Exchange Server will deliver messages 
using the Exchange alias. 

8 Click OR to apply !he changes. Keep in mind that local settings override global 
settings. 

Associating MIME Types with Extensions 
When Exchange Sewer sends messages to clients outside the organization, mes- 
sage attachments are assigned a content type based on the attachment's file 
extension. This content type tells the client about the contents of the attachment, 
such as whether it's an HThlL document, a Graphics Interchange Format IGIF) 
image, or a Portable Ilocument Format ('P1)F) file. 

You can associate multlple file extensions with a single content type For example, 
the X I I ~ I C  t)pe text html h ~ s  t n o  file extenson mappings b) default These 
mappings are for the file extensions htm and html 

To vlew current MIhlE type-to-file extension mappings. follow these steps 

1. Start System Manager, and then double-click Global Settings 

2 .  Right-click Internet Message Formats, and then choose Properties. This dis- 
plays the Properties dialog box shown in Figure 11-4. 

Figure 11-4. Use the Internet Message Formats Propertzes dzalog box to 
change, odd, or delete IMLWE t@e-to-fil~ pxtenszon mappings 
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To add a new IvlIIZlE type-to-file extension mapping, follow these steps: 

1. Start System Manager, and then double-click Global Settings. 

2. Right-click Internet Message Formats, and then choose Properties. 

3. In the General tab, click Add. 

4 .  In the Type field, type the MIME content type, such as text/html. 
5. In Associated Extension. type the file extension to associate with the content 

type, such as htm. 
6. Click OK in the Add MIME Content Type dialog box. Repeat this procedure 

to add other MIME content type mappings. 

To edit an existing MIME type-to-file extension mapping, follow these steps: 

1. Start System Manager, and then double-click Global Settings 

2. Right-click Internet Message Formats, and then choose Properties 

3. Double-click the hIIME content type mapping you want to change. 

4. Make changes in the MIME Type Properties dialog box, and then click OK. 

To remove a MIME type-to-file extension mapping, follow these steps: 

1. Start System Manager, and then double-click Global Settings 

2. Right-click Internet Message Formats, and then choose Properties 

3. Select the hllME content type mapping you want to delete, and then click 
Remove. When prompted to confirm the deletion, click Yes. 

Setting Message Delivery Options 
Message delivery options allow you to set restrictions and to filter messages sent 
within, and received by. the organization's Exchange servers. You can also use 
message delivery options to set the default SMTP postmaster account. These global 
delivery options apply throughout the organization unless local settings override 
them. 

Setting Default Delivery Restrictions for the Organization 
Deliver). restrictions control the maximum size of messages that can be sent and 
the maximum number of recipients to which a message can be addressed. These 
delivery restrictions are useful whenever you need to closely control the use of 
Exchange Server resources. By restricting message size, you prevent users from 
sending messages that may require excessive processing time when routing within 
the organization. By restricting the number of recipients, you prevent users from 
sending messages that may require hundreds or thousands of individual direc- 
tory lookups and delivery connections. 

To set delivery restrictions, follow these steps: 

1. Start System Manager, and then double-click Global Settings 

2. Right-click Message Delivery, and then choose Properties. 
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3. As shown in Figure 11-5. choose the Defaults tab, and then use these options 
to set delivev restrictions: 

Outgoing Message Size Controls the size of the messages that us- 
ers can send. I3y default, no litnit is set. 'To set a limit, select Maxi- 
mum (KB) and then type a maximum outgoing message size. 

* Incoming Message Size Contrc;!~ the size of the messages that us- 
ers can receive. By default, no limit is set. To set a limit, select Maxi- 
mum (KB), and :hen type a maximum incoming message size. 

- Recipient Limits Controls the number of recipients to which a 
message can be addressed. By default. the limit is set to 5000. To re- 
move the limit, select N o  Limit. To change the limit, select Maximum 
(Recipients), and then type a new recipient limit. 

4. Click O K  to apply the restrictions 

Figure 11-5. Use the Dej%zults tab of the,Message Delivev Properties dialog box 
to control the stze of messages a ~ z d  the total tzumber of recipients. 

Real World A reasonable limit for ~ncoming and outgoing messages is 
7500 KB. A 7500 KB limit allows users to attach fairly large files to 
messages ~f necessary but doesn't allow them to abuse the e-mail sys- 
tem. Most Microsoft PowerPotnt presentations and even application 
executables could be sent with this restriction. Keep in mind, though, 
that the 7500 KB limit applies to the total message size, which includes 
all the overhead needed by Exchange Server to format the message into 
sections for delivery. 
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Setting the Default SMTP Postmaster Account 
When a message can't be delivered in the organization, the sender receives a 
nondelivery report. Nondelivery reports are always sent by the organization's 
postmaster account. This means that the postmaster is listed in the From field of 
all nondelivery messages, and when users reply to a nondelivery message, the 
message is addressed to the postmaster by default. 

The default postmaster is the Exchange Administrator account. To allow users to 
reach an actual person in case of problems, you should set up a separate mail- 
box or designate a postmaster for the organization. 

To set up the postmaster account, follow these steps: 

1. Start Active Directory Users And Computers 

2. Right-click the mail-enabled user account that you would like to be the post- 
master and then select Properties. 

3. Click New on the E-mail Addresses tab. Afterward, in the New E-mail Address 
dialog box, click SMTP Address and then click OK. 

4. In the E-mail Address field, type postmaster@domain.com where 
domain.com is the organization's default domain name. 

5. Click OK, 

Setting Message Filters 
Message filters block users from sending rrlessages to your organization. Message 
filtering is defined globally but enabled individually for SMTP virtual servers. This 
means that you define the filters using global settings and then apply the settings 
to specific SMTP virtual servers in your organization. 

To create or modify a message filter list, follow these steps: 

1. Start System Manager, and then double-click Global Settings 

2. Right-click Message Delivery, and then choose Properties. This displays the 
Message Delivery Properties dialog box shown in Figure 11-6. 

3. The Senders list box in the Filtering tab shows the current filters (if any) 

, Tip Filtering is a useful tool to deter spamrners and others that users 
'" don't want to recelve messages from. 

4. You can add a filter by clicking Add, typing the address you'd like to filter, 
and then clicking OK. Addresses can refer to 

A specific e-mail address, such as walter@domain.com 

A display name, such as "Walter" 

A group of e-mail addresses designated with the wild card charac- 
ter ("), such as *@dornain.com to filter all e-mail addresses from 
domain.com or *@*.domain.com to filter all e-mail addresses from 
child domains of domain.com 
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Figure 11-6. C'se the Fzltelzng tab of the  message Deliuely Propertzes dzalog 
box to set restnctzons on addresses and domains t i~at can send mat1 to your 
organlzat?on 

5 .  You can remoLre a filter by selecting it, and then clicking Remove. 

6. To edit a filter, double-click the filter entry, enter a new value, and then click 
OK. 

7 .  You can also filter messages that don't have an e-mail address in the From 
field. To do this, select Filter Messages With Blank Sender. 

8. Filtered messages are automatically deleted unless you archive them by se- 
lecting Archive Filtered Messages. The filtered message archive is created in 
the Exchange Mailroot directory for the SMTP virtual server (which is nor- 
mally located at C.?Exchsrvr\/Mailroot\vsiN where N is the number of the 
SMTP virtual server) 

9. A nondelivev report is automatically generated for filtered messages and sent 
to the sender To prevent filter notification, select Accept Messages Without 
Kotifying Sender Of Filtering. 

10. Click OK. 

To apply or clear message filters for a virtual server, follow these steps: 

1. Start System Manager. Double-click Servers or, if administrative groups are 
enabled, double-click the administrative group that contains the server you 
want to work with. You should now see a list of available senrers. 

2. Expand the entry for the server you want to work with, and then expand 
Protocols, SMTP, and SMTP Virtual Servers. 



2 3 4  1 Part IV Microsoft Exchange 2000  Server and Group Admlnistration 

3. Rigllt-click the SAITP virtual senTer on which you want to filter messages, and 
t h m  choose Properties. 

4. In the General tab. click Advanced. 

5. In the Advanced dialog box, select the IP address you want to filter, and then 
click Edit. 

6. To enable filters, select Apply Filter, and then click OK. 

7. To disable filters. clear the Apply Filter check box, and then click OK. 

Managing Administrative Groups 
Adrnitlistrative groups define the logical structure of an Exchange organization. 
and I\*OLI use them to help you organize and manage Exchange resources. Ad- 
~ninistrative groups are also useful in managing permissions. When you first in- 
svall Excliange Sen.er, administrative group support is disabled. Hut if you followed 
\he rrchniques discussed in Chapter 3, you probably enabled administrati\.e group 
support. You can confirm this by looking in System Manager for an Administra- 
ti\-e Groups node. 

Administrative groups are best suited to large organizations or to organizations 
with offices in several locations. With these types of organizations, you may want 
to create administrative groups for each department or office location and then 
use the administrative group structure to help organize related servers, routing 
groups, systeru policies. chat communities. and public folder trees-all of which 
you can configure on a per administrative group basis. 

Creating Administrative Groups 
\Yrhen you enable administrative group support as described in the section of 
Cllapter 3 entitled "Using and Enabling Aclministrative Groups," a detidult admin- 
istrative group is created. Tliis group is called First Adlninistrative Group. You 
can create additional administrative groups by completing the following steps: 

1 .  In System Manager, right-click Administratil-e Chups ,  point tcj  New. and then 
select Administrative Group. 

1. In the General tab, type a descriptive name for the group, and then click OK. 

3. Exchange Server creates the new administrative group but doesn't assign any 
serers  to the group or create any other containers. You'll need to add these. 

Adding Containers to Administrative Groups 
Aclnltn~strati.re groups have containers for 

System policies 

Chat communities 

1)ul)llc toltler trees 
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Containers for sewers are added to an administrative group the first time you 
install an Exchange server and make it a member of the group. Other containers 
can be added to an administrative group manually. To do this, right-click the 
administrative group in System Manager, point to New, and then select the con- 
tainer you want to create. 

Ezch administrative group can have only one container of each type 

Controlling Access to Administrative Groups 
One of the key reasons for creating administrative groups is to aid in permission 
management. Each administrative group can have its ow-n security permissions, 
and this enables you to control who accesses a particular administrative group 
as well as the actions users can perform. You manage pernlissions by granting 
or denying access as described in the section of Chapter 6 entitled "Setting Ex- 
change Server Permissions" or by delegating control at the administrative group 
level as described in the section of Chapter 6 entitled "Delegating Exchange Server 
Permissions." 

Renaming and Deleting Administrative Groups 
You can manage administrative groups much like any other Exchange element. 
To rename an administrative group, complete the following steps: 

1. Start System Manager, and then expand Administrative Groups 

2. Right-click the administrative group, choose Rename from the shortcut menu, 
and then type a new name for the administrative group. 

3. Keep in mind that when you change the name of an administrative group. 
you change the namespace for all objects in the administrative group. 

Deleting an administrative group removes the group and all its contents. Before 
deleting an administrative group, you should either make sure that the items it 
contains are no longer needed or move the items to a new administrative group. 
You move objects in an administrative group as described in the section of this 
chapter entitled "Moving and Copying Among Administrative Groups." 

Once you've moved items that you may need. you can delete the administrative 
group by completing the following steps: 

1. Start System Manager, and then expand Administrative Groups. 

2. Right-click the administrative group and choose Delete from the shortcut 
menu. 

3. When prompted, confirm thc action by clicking Yes. 

Moving and Copying Among Administrative Groups 
You can move or copy some types of objects, such as policies and public folder 
trees, between administrative groups. You can copy or move objects only between 
containers of the same type. however. 
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To move an object between administrative groups, folloa, these steps. 

1. Start System Manager, and then expand Administrative Groups. As necessary, 
expand the administrative groups and containers you want to work \vitli. 

2. Right-click the object you want to move, and then select Cut. 

3. Right-click the target container, and then select Paste. 

To copy an object between administrative groups, follow these steps: 

1. Start System Manager, and then expand Administrative Groups. As necessary, 
expand the administrative groups and containers you want to work with. 

2 .  Right-click the object you want to move, and then select Copy. 

3.  Right-click the target container, and then select Paste. 

Managing Routing Groups 
You use routing groups when you need to control the connectivity between 
geographically separated Exchange sen-ers or when you have unreliable connec- 
tions betneen Exchange sen7ers in any location. For example, if your company 
has branch offices in Seattle and San Francisco. each office may have a separate 
routing group. To connect the routing groups, you must install a connector. The 
available connectors for comlnunications among routing groups are the Exchange 
Ro~~t ing  Group connector, the ShlTP connector, and the X.400 connector. Each 
connector has its advantages and disadvantages, which you'll learn more about 
in Chapter 12.  

If you ha1.e a single geographic location or have reliable. permanent connections 
between sewers. you don't need to create additional routing groups and you don't 
ha\-e to install routing group connectors. Instead, you can let Exchange Senrer 
handle the necessary connections. which are configured automatically whenever 
you install a new Exchange server in your organization. That said, in special 
circumstances you might want to create multiple routing groups. For example, 
if you want to rnanage message tracking between locations or if you want to con- 
trol replication of public folders between locations, you may want to set up sepa- 
rate routing groups. 

Creating Routing Group Containers 
Routing groups aren't enabled by default in Exchange Sewer. So before you can 
create a routing group, you must enable routing group support and create a 
routing group container. To do this, follow these steps: 

I .  Right-click the organization node in System Manager, and then select 
Properties. 

2 .  In (he General tab of the Properties dialog box, select Display Routing Groups. 

3. When you click OK,  Exchange Server enables routing groups and configures 
them tor the current operations mode. 
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Note Routing groups behave differently when Exchange is in mixed 
mode operations. For details, see the section of Chapter 3 entitled "Un- 
derstanding Exchange Server Organizations." 

Creating Routing Groups 
Kout~ng group configu~ation is a three-part process First, you create a routing 
group, then you add member sewers to the routlng group and finally you con- 
nect the routlng group us~ng a messaging connector 

You create a routing group by completing the following steps: 

1. Start System Manager 

2. Expand Administrative Groups and then select the administrative group in 
which you want to create the routing group, 

3. Right-click Routing Groups, point to Yew, and then choose Routing Group. 

+ In the General tab, type a descriptive name for the group, and then click OK. 

5. Exchange Server creates the new routing group but doesn't assign any s e n -  
ers to the group or create connector links. You'll need to add these. 

Moving Exchange Servers Among Routing Groups 
By default, every Exchange 2000 sewer in your organization is a member of a 
routing group. The routing group assignment is normally made during the instal- 
lation of Exchange 2000 Server. After installation, you can move servers among 
routing groups to place sen7ers with reliable connections within the same rout- 
ing group. However, the servers must be in the same administrative group. You 
can't move servers anlong routing groups in different administrative groups. 

You can move a sener  to a different routing group by completing the following 
steps: 

1. Start System Manager. Expand Administrative Groups, and then select the 
administrative group that contains the routing groups you want to work with. 

2. Expand Routing Groups, and then expand the routing groups you want to 
work with. 

3. Right-click the server in the hlembers folder of the source routing group, and 
then select Cut. 

4. Right-click the Members folder in the target routing group, and then select 
Paste. 

Connecting Routing Groups 
You must configure and actively manage connections between routing groups 
using Routing Group, SLITP, or X.400 connectors. These connectors are discussed 
in Chapter 12. 



238 / Part IV Microsoft Exchange 2000 Server and Group Administration 

Designating Routing Group Masters 
Each Excfiange routing group has a routing group master. The master server is 
responsible for distributing link state information among the routing group's 
member sewers. Only two states exist for any link. The link is either up or down. 
If a link is up, Exchange Server can establish a connection over the link and then 
use tlie connection to deliver mail. If a link is down. Exchange 2000 Server can't 
use the link and routing group servers mus: find an alternate route to the 
destination. 

W'hen a link is down. the senrer that identified the outage notifies the master sener 
of the condition. The master server in turn notifies the other member servers 
within the ruuting group. The master server checks the link every 60 seconds until 
the link can be reestablished. Once the link is reestablished, the master server 
notifies the member sen7ers that the link is up. 

Normally, the routing group master is the first server installed in the routing group. 
1)~1t ~ C ) L I  can designate any sen.er in the group as the master. To do this, follon- 
these steps: 

1. Start Systen~ Manager. Expand Administrative Groups, and then select the 
administrati.r~e group that contains the routing group you want to work with. 

2 Expand Routing Groups, and then expand the routing group you want to work 
wlth 

3 In the Members folder, r~ght-cl~ck the serve1 you want to des~gnate as the 
master serter, and then select Set As Mdster 

Link state information helps Exchange 2000 Senrer determine the best route to 
take to deliver messages. In a well-connected Exchange organization. there should 
he redundant communication paths to ensure that messages can be delivered. 
One way to create redundant communication patha is t o  install multiple connec- 
tors 'r>etnreen routing groups. 

Caution If the routing group master IS unavailable, the link state infor- 
mation can't be updated and servers in the routing group will continue 
using old routing information unless they discover the problem on thelr 
own through failed mail transfers. Typically, you'll see poor performance 
until you restore the routing group master. 

Renaming and Deleting Routing Groups 
You can change the name of a routing group at any time in System hlanager. To 
do that, follow these steps: 

1. Start System Manager. Expand Administrative Groups, and then select the 
administrative group that contains the routing group you want to nrork with. 
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2. Expand Routing Groups, right-click the routing group you want to rename. 
and then select Rename. 

3 Type a new name for the routing group, and then press Ekri n 

Deleting a routing group removes the group and all its contents. Before delet- 
ing an administrative group, you must move its member servers to another rout- 
ing group as described in the section of this chapter entitled "hloving Exctiangt. 
Servers Among Routing Groups." Once you've moved the member servers. you 
can deiere rhe routing group by co~lipieting thr foiluwisig bteps: 

1. Start System Manager. Expand Administrative Groups. and then select the 
administrative group that contains the routing group you want to work with. 

2. Expand Routing Groups, right-click the routing group you want to rename. 
and then select Delete. 

3. When prompted, confirm the action by clicking Yes 





Chapter 12 

Managing Message lkansfer 
and Routing Within the 

Every h,licrosoft Exchange 2000 Server administrator should have a solid under- 
standing of message transfer and message routing. The X.400 message transfer 
agent handles message transfer, both within the organization and to sen-ers 
outside it-unless you configure a different connector. The ldessage Transfer 
Agent (PITA) provides the necessary addressing and routing information for send- 
ing messages from one server to another: it's the functional equivalent of the 
hlicrosoft Exchange hlessage Transfer Agent used in previous irersions of Ex- 
change Sesver. The RITA relies on X.400 transfer stacks to provide additional details 
for message transfer. The purpose of X.400 stacks is similar to that of the Exchange 
virtual servers used with Simple Mail Transfer Protocol (ShITP). Post Office Pro- 
tocol 3 (POP3), and Internet Message Access Protocol 4 (IhMP4). 

hlessaging settings for the b3TL4 determine how connections are made. when trans- 
fer timeouts occur, and more. The MTA doesn't manage message delivery. how- 
ever. Message delivery is handled by SMTP or other mail transfer protocols. 

Message routing within the organization is managed either by Exchange Server 
itself or manually by the administrator. When you add an Exchange sewer to an  
organization and place it in an existing routing group, Exchange 2000 Server 
automatically configures the connection between the new sesver and other servers 
in the routing group. If you have nlultiple routing groups, hoxvever, Exchange 
2000 Senrer doesn't configure connections bemeen the routing groupa. You rrlust 
manually connect two routing groups using Exchange connectors. 

Three types of routing group connectors are available: 

Routing group connectors 

ShITP connectors 

X.400 connectors 
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Routing group connectors are preferred because they're the easiest to configure. 
For fault tolemnce and load balancing, you can configure multiple connectors 
between routing groups. The key to load balancing is to use the same routing 
cost for all connectors that form the messaging link. 

Configuring the X.400 Message 
Transfer Agent 
Proper configuration of the X.400 message transfer agent is essential to the smooth 
operation of Exchange Semer. The MTA handles message transfers to the Internet 
and t o  servers within the organization. The values you set for the MTA become 
the default values for other X.400 connectors used within the organization as well. 
Keep in mind that the MTA isn't responsible for message delivery, which is 
liandled by SPITP or  another messaging protocol. 

Setting Local MTA Credentials 
The local b1TA credentials set the local X.400 name and an optional password 
for a server. The X.400 name identifies the MTA to foreign systems, and if you 
don't pro~ride an alternate name, the setting defaults to the name of the server. 
The X.400 password provides a password that other sewers use when connect- 
ing to the X.400 agent. Use a password when you want to prevent unauthorized 
servers from connecting to the MTA. 

You usually won't need to change the MTA credentials. However, if you want to 
identify the server using different credentials, you'll need to update the related 
settings by completing the following steps: 

I .  Start System Planager. If Administrative Groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. Navigate to the X.400 container in the console tree. Expand Servers, expand 
the server you want to work with, and then expand Protocols. 

3. Right-click X.400, and then select Properties. This displays the X.400 Prop- 
erties dialog box shown in Figure 12-1. 

4. The Local X.400 Name field shows the current setting for the X.400 name. Click 
hlodify. Type a new X.400 name, and then, if desired, type a password in the 
Password field and the Confirm Password field. 

5. Click OK twice. 

Note The X.400 name can be up to 32 characters. The X.400 pass- 
word can be up to 64 characters. 
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Figure 12-1. I3e the General tab of the X 400 Properties dzalog box to set the 
Lotnl X 400 "Va~ne and other message optzons 

Expanding Remote Distribution Lists and 
Converting Messages 
The X.400 hITA has limited control over how incoming messages are handled. 
You can configure whether remote distribution lists are expanded and nrhether 
incoming messages are converted to Exchange contents. 

Expanding remote distribution lists n~akes the lists available to users on the lo- 
cal server. This is the optimal setting and is enabled by default. Only in rare cir- 
cumsrances, when you want to expand lists elsewhere, should you disable this 
option. 

Converting incoming messages changes the message addressing and contents to 
a forrn compatible with Exchange and Messaging Application Programming In- 
terface (MAPI) clients. If you experience problems with message addressing from 
foreign systems, you may want to enable this option temporarily to see if this 
resolves the problem. Otherwise, this option is usually disabled. 

To change these messaging settings, follon- these steps: 

1. Start System blanager. If Administratix-e Groups are enabled, expand the ad- 
ministrative group in which the sewer you want to use is located. 

2. Navigate to the X.400 container in the console tree. Expand Servers, expand 
the sen-er you want to work with, and then expand Protocols. 
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3. Right-click X.400, and then select Properties. This displays the X.400 Prop- 
erties dialog box shown in Figure 12-1. 

4 .  Select Expand Remote Distribution Lists Locally to make remote lists avail- 
able. Or clear this field to disable this option. 

5. Select Convert Incoming Messages To Exchange Contents to convert incom- 
ing message contents. Or clear this field to disable this option. 

6. Click OK. 

Setting Connection Retry Values for X.400 
Connection retry values for the X.400 MTA play a key role in determining how 
Exchange Server connects to other servers and how messages are transferred. 
Retry values do not, however, control message delivery. Message delivery is 
controlled by the messaging protocol. 

You can configure four message retry values. These values are: 

Maximum Open Retries Controls the maximum number of times Ex- 
change Sewer tries to open a connection before failing and generating a non- 
delivery report. The default is 144 retries. 

Open Interval Controls the number of seconds Exchange Semer waits 
before attempting to reopen a failed connection. The default is 600 seconds. 

Maximum Transfer Retries Controls the maximum number of times Ex- 
change Server tries to transfer a message across an open connection before 
failing and generating a nondelivery report. The default is two retries. 

Transfer Interval Controls the number of seconds Exchange Server waits 
before attempting to resend a message across an open connection. The de- 
fault is 120 seconds. 

Basrd on these values, a typical connection looks like this: 

1. Exchange Server attempts to open a connection to the destination mail sys- 
tem. If it's unable to establish a connection, Exchange Server waits for the 
open interval and then tries to open a connection again-as long as the 
maximum retry value hasn't been reached. If the maximum retry value has 
been reached, Exchange Server generates a nondelivery report that gets re- 
turned to the sender. 

2. Once a connection has been established, Exchange Server attempts to trans- 
fer the message. If it's unable to transfer the message, Exchange Server waits 
for the transfer interval and then tries to transfer the message again-as long 
as the maximum retry value hasn't been reached. If the maximum retry value 
has been reached, Exchange Server generates a nondelivery report that gets 
returned to the sender. 

To view or change connection retry values for the X.400 MTA, follow these steps: 

1. Start System Manager. If Administrative Groups are enabled, expand the ad- 
tninistrative group in which the server you want to use is located. 
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2. Navigate to the X.400 container in the console tree. Expand Sewers. expand 
the sewer you \\,ant to work with. and then expand Protocols. 

3. Right-click X.400. and then select Properties. This displays the X.400 Prop- 
erties dialog box shown in Figure 12-1. 

4. Click the Messaging DeFaulrs tab. You'll see the current connection retry 
vaiues. iixi can enter new valties iir  click Reset Defadt Valae to restore the 
default connection ralues. 

5. Click OK.  

Note The default connectton retry values are less than opt~mal In many 
situat~ons, and you can often improve the performance of Exchange 
Server by adjusting these values for your env~ronment. 

Setting RTS Values for X.400 
Reliable transfer service (RTS) values for the X.400 M'I'A play a kel- role in deter- 
mining how Exchange Sener transfers message data. You can configure three RTS 
values. These values are: 

Checkpoint Size (KB) Controls the amount of data Exchange Sener trans- 
fers before performing a checkpoint. If the checkpoint results in an error being 
generated. Exchange Server restarts the message transfer from the most re- 
cent checkpoint. The default value is 15 KB. 

Recovery Timeout (Sec) Controls tlle amount of time Exchange Server 
waits for a broken connection to be reestablished. If the wait exceeds the 
timeout value. Exchange Server restarts the message transfer. The default value 
is 60 seconds. 

Window Size Controls the maximum number of unacknowledged check- 
points that can occur. If this value is exceeded, message transfer is suspended. 
The default is five. 

Rased on these ralues. a typical data transfer looks like this: 

1. Exchange Semer begins transferring data across an open connection. The 
transfer continues until a checkpoint is reached. After performing a check- 
point (and assuming an error didn't occur). Exchange Sen-er continues the 
data transfer. 

2.  If the checkpoint is acknoa-ledged, Exchange Server resets a counter track- 
ing the current windom, size against the maximum value allowable. If the 
checkpoint isn't acknowledged, Exchange Sewer increments the tracking 
counter. Anytime the value of the counter exceeds the maxinlum allowable 
window size, an error occurs. 

3. If an error is generated at the checkpoint, the transfer stops and Exchange 
Sewer waits for the recoven timeout intend before restarting the message 
transfer from the most recent checkpoint that was acknowledged. 
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To view or change RTS values for the X.400 MTA, follow these steps: 

1. Start System Manager. If Administrative Groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. Navigate to the X.400 container in the console tree. Expand Servers. expand 
the server you want to work with, and then expand Protocols. 

3. Right-click X.400, and then select Properties. 

4 Click the Messaging Defaults tab, and then click Additional Values. As shown 
in Figure 12-2, the RTS Values panel displays the current RTS values. You can 
enter new values as necessary or click Reset Default Values to restore the 
default settings for RTS, association parameters, and transfer timeouts. 

Tip If you have an unreliable connection, you may want to  decrease the 
checkpoint size, which forces Exchange Server to perform checkpoints 
more frequently. However, you should rarely (if ever) set the checkpoint 
size to  zero. Setting the checkpoint size to zero tells Exchange Server 
not to perform checkpoints and, as a result, message transfer may be- 
come unreliable. 

5. Click OK 

Figure 12-2. Use the Additional Values dialog box to configure RTS values, 
nssociatiorz parameters, and transfer timeouts. 
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Setting Association Parameters for X.400 
Association parameters for the X.400 MTA play a key role in determining l ~ o w  
Exchange Server handles connections once they've been established. You can 
configure three association parameters. These T-alues are: 

* Lifetime (Sec) Controls the amount of time Exchange Sewer maintains an 
association for a remote system. A key property of the association is the iden- 
tification of an open connection to a remote system. If the lifetime expires, 
the association is terminated but tile related connection isn t broken until tile 
disconnect period expires. The default value is 300 seconds. 

Disconnect (Sec) Controls the amount of time Exchange Server waits be-- 
fore disconnecting a connection that no longer has an association. Typicall.lr, 
you want connechons to remain open for a short period after the association 
is terminated. The default is 120 seconds. 

Threshold (Messages) Controls the rn:iximum queue size for each asso- 
ciation. When thc nunher of queued messages for the association exceeds 
tliis value. Exchange Sen-er establishes a new connection and creates a new 
association. The default is 50 messages. 

I-Iere's how Exchange Server uses these r.alues to handle open connections: 

I .  Exchange Senver creates an association for each open connection to a rrnlote 
system. It creates near associations as new messages enter the queue and nen- 
connections are established. It also creates new associations when the nuni- 
ber of queued messages to any single remote s e n w  exceeds the threshold 
value. 

2. When there are no more messages to send to a particulal. remote sewer, 
Exchange Sewer starts tracking the association lifetime. If the lifetime expires. 
the association is terminated but the connection remains open.  

3. The open connection to the sen-er isn't broken automatically. If a new mes- 
sage is queued for a server n41ose association was terminated and the con- 
nection is still open, Exchange Sel-rrer creates a new association and transfers 
the message. Otherwise, the open connection is broken when the disconnect 
value is reached. 

You can view or change association parameters for the X.400 MTA by complet- 
ing the following steps: 

1. Start System Manager. If Administrative Groups are enabled. expand the ad- 
ministrative group in which the s e r e r  you want to use is located. 

I .  Navigate to the X.400 container in the console tree. Expand Sen7ers, expand 
the server you want to work with, and then expand Protocols. 

3. Right-click X.400. and then select Properties 
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4. Click the Messaging Defaults tab, and then click Additional Values. The As- 
sociation Parameters panel displays the current parameters. You can enter new 
values as necessary or click Reset Default Values to restore the default set- 
tings for RTS, association parameters, and transfer timeouts. 

5. Click OK. 

Setting Transfer Timeout for X.400 
Generating lots of nondelivery reports in a short amount of time can seriously 
degrade the performance of Exchange Server. To prevent this frotn happening, 
Exchange Server doesn't immediately generate nondelivery reports. Instead. 
Exchange Server generates the nondelivery report based on the message prior- 
ity, the associated transfer timeout value, and the size of the message. The de- 
fault transfer timeout values are 

Urgent 3000 seconds per KB 

Normal 2000 seconds per KB 

Not Urgent 1000 seconds per KB 

r Note At first glance, the default values seem reversed. But you'd logi- 
cally want to allow longer transfer times for urgent messages and shorter 
transfer times for less Important messages. More time may ensure that 
an important message makes it across an unreliable link. 

You can view or change transfer timeouts for the X.400 MTA by completing the 
following steps: 

1. Start System Manager. If Administrative Groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2.  Navigate to the X.400 container in the console tree. Expand Servers, expand 
the senrer you want to work with, and then expand Protocols. 

3. Right-click X.400, and then select Properties. 

4. Click the Messaging Defaults tab, and then click Additional Values. The Trans- 
fer Timeouts panel displays the current parameters. You can enter new val- 
ues as necessary or click Reset Default Values to restore the default settings 
for RTS, associatjon parameters, and transfer timeouts. 

5. Click OK. 

Using Routing Group Connectors 
Routing group connectors are the easiest connectors to configure and, as such, 
they're the preferred connectors for Exchange Server. You use a routing group 
connector to link two routing groups. These routing groups must be within the 
same organization. For those of you familiar with previous versions of Exchange 
Senrer, this concept is sinlilar to a Site Connector. 
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Understanding Routing Group Connectors 
Routing group connectors establish links between routing groups using one or 
more designated bridgehead servers. Bridgehead servers act as communication 
relays for routing groups and you define them both locally and remotely. 

Local bridgehead servers serve as the originator of message traffic, and remote 
bridgehead servers s e n e  as the destination for message traffic. By default, all 
servers in the originating routing group act as local bridgehead servers. You can, 
however, select specific servers to act as bridgeheads. Selecting multiple servers 
as local bridgeheads provides load balancing and fault tolerance, which is essential 
when high availability is a concern. Selecting a single sewer as the local bridge- 
head ensures that all mail flows through the designated server, but it doesn't 
provide redundancy. 

For the routing group connector, delively options control when messages are sent 
through the connector. One of the key features is your ability to set connection 
schedules for all messages or specifically for standard-sized and large-sized 
messages. If you have a relatively fast and reliable link between the two routing 
groups, you probably want to set the same delivery schedule for all messages. 
On the other hand, if you have a relatively slow link between the two routing 
groups, you may want to set a separate schedule for large messages to ensure 
that oversized messages don't take all the available bandwidth during peak us- 
age hours. 

The routing group connector can deliver messages at many intervals. The inter- 
val you use depends on your reliability and availability needs: 

If you want message deli~~ery to be highly reliable and the link to be highly 
available, you probably want to set the delivery interval to Always Run or  Run 
Every Hour. You may also want to set a custom schedule that has an interval 
of every 30 minutes. 

If you want message delivery to be reliable and available but don't want 
message delivery to be a priority, you probably want to set the delivery in- 
tenlal to Run Every Two Hours or Run Every Four Hours. 

If the link is used to distribute message digests or public folder data infre- 
quently, you probably nsTant to set a specific delivery time, such as Run Daily 
At 11:00 P.M., Run Daily At 1200 A.M., Run Daily At 1:00 A.M., or Run Daily 
At 2:00 A.M. 

Installing Routing Group Connectors 
To install a routing group connector, complete the following steps: 

1. Start System Manager. If Administrative Groups are enabled, expand the ad- 
ministrative group you want to work with. 

2 .  To install a routing group connector, you must have at least two routing groups 
in the organization. Expand Routing Groups, and then expand the routing 
group you want to use as the originator of the connection. 
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3. Right-click Connectors, click New, and then choose Routing Group Connec- 
tor. This displays the dialog box shown in Figure 12-3. 

Figure 12-3. Use the Roz~tztzg Croup Corzrzector Propetfze.~ dzalog box to con- 
figz~re cotznectzvit~~ betulee~z tzz o rozltztzg grotips 

4. In the General tab, type a descriptive name for the connector. 

5. Choose the destination routing group by selecting it in the Connect This 
Routing Group With list box. 

0. If you want all senrers in the originating routing group to act as bridgehead 
semers. select Any Local Sewer Can Send Mail Over This Connector. Other- 
wise. select These Servers Can Send Mail Over This Connector, and then 
designate the local bridgehead servers that you want to use by clicking Add, 
and then selecting sen7ers from the list provided. 

7. In the Remote Bridgehead tab, click Adci. You'll see a list of available rout- 
ing groups and senrers. In the destination routing group, select the server that 
you want to act as the remote bridgehead. 

8. Click OK to install the connector. Later, you may want to set connector cost, 
delivery options, delivery restrictions, and content restrictions. 
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Configuring Routing Group Connector 
Delivery Options 
To set the delilrery options for an existing routing group connector, follow these 
steps. 

I .  Start System Manager. If Administrative Grnllps are enabled. expand the ad- 
ministrative group you want to work with. 

2. To iilstall a I-iiucing group connecroi, you must h a i ~  at lcas: ma rauting groups 
in your organization. Expand Routing Groups, and then expand the routing 
group you want to use as the originator of the connection. 

3 Expand Connectors, right-click the routing group connector you want to 
configure, and then select Properties. 

4.  Click the Delivery Options tab, as shown in Figure 12-4. Use the Connection 
Time list box to specifj~ the times when messages are sent through the con- 
nector. The available options are: Always Kun, Run Daily At 1 1 : O O  P.M.. Run 
Daily At 12:00 A.M., Run Daily At 1:00 A.M., Run Daily At 2:OO A.M., Run Every 
Hour, Kun Every 2 Hours, Run Every 4 Hours, Never Run, and Use Custom 
Schedule. 

Figure 12-4. l3e the Delzz8eq Optzotzs tab to co~ztrol when messagps are sent 
through the routzng group connector 
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5. 'To set separate deliven- options for standard and large messages, select Use 
Different Deliveq Times For Oversize Messages. In Oversize Messages Are 
Grexer Than (KB), type the minimurn size. in kilobytes, of messages you want 
to designate as oversized. The default is 2000 KR. Finally, use the options in 
the second Connection Time list box to set the delivev times for large mes- 
sages. 

6. Click OK. 

Performing Other Routing Group Connector Tasks 
You perform most other routing group connector tasks in the same way that you 
perform tasks for other co~mectvrs. The section of this chapter entitled "Handling 
Core Connector Administration Tasks" explains these common taslzs. 

Using SMTP Connectors 
ShlTP connectors are another type of Exchange connector. SMTP connectors trans- 
fer messages from local bridgehead sewers to remote semers. You use SMTP 
connectors to connect Exchange sen7ers, non-Exchange servers. routing groups, 
and organizations. 

Understanding SMTP Connectors 
Sh17'1) connectors are a bit Inore complex than routing group connectors. but the 
adclitional settings they make available gi\.es them definite advantages over routing 
group connectors. With SMTI' connectors. you can encrypt message traffic sent 
o\.er the link and require stricter authentication than with routing group connec- 
tors. You can transmit messages to a designated sewer--called a smart host, which 
ttien transfers the message-)r you can use Domain Name System (DNS) mail 
exchanger (MX) records to route messages. If the other mail system supports 
Extension to SMTP (ESMTP). you can enable extended options as well. 

U'hen you install an ShITP connector, you n~ust define which local bridgehead 
sen-rrs the connector \\.ill use as well as the connector scope, message routing 
teclinique, and aildress space. SNlTP virtual senrers act as local bridgehead senr- 
ers for Shl'TP connectors. This means that the virtual sen7ers are responsible for 
routing the message traffic. hlultiple local bridgeheacts provide load balancing and 
fault tolerance. which is essential when high availability- is a concern. A single 
bridgehead, on the other hand, ensures that all mail flows through a designated 
server, but it doesn't pro\-ide redundancy. 

ShlTP connectors have a specific scope that controls horn, the connector routes 
messages. You use an SMTP connector \\,ith a routing group scope to transfer 
rnessagrs within your organization. You can use an ShlTP connector with an 
organizational scope to coniiect independent Exchange organizations, to connect 
Exchang

e 

servers with other ShR.ITf3-compatible servers (such as Unix Sendniail 
servers). and to connect Exchange 2000 Senler with earlier versions of Exchange 
Server. 
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SMTI' connectors use smart hosts or DNS MX records to route mail. If you use a 
slnart host, Exchange 2000 Server transfers messages directly to the smart host, 
which then sends out messages over an established link. The smart host allows 
you to route messages on a per domain basis. If you use DNS MX records. Ex- 
change 2000 Sewer perfornms a DKS lookup for each address to which the con- 
nector sends mail. 

When you install an ShlTP connector, you must also define the address space for 
ilie connecio~. Tlie ~ d d r e s s  space determines when the connector is used. For 
example, if you want to connect two domains in the same Exchange organiza- 
tion-deu.microsoft.corn and corp.microsoft.com-you could create the SMTP 
connector in dec.microsoft.com. and then add an ShlTP address type for the e- 
mail domain corp,microsoft.com 

You can define multiple address types for a single SblTP connector. The address 
types can be any combination of SMTP, X.400. MS Mail. cc:Mail, Lotus Notes, and 
Lotus Gro~lpWlse addresses. These address types can point to different domains. 
Thus, you could use an SMTP connector to connect dev.microsoft.com with 
sales.microsoft.com, bizde~~.rnicrosoft.com, and eng,microsofr.co?n. You could also 
use an SMTP connector to connect tmro specific routing groups. 

For load balancing and high availability, you could configure multiple SMTP 
connectors to handle the same address space. For example. if a large volume of 
traffic is routinely sent between corp.microsoft.com and support.microsoftt.com, 
you could install two SMTP connectors to handle the message routing between 
these domains. 

Installing SMTP Connectors 
To install an SMTP connector, complete the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group you want to work with. 

2. If available, expand Routing Groups, and then expand the routing group you 
want to use as the originator of the connection. 

3. Right-click Connectors, click New, and then choose SMTP Connector. This 
displays the dialog box shown in Figure 12-5. 

4. In the General tab, type a descriptive name for the connector. 

5 .  To use a smart host for routing. select Forward All Mail Through This Con- 
nector To The Following Smart Host, and then type the fully qualified do- 
main name or IP address of the server through which you'd like to route 
messages. The SMTP connector then uses this smart host to route messages 
to the remote se re r .  

Tip If YOU use an IP address, be sure to enclose the address in brack- 'Qd 

ets, such as [192.168.12.99]. The brackets tell Exchange Server that 
the value is an 1P address and, as a result, Exchange Server doesn't try 
to  perform a DNS lookup on the value. 
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Figure 12-5. Cke the Propertzes dralog box to conftgrcre SMTP conrzectors 
S M P  conuectors transmrt messages to a desgnated smart host or use DIJ'S rrzazl 
~ X L  hange?- re~oi-ds 

Note The smart host setting for a connector overr~des the smart host 
setting for the virtual servers that act as bridgeheads for the connector. 

6 .  To use 1)KS hIX records for routing, select Use DNS To Route Each Address 
Space On This Connector. The precedence order of bIX records determines 
which sewers are used in a particular domain. 

7 .  You must specify at least one local bridgehead server. Click Add, and then 
select the SMTP virtual sewer that you want to use as the local bridgehead 
server. Repeat this step if you want to use additional bridgehead servers. 

8.  Connector Scope is set on the Address Space tab. If you're connecting two 
Excl~ange organizations, set the Connector Scope as Entire Organization, click 
Add in the Address Space tab. and then set the properties for the address 
space. Re sure to set the cost for the address space. Connector costs range 
from 1 to 100, with the lowest cost having the highest priority for routing. 
Repeat for other address types that the connector should handle. 

0 .  If you're connecting two routing groups, set the Connector Scope as Rout- 
ing Group, and then click Acid in the Address Space tab and set the proper- 
ties for the address space. Re sure to set the cost for the address space. 
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Connector costs range from 1 to 100. xvith the lowest cost having the high- 
est priority for routing. Repeat for other address types the connector should 
handle. Afterward, click Add in the Connected Routing Groups tab, and then 
select the routing group to m41ich you want to connect. 

Note You'll usually want to use the SMTP address type when the rout- 
Ing group to which you want to connect contains Exchange servers. With 
SMTP address types, you can enter an asterisk (* )  as the domain to  have 
the connector route messages for all domains in the routing group you're 
connecting. 

10. If you want to allow the local server to relay messages to domains in the other 
organization or routing group, select Allow Messages To Be Relayed To These 
Domains. 

11. Click OK to install the connector. Later, you may- want to set delivery options, 
outbound security, delivery restrictions, content restrictions, and advanced 
controls. 

Configuring Delivery Options for SMTP Connectors 
SMTP connectors have delivery options that determine nrl-ren messages are sent 
through the connector as well as whether messages are queued for remote de- 
livery. To control when messages are sent, you set connection schedules. You 
can have separate schedules for standard-sized and large-sized messages. To 
control message queuing, you can enable or disable message queuing for remote 
delivery on a per user basis. From then on, when a specified user logs on to the 
network, Exchange Server triggers delivery of all queued messages for this user, 
and this way you can more efficiently manage how messages are delivered to 
remote clients with temporary connections. 

You configure delivery options for SMTP connectors by completing the follow- 
ing steps: 

1. In System Manager, navigate to Connectors. Right-click the SMTP connector 
you want to configure, and then select Properties. 

2. Click the Delivery Options tab, as shown in Figure 12-6. Use the Connec- 
tion Time list box to specify the times when messages are sent through the 
connector. 

3. To set separate delivery options for standard and large messages, select Use 
Different Deli\-ery Times For Oversize Messages. In Oversize Messages Are 
Greater Than (KB), type the minimum size, in kilobytes, of messages you 
want to designate as oversized. The default is 2000 KB. Finally, use the 
options in the second Connection Time list box to set the delivery times for 
large messages. 
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t. Message queuing is ideal for clients who connect periodically to download 
messages. To enalde message queuing for remote users, select Queue hlail 
For Kenlote 'Triggered Delivery. Click Add, and then use the Select Recipient 
dialog box to specify users w h o  should have this option. 

5. Click OK. 

Figure 12-6. 1Se the Delzr~eq Optio~zs tub of the SMTP Co~znectcir Pvopertzes 
dralog box to co~1t1ulu her? r?zessnges are sent throz~gh the conpzector Note that 
d e l ~ ~ e r y  cpzons for SLZ/lTP connectors are slzghtlj' dfierelzt than those of rozrt- 
rlzg g)-otrp Lonne~ton 

Configuring Outbound Security for SMTP Connectors 
13y default. SRITP connectors don't authenticate connections to  remote clomains. 
This means that the connectors anonymously access remote domains to send 
messages. You can. however, configure an ShITP connector to pass authentica- 
tion credentials to remote domains. The key reason to cio this is that you require 
a specific level of authentication to access a remote clornain or you're sending 
messages to a specific address in the remote domain that requires authentication. 

Exchange 2000 Sen-er supports three types of authentication: 

Basic Stanciard autlientication with wide compatibility. With basic authen- 
tication, tile user name and passworcl specified are passed as clear text to the 
remote domain. 
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Integrated Windows Authentication %cure duthent~~ation for Microsoft 
Vl'lndoms-cornpdtlble domains Wlth integrated \X'lndows autht.ntlcation, the 
user name and pa5snord are passed securely to the remote domain 

TLS Authentication Encrypted authentication for sen-ers with smart cards 
or X.509 certificates. Transport Layer Security (TLS) authentication is c-ombined 
with basic or integrated Vi'indows authentication. 

'To configure ShITP outbound security. follow these steps: 

1. In System Manager, navigate to Connectors. Iiight-click the SMTP connector 
y011 want to configure, and then select Properties. 

2. Click the Ad\-anceci tab. and then click Outbound Security. This displays the 
dialog box shown in Figure 12-7. 

Figure 12-7. CSe the Outbound Seczlt-zgj dzalog box to set securzty optlons 
0 3 1  outgol ng messages 

3. If you want to set standard authentication for wide compatibility. select Basic 
Authentication. and then click Modify. Otherwise, to set secure authenti- 
cation for \X1indows-compatible don~ains, select Integrated W'indows Authen- 
tication, and then click hfodify. The Outbound Connection Credentials dialog 
box should be displayed. 

4.  Use the Account. Password, and Confirm Password fields to set the authen- 
tication credentials. Click OK. 

5. If you want to encrypt message traffic and the destination servers in the re- 
mote domain support srnart cards or X.509 certificates, select the TLS Encryp- 
tion check box. 
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Caution The destination servers in the remote domain must support 
smart cards or X.509 certificates. If the servers do not, all messages 
sent across the connector will be returned with a nondelivery report. 

6. Click OK 

Setting Advanced Controls for SMTP Connectors 
Advanced options for SMTP connectors control whether Exchange Server uses 
standard ShlTP or Extension to SMTP (ESMTP) as well as how mail delivery is 
initiated using ShITP or ESMTP. The key reason for using EShlTP is that the stan- 
dard is more efficient arid secure than SMTP. However, some messaging systems, 
particularly older ones. don't support ESMTP, and you may need to disable ESMTP 
support to prevent errors. 

By default. SMTP connectors always try to initiate ESMTP sessions, but you can 
change this behavior using the HELO and EHLO start session commands. SMTP 
connectors initiate ShITP sessions with other mail servers by issuing the HELO 
start command. SMTP connectors initiate EShlTP sessions with other mail serv- 
ers by issuing an EHLO start command. 

By default, ShlTP connectors don't force delivery of queued messages. Forced 
d e l i v e ~  is necessary when you queue mail for remote triggered delivery. Not 
forcing delivery causes delays as clients first wait for a connection timeout, and 
then have to retry the connection. Two commands control delivery of queued 
messages. These commands are TUKN and ETRN. TUKN is a command for SMTP, 
and ETRN is a command for EShlTP. These commands allow a mail client to ask 
a remote server to start processing mail queued for delivery to the client. 

You can configure these advanced options by completing the following steps: 

1. In System Manager. navigate to Connectors. Kight-click the SMTP connector 
you want to configure, and then select Properties. 

2. Click the Advanced tab. This displays the dialog box shown in Figure 12-8. 

3. The Send HELO Instead Of EIiLO check box controls whether SMTP or ESMTP 
is used. To use SMTP, select this option. To use ESMTP (which is the default), 
clear this option. 

4. Configure remote triggered delivery of messages using the following options: 

- Do Not Send ETRN/TURN Pre\,ents clients from requesting that 
remote mail servers start processing queued mail. In the Delivery 
Options tab, you should ensure that Queue Mail For Remote Trig- 
gerecl Ilelivery isn't selected. 

+ Request ETRN/TLJRN When Sending Messages Enables remote 
triggered deliven of messages. If you want to automatically request 
messages at a specified intewal, select Additionally Request Mail At 
Specifiecl Times, and then set the interval using the Connection Time 
selection list. 
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- Request ETW/TURN From Different Server Requests that mes- 
sages are triggered for delivery from a senrer other than the one to 
a,hicli the messages are sent. If you select this option, you must 
specify the sene r  name in the Sen-er field. You must also set the 
intend for message delivery using the Connection 'I'ime selection list. 

5, If yc:u enahled remote triggered deliver). and req~~ested ETRY./TURN. you must 
specifv how the requests are submitted to remote senrers. Selec~ either Issue 
ETRN nr Issue TURN. Tc) speri% demajns fer which ETPD should he 1.lsed. 
click Domains, and then add the domains. 

6. Click OK.  

Figure 12-8. Lke the Adzjavzced tab of the S X 7 P  Covznector Propertzes dzalog 
box to conjigure zchether tbe connector should use SM7P or ESMTP 

Performing Other SMTP Connector Tasks 
You perform most other SMTP connector tasks in the same way you perform tasks 
for other connectors. The section of this chapter entitled "Handling Core Con- 
nector Administration Tasks'' explains these common tasks. 

Using X.400 Connectors 
In the beginning of this chapter, you learned that the X.400 MTA handles mes- 
sage transfer both within the organization and to sewers outside it. Normally, the 
X.400 message transfer is handled within routing groups and not between them. 
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You can. however, configure X.400 connectors to connect two routing groups in 
the same Exchange organization. The primary reason to do this is when you need 
to strictly control bandwidth usage between the routing groups. You can also use 
X.400 connectors to connect an Exchange routing group with a foreign X.400 
messaging sen7er. 

The key reason for using an X.400 connector instead of another type of connec- 
tor is that the X.400 connector has less overhead than other connectors when 
sending large messages. This means that sending large messages through an X.400 
Connector requires less bandwidth than with other types of connectors. 

Understanding X.400 Connectors 
Because X.400 connectors are more complex than other types of connectors, 
they're difficult to use. Unlike other connectors, X.400 connectors have three 
variations: 

TCP/IP X . 4 0 0  connectors Used to transfer messages o\-er a standard TCP/ 
IP network. Use this connector when you have a dedicated connection, such 
as a T-1. Since most X.400 messaging systems support TCPIIP, these are the 
most common type of X.400 connector used. 

RAS X . 4 0 0  connectors Configured to use Windows 2000 Renlote Access 
Services (RAS). Use this connector when you link to remote sen7ers using a 
modem. With this connector, you establish dial-up connections at an inter- 
val that you determine. This allows you to control when connections are 
made. 

X.25 X . 4 0 0  connectors Configured to connect to an X.25 adapter on a 
remote mail server. With this connector, you can support standard X.25 pro- 
tocols as long as an X.25 adapter is available and you know the X.121 ad- 
dress of the remote server. 

Before you configure an X.400 connector, you must install and configure an X.400 
transport stack that is that same type as the connector. The transport stack con- 
tains configuration information that the connector needs to properly transport 
messages. The available transport stacks are the TCP/IP X.400 stack, the RAS X.400 
stack, and the X.25 X.400 stack. 

Unlike other connectors, you can define only a single local and remote bridge- 
head sewer for an X.400 connector. This means you can't build fault tolerance 
or  load balancing into the connector configuration. Instead, you need to install 
multiple X.400 connectors to achieve these goals. 

Installing X.400 Stacks 
Each X.400 connector type has a corresponding X.400 stack. Unlike mail connec- 
tors. which you install at the administrative group level, you install transport stacks 
on  specified Exchange servers. The server on which you install the stack processes 
all messages from X.400 connectors that reference tlie stack. 

The sections that follow examine how X.400 stacks are configured. 
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Creating and Configuring TCP/IP X.400 Stacks 
When you iristall a 'T<;PfIP X.400 stack on an Exchange sewer, the server can 
process messages for one or more TCP [P X.400 connectors configured for use 
in the organization. 'The sraclc works with standard TCP:IP protocols configured 
for use on the sewer. If neLrssan. ytru can create and configure multiple '1-CP, 
IP X.400 stacks. Each of these stacks can have a different configuration. 

You can create a TC17:II' X.400 stack by completing the follom~ing steps: 

1. Start Systern hfanager. if' ac i~~~ir~is i ra i i~c  groups are erlai)ieil, exparid t11r ad- 
ministrative group >-ou want to work witii. 

2. Expand Servers. and then expand the node for the server 1-ou want to work 
with. 

3. Expand Protocols, and then right-click X.400. On the shortcut menu, choose 
Ne~v,  and then choose TCP, IP X:100 Sen.ice Transport Stack. This displays 
the dialog box shown in Figure 12-9. 

Figure 12-9. M e  the Properties dialog box to coq'?gure a TCP/ZPX.400 Tmns- 
port Stack. You rnzist create a TCP/IP X.400 stack before you install a TCE'IP 
X.400 connector. 

4. In the General tab, type a descriptive name for the stack. The default is TCP 
(serr'ernnme). You can't change this name after yo11 create the stack. 

5. If applications other than Exchange Sener will use the transport stack. set 
OSI address informatior1 for the connector by using either hexadecin~al or text 
characters. The T Selector field sets the transport sewice access point. The S 
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Selector field sets the session service access point. The P Selector field sets 
the presentation service access point. 

6. Click OK. 

Creating and Configuring RAS X.400 Stacks 
When yori install a RAS X.400 stack on an Exchange server, the server can pro- 
cess messages for one or more RAS X.400 connectors that are configured for use 
in the organization. The stack works with Windows 2000 RAS configured for use 
on the designated server. If necessary, you can create and configure multiple RAS 
X.400 stacks. Each of these stacks can have a different configuration. 

You can create a KAS X.400 stack by conlpleting the following steps: 

1. Start System I\/Ianager. If administrative groups are enabled, expand the ad- 
ministrative group you want to work with. 

2. Expand Servers, and then expand the node for the server you want to work 
tvith. 

3. Expand Protocols, and then right-click X.400. On the shortcut menu, choose 
New, and then choose RAS X.400 Service Transport Stack. This displays the 
dialog box shown in Figure 12-10. 

4. In the General tab, type a descriptive name for the stack. The default is RAS 
fsewet-name). You can't change this name after you create the stack. 

Figure 12-10. Lke the Propeflies dialog box to configure a RAS X.400 stack. 
11014 ?nust ct-eate a RAS X.400 stack before you install a RAS X.400 con~zector. 
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5. If callback security is enabled for U S ,  type the telephone number used to 
reach the server in the X.400 Callback Kumber field. 

6. Click OIi. 

Creating and Configuring X.25 X.400 Stacks 
Wllen you install an X.25 X.400 stack on an Exchange server. the server can 
process messagrs fix one or more X.25 X.400 connectors for use in the organi- 
zation. The stack relies on the installation of a dedicated X.25 device. If neces- 
sary. you can create and configure multipie X.LS X.4UU sracks. Each of these stacks 
can have a different configuration. 

You can create an X.25 X:tOO stack by completing the follon~ing steps: 

1. Start System Manager, If administrati1.e groups are enabled, expand the ad- 
ministrative group you want to work with. 

2. Expand Serers. and then expand the node for the sewer you want to work 
with. 

3,  Expand Protocols. and then right-click X.400. On the shortcut menu, choose 
New, and then choose X.25 X.400 Serice Transport Stack. This displays the 
dialog box shown in Figure 12-11. 

4. In the General tab, Vpe a descriptive name for the stack. The default is X.25 
fsemernaine). You can't change this name after you create the stack. 

Figure 12-11. rse the PI-opertzes dzalog box to con5gure an  X  2 5 X  400 Stack 
You m i s t  create a n  X 25 X  400 stack before yoz~ znstall an X 25 X 400 
connector 
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5. All other steps are optional, so you can click OK to create the stack or con- 
tinue with the configuration, and then click OK. The primary values you can 
set are as follows: 

Call User Data Sets additional connection data for users. 

* Facilities Data Sets X.2 5 provider oprions. 
* X.121 Address Sets the X.121 address of the remote server. This 

designator is defined in the X.25 network service setup on  the re- 
mote senrer. 

* I/O Port Sets the X.25 adapter port number. Type a number be- 
tween 0 and 255. The default port is 1. The I/O port you specify must 
not match the value used by any other X.25 X.400 transport stack on 
the same server. 

6. If applications other than Exchange Server nrill use the transport stack, set 
OSI address information for the connector by using either hexadecimal or text 
characters. The T Selector field sets the transport service access point. The S 
Selector field sets the session service access point. And the P Selector field 
sets the presentation service access point. 

7. Click OK. 

Installing X.400 Connectors 
Once you've created a stack for the transport you want to use, you can create 
one or more X.400 connectors that use the stack to transport messages to a re- 
mote host that you designate. Unlike other connectors, X.400 connectors have 
only one local bridgehead and one remote bridgehead. Essentially, this means 
that the connector creates a direct link between a server in one routing group 
with a server in another routing group or organization. 

Installing TCP X.400 Connectors 
TCP X.400 connectors depend on TCP services being installed on both the local 
server and the remote sewer you're connecting. Once these services are installed 
and you've created the necessary transport stacks, you can install a TCP X.400 
connector by completing the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
rninistrative group you want to work with. 

2. If available, expand Routing Groups, and then expand the routing group you 
want to use as the originator of the connection. 

3. Right-click Connectors, click New, and then choose TCP X.400 Connector. 

4. In the General tab, type a descriptive name for the connector, as shown in 
Figure 12-12. 
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Figure 12-12. Use the Propertzes dzalog box to configure a TCP A' 400 con- 
rzector TCPX 400 corzrzectors operate over a deszgnated TCP/ZP transpolir stack 

5 .  In the General tab, under Remote X.400 Name, click Modify. This displays 
the Rernote Connection Credentials dialog box. 

6 In the Remote X.400 Name field, type the name of the remote X.400 connector 
on the remote server. In most cases, the remote connector name defaults to 
the remote server name. 

7. In both the Password and Confirm Password fields, type the password for the 
remote X.400 connector. Then click OK. 

8. In the General tab in the Properties dialog box, use the X.400 Transport Stack 
selection list to choose the X.400 transport stack that the connector should 
use. 

9. Click the Address Space tab in the Properties dialog box. 

10. If you're connecting two Exchange organizations. set the Connector Scope 
as Entire Organization, click Add in the Address Space tab, and then set the 
properties for the address space. Be sure to set the cost for the address space. 
Connector costs range from 1 to 100. with the lowest cost having the high- 
est priority for routing. Repeat for other address types the connector should 
handle 

11. If you're connecting two routing groups, set the Connector Scope as Rout- 
ing Group, click Add in the Address Space tab, and then set the properties 
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for the address space. Be sure to set the cost for the address space. Connec- 
tor costs range from 1 to 100, with the lowest cost having the highest prior- 
ity for routing. Repeat for other address types the connector should handle. 
Afterward, click Add in the Connected Routing Groups tab. and then select 
the routing group to which you want to connect. 

12 In the Stack tab, select Remote host name or IP Address, and then in Address. 
type the fully qualified domain name of the remote X.400 server to which 
you're connecting or enter the remote server's IP address. 

, , !  Tip If you use an IP address. be sure to enclose the address in brack- 
ets, such as [192.168.12.99]. The brackets tell Exchange Server that 
the value is an IP address and, as a result, Exchange Server doesn't try 
to perform a DNS lookup on the value. 

13. Click the Schedule tab, and then set the schedule for the connector. The 
available optioils are: 

Never Illsables the connector. 

Always Allows the connector to continuously transfer messages 
over the Ilnk. 

Selected Times Allows you to set a custom schedule for the trans- 
fer of messages over the link. A custom schedule is useful when you 
want to control the timing of message transfers 

Remote Initiated Messages are transferred only when the remote 
sewer initiates the transfer. 

14. If the remote system isn't an Exchange server. click the Advanced tab. and 
then clear Allow Exchange Contents. If you don't clear the check box, mes- 
sages are sent with e-mail addresses in domain name form and not in X.400 
form, making it impossible to reply to messages. 

15. To override default X.400 settings, click the Override tab and then set Con- 
nection values, RTS values, association parameters, and transfer timeouts for 
the connector as described in the section of this chapter entitled "Configur- 
ing the X.400 Message Transfer Agent." 

16. Click OK to ins~all the connector. Later, you may want to set delivery restric- 
tions, content restrictions, and advanced controls. 

( Note You must configure both sides of the connection before mes- 
sages can be sent in both directions. If you're connecting servers in an 
Exchange organization or routing group, configure an X.400 connector on 
the designated remote server. 

Installing RAS X.400 Connectors 
U S  X.400 connectors depend on Windows 2000 KAS services being installed on 
the local sewer you're connecting. Once these services are installed and you've 
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created the necessary transport stack, you can install a RAS X.400 connector by 
completing the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group you want to work with. 

2 If available, expand Routing Groups, and then expand the routing group you 
wanr to use as the  originator of the connection 

3. Right-click Connectors, click Sew, and then choose RAS X.400 Connector. 

4. In the General tab, type a descriptive name for the connector, as shown in 
Figure 12-13, 

Figure 12-13. Use the Properties dialog box to configure a RAS X.400 Con- 
nector RAS connectors use Windozus 2000RAS to communicate. You must in- 
stall these services for the link to ulorkproper&. 

5. In the General tab. under Remote X.400 name, click Modify. This displays the 
Remote Connection Credentials dialog box. 

6. In the Remote X.400 Name field, type the name of the remote X.400 connector 
on the remote server. In most cases, the remote connector name defaults to 
the remote server name. 

7 .  In both the Password and Confirm Password fields, type the password for the 
remote X.400 connector. Click OK. 

8. In the General tab, use the Phone Book Entry selection list to choose a phone 
book entry for the remote server. If you want to add a near phone book entry. 
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click RAS Phone Book, and then use the Network Connection Wizard to 
specify new network and dial-up connections. 

9. In the Properties dialog box, click the Address Space tab. 

10. YOU have two options: 

If you're connecting two Exchange organizations, set the Connector 
Scope as Entire Organization, click Add in the Address Space tab, and 
then set the properties for the address space. Be sure to set the cost 
for the address space. Connector costs range from 1 to 100, with the 
lowest cost having the highest priority for routing. Repeat for other 
address types the connector should handle. 

If you're connecting two routing groups. set the Connector Scope as 
Routing Group, click Add in the Address Space tab, and then set the 
properties for the address space. Be sure to set the cost for the ad- 
dress space. Connector costs range from 1 to 100, with the lowest 
cost having the highest priority for routing. Repeat for other address 
types the connector should handle. Afterward, click Add in the Con- 
nected Routing Groups tab, and then select the routing group to 
which you want to connect. 

11. Click the KAS Override tab. Under Windows User Name, click Modify. This 
displays the Override Connection Credentials dialog box. 

12.  In Override Connection Credentials, type the name of a Windows 2000 user 
account that has Send As and Mailbox Owner permissions on the Servers or 
Configuration containers in the remote site. In the Password and Confirm 
Password fields, type the password for the Windows 2000 user account. You 
sllould create a special account for this purpose. 

13. In the RAS Override tab, type the Windows 2000 domain name of the remote 
site in the Windows Domain Name field. 

14. If desired, you can override the callback number in the RAS X.400 transport 
stack and the phone number specified in the RAS phone book. If you want 
to do this, click the RAS Override tab, and then type the override numbers 
in the X.400 Service Callback Number and Overriding Phone Number fields 
respectively. Don't include values you need to dial to get an  outside line. 
These values should already be configured in your Windows 2000 Network 
and Dial-Up Connections dialog box. 

15. Click the Schedule tab, and then set the schedule for the connector. The 
available options are: 

Never Disables the connector - Always Allows the connector to continuously transfer messages 
over the link 

Selected Times Allows you to set a custom schedule for the trans- 
fer of messages over the link. A custom schedule is useful when you 
want to control the timing of message transfers. 
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Remote Initiated Messages are transferred only when the remote 
server initiates the transfer. 

16. To override default X.400 settings, click the MTA Override tab, and then set 
Connection values. RTS values, association parameters, and transfer timeouts 
for the connector as described in the section of this chapter entitled "Con- 
figuring the X.400 Message Transfer Agent." 

17. Click OK to install the connector. Later, you may want to set delivery restric- 
t i i i f i ~  arid contenc restrictions. 

Note You must configure both sides of the connection before mes- 
sages can be sent in both d~rect~ons. If you're connecting servers In an 
Exchange organization or routlng group, configure an X.400 connector on 
the designated remote server. 

lnstalllng X.25 X.400 Connectors 
X.25 X.400 connectors depend on X.25 adapters being available and an X.25 
transport stack. Once you've installed these items and made them available, you 
can install an X.25 X.400 connector by completing the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group you want to work with. 

2. If available, expand Routing Groups, and then expand the routing group you 
want to use as the originator of the connection. 

3. Kight-click Connectors, click New, and then choose X.25 X.400 Connector. 

4. In the General tab. q p e  a descriptive name for the connector, as shown in 
Figure 12-14 

Tip X.25 X.400 connectors use X.25 devices to transport messages. 
You need to configure the device and the X.25 transport stack before 
trylng to install a connector. 

5. In the General tab. under Remote X.400 name, click Modify. This displays the 
Remote Connection Credentials dialog box. 

6. In Remote X.400 name, type the name of the remote X.400 connector on the 
remote server. In most cases, the remote connector name defaults to the 
remote server name. 

7. In both the Passm7ord and Confirm Password fields, type the password for the 
remote X.400 connector. Click OK. 

8. Use the X.400 Transport Stack selection list to choose the X.400 transport stack 
that the connector should use. 

9. Click the Address Space tab to define the connector's address type and scope. 
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Figure 12-14. lke  the Properties dzalog box to conjigure a n  X 2 5  X 400 
Connector 

10. You have two options: 

If you're connecting two Exchange organizations, set the Connector 
Scope as Entire Organization, click Add in the Address Space tab, and 
then set the properties for the address space. Be sure to set the cost 
for the address space. Connector costs range from 1 to 100, with the 
lowest cost having the highest priority for routing. Repeat for other 
address types the connector should handle. 

.. If you're connecting two routing groups, set the Connector Scope as 
Iiouting Group, click Add in the Address Space tab, and then set the 
properties for the address space. Be sure to set the cost for the ad- 
dress space. Connector costs range from 1 to 100, with the lowest 
cost having the highest priority for routing. Repeat for other address 
types the connector should handle. Afterward, click Add in the Con- 
nected Routing Groups tab, and then select the routing group to 
which you want to connect. 

11. In the Stack tab, use the X.121 Address field to set the X.121 address of the 
remote server. This designator is defined in the X.25 network service setup 
on the remote server. Optionally, set additional connection data for users in 
the Call User field and X.25 provider options in the Facilities field. 
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12.  Click the Schedule tab, and then set the schedule for the connector. The 
available options are: 

Never Drsables the connector. 
* Always Allows the connector to continuously transfer messages 

over the link. - Selected Times Aiiows you to ser a custom schedule for the trans- 
fer of messages over the link. A custom schedule is useful when you 
want to control the riming of message transfers. 

Remote Initiated Messages are transferred only when the remote 
sewer initiates the transfer. 

13. If the remote system isn't an Exchange server, click the Advanced tab, and 
then clear Allow Exchange Contents. If you don't clear the check box, mes- 
sages are sent with e-mail addresses in domain name form and not in X.400 
form. making it impossible to reply to messages. 

14. To override default X.400 settings, click the Override tab, and then set Con- 
nection values, RTS values. association parameters, and transfer timeouts for 
the connector as described in the section of this chapter entitled "Configur- 
ing the X.400 Message Transfer Agent." 

15. Click OK to install the connector. Later, you may want to set delivery restric- 
tions, content restrictions, and advanced controls. 

Note You must configure both sides of the connection before mes- 
sages can be sent in both directions. If you're connect~ng servers in an 
Exchange organization or routlng group, configure an X.400 connector on 
the designated remote server. 

Setting Connection Schedules 
X.400 connectors follow a very specific schedule that determines how and when 
the connector is used. You can set the connection schedule by completing the 
folloaring steps: 

1. Start System Manager, and then navigate to the Connectors tab. 

2. Right-click the X.400 connector you want to work with, and then select 
Properties. 

3. In the Schedule tab, use the following options to set the connection schedule: 

Never Disables the connector. 

* Always Allows the connector to continuously transfer messages 
over the link. 

Selected Times Allows you to set a custom schedule for the trans- 
fer of messages over the link. A custom schedule is useful when you 
want to control the timing of message transfers. 
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Remote Initiated Messages are transferred only when the remote 
server lnlt~ates the transfer 

4 Click OK 

Overwriting X.400 MTA Properties 
X.400 connectors automatically inherit settings from the X.400 Message Transfer 
Agent. You can override these settings on a per connector basis by completing 
the following steps: 

1. Start System Manager, and then navigate to the Connectors tab. 

2 .  Right-click the X.400 connector you want to work with, and then click 
Properties. 

3. In the Override tab, set Connection values, RTS values, association param- 
eters. and transfer timeouts for the connector as described in the section of 
this chapter entitled "Configuring the X.400 Message Transfer Agent." 

Setting Text Wrapping and Remote Client Support for 
X.400 Connectors 
X.400 connectors configure default options for text wrapping and remote cli- 
ent support. The default options aren't always optimal, and you may want to 
examine them. 

By default, text word-wrapping is disabled, which means the connector enforces 
no maximum line length. If you'd like message text to wrap at a specific line 
length, you can enable text word wrapping at a specific column position, such 
as at 72 characters. 

By default, X.400 connectors send messages in their original text formatting, which 
can include Rich Text Format. This setting works well with most MAPI-compli- 
ant mail applications, but not with noncompliant applications. With noncompliant 
applications, you usually want the connector to convert message text to ASCII 
text prior to delivery. To do this, disable support for remote MAP1 clients. 

Litu can control text word-wrapping and MAP1 client support by completing the 
following steps: 

I .  Start System Manager, and then navigate to the Connectors tab 

2. Right-click the X.400 connector you want to work with, then click Properties. 

3. The General tab should be selected. 

4 .  Under Message Text Word-Wrap, select At Column to enable word wrap, and 
then type the column position in the field provided. To disable word wrap, 
select Never. 

5. The Remote Clients Support MAP1 check box controls MAP1 client support. 
Select tlie check box to enable MAP1 client support or clear the check box 
to disable hlAPI client support. 

6. Click OK. 
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Performing Other X.400 Connector Tasks 
You perform niost other X.400 connector tasks in the same way you perform tasks 
for other connectors. The next section of this chapter. "Handling Core Connec- 
tor Administration Tasks," explains these common tasks. 

Handling Core Connector Administration 
Tasks 
Regardless of which type of connector you use, you'll perform a common set of 
adtninistrative tasks. This section examines these tasks. 

Designating Local and Remote Bridgeheads 
Bridgehead senrers act as the comn~unication relays for routing groups, and you 
define them locally and remotely. I.ocal bridgehead servers serve as the origina- 
tor of message traffic, and remote bridgehead servers senre as the destination for 
message traffic. Each connector has a slightly different way of handling bridge- 
head senrers. 

With routing group connectors, you can have multiple local bridgeheads but only 
a single remote bridgehead, and you can designate the bridgehead sen-ers as 
described in Steps 6 and 7 of the section of this chapter entitled "Installing Rout- 
ing Group Connectors." 

With SMTP connectors, you can have one or more local bridgehead sewers. These 
bridgeheads are identified using the SPvlTP virtual servers that are available on 
the local server for which you're configuring the connector. You don't specifi- 
cally define remote bridgehead sewers, however. Instead, you designate a smart 
host or use DNS MX records to locate remote mail sewers in a specific routing 
group. These mail servers then act as remote bridgehead servers. To specify 
bridgeheads for SMTP connectors, follow Steps 5-8 in the section of this chapter 
entitled '.Installing SMTP Connectors." 

With X.400 connectors, you have one local bridgehead server and one remote 
bridgehead server. Because of this, you can build fault tolerance and load bal- 
ancing into the connector configuration only by configuring multiple connectors. 
You specify bridgeheads for X.400 connectors through the local and remote X.400 
names you designate for the connector. 

Setting Delivery Restrictions 
Delivery restrictions enable you to accept or reject messages before transferring 
them over the connector. You accept or reject messages based on the sender's 
e-mail address. By default, no delivery restrictions are set, and as a result con- 
nectors accept all messages from all senders. 
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To configure the connector to accept messages only from specific senders, fol- 
low these steps: 

1. Start System Manager, and then navigate to the Connectors tab. 

2. Right-click the connector you want to work with, and then click Properties. 

3. Click the Delivery Restrictions tab. as shown in Figure 12-15. 

Figure 12-15. Use the Delivery Restrictions tab to determine whether connec- 
tors accept or rqect messages from particular users. 

4. Under Accept Messages From, click Add, and then use the Select Recipient 
dialog box to choose users, contacts, and groups from which messages can 
be accepted. All other senders are rejected automatically. 

5. Under Reject Messages From, select any name listed, and then click Remove. 
Repeat this process for all other names listed under Reject Messages From. 

6. Click OK. 

To configure the connector to reject messages from specific senders and to ac- 
cept all other messages, follow these steps: 

1 Start System Manager, and then navigate to the Connectors tab. 

2. Right-click the connector you want to work with, and then click Properties. 

3. Click the Ilelivery Restrictions tab, as shown in Figure 12-15 

4. Under Reject Messages From. click Add, and then use the Select Recipient 
dialog box to choose users, contacts, and groups from which messages are 
rejected. A11 other senders are accepted automatically. 
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5. Under Accept Messages From, select any name listed, and then click Remove. 
Repeat this process for all other names listed under Accept Messages From. 

6. Click OK. 

Setting Content Restrictions 
Content restrictions determine the allowed priorities, types, and sizes for mes- 
sages transferred by a connector. By default, no content restrictions are set. 

70 set content restrictions, follow these steps: 

1. Start System Manager, and then navigate to the Connectors tab. 

2.  Right-click the connector you want to work with, and then click Properties. 

3. Click the Content Restrictions tab, as shown in Figure 12-16. 

Figure 12-16. L'se the Content Kestrzctzons dtalog box to deterlnztze what Qpes 
of tnessages ~ i o u  want a connector to transfer 

4. Cse the options provided to set allowed message priorities and types. Sys- 
tem messages include nondelivery reports and other types of system messages. 
Nonsystem messages include all messages sent by users. 

5 .  To restrict the size of messages that can be transferred by the connector, 
select Only Messages Less Than (KB), and then type the maximum message 
size in kilobytes 

6. Click OK.  
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Setting Routing Cost for Connectors 
Routing cost plays a key role in optimizing message routing. When two or more 
connectors link the same servers or routing groups, the connector with the low- 
est routing cost has preference over the other connectors. If the connector with 
the lowest cost is unavailable for any reason. Exchange Server uses the connec- 
tor with the next lowest routing cost. By having multiple connectors and setting 
routing costs, administrators can ensure that messages are delivered even when 
a primary connector fails. 

You can also use routing cost to balance the messaging load over two or more 
senrers. In this example, you configure multiple connectors with the same rout- 
ing cost, which tells Exchange Server to distribute the load as evenly as possible 
among the connectors. 

To set routing cost for a connector, follow these steps: 

1. Start System Manager, and then navigate to the Connectors tab. 

2. Right-click the connector you want to work with, and then click Properties. 

3. For routing group connectors, you set the routing cost using the Cost field 
in the General tab. 

4. For SMTP and X.400 connectors, each address space and connected routing 
group has an associated cost. You configure these costs in the Address Space 
and Connected Routing Groups tabs respectively. 

5. Click OK. 

Setting Public Folder Referrals 
Public folder referrals allow users on remote servers to access public folders on 
local servers. Public folder referrals are made possible through transitive affini- 
ties, which are enabled by default in Exchange 2000 Server. If you don't want 
users in other routing groups to be able to access public folders through a con- 
nector, you'll need to disable public folder referrals. You can do this by completing 
the following steps: 

1. Start System Manager, and then navigate to the Connectors tab. 

2. Right-click the connector you want to work with, and then click Properties. 

3. On the General tab, select Do Not Allow Public Folder Referrals. 

4. Click OK. 

Disabling and Removing Connectors 
Connectors can be disabled or removed at any time. To disable a connector, follow 
these steps. 

1. Start System Manager, and then navigate to the Connectors tab. 

2. Right-click the connector you want to work with, and then select Properties. 
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3 In the Schedule tab, select Never as the connection schedule 

4 Click O K  

To remove a connector. follonr these steps. 

I. Start System Manager, and then navigate to the Connectors tab. 

2. Right-click the cnixiectoi you want to work with, and then select Delete 

3. When prompted to confirm the action, click Yes. 

Note In most cases you'll want to  disable a connector instead of remov- 
ing it. The advantage of disabling a connector instead of removing it is  
that you can later enable the connector if you need to and you won't have 
to  reconfigure its settings. 





Chapter 13 

Administering SMTP, IMAP4, 
and POP3 

Microsoft Exchange 2000 Sewer supports Simple Mail Transfer Protocol (SMTP), 
Internet Message Access Protocol 4 IIklAP4). and Post Office Protucol 3 (POPS). 
These protocols play an important role in determining how mail is delivered and 
transferred both within and outside the Exchange organization. 

* SMTP is the native mail protocol for mail submission and mail transport. This 
means that clients use SMTP to send messages and Exchange sewers use SMTP 
to deliver messages and message data 

IMAPI is a protocol for reading mail and accessing public folders on remote 
servers. Clients can log on to an Exchange server and use IMAP4 to down- 
load message headers and then read messages individually while online. 

POP3 is a protocol for retrieving mail on remote senrers. Clients can log on to 
an Exchange sen-er and then use POP3 to download their mail for offline use. 

Each of these protocols has an associated virtual server. You use virtual servers 
to specif\. configuration information and to control access. You can create addi- 
tional virtual servers as well. 

The following sections examine the key tasks you'll use to manage ShlTP. IA3L4P4, 
and POP3. 

Working with SMTP, IMAP4, and POP3 
Virtual Servers 
SM'TP, 1MAP.i. and POP3 services are hosted on separate virtual servers. A vir- 
tual server is a senrer process that has its own configuration information, which 
includes an IP address, a port number. and authentication settings. If you installed 
SMTP, IkIAP4, and POP3 using the default options: 

The default ShITP virtual senrer is configured to use any available IP address 
on the sener and respond on port 25. SMTP virtual servers replace and ex- 
tend the Internet Mail Connector (IMC) and Internet Mail Service OMS) that 
were used in previous versions of Exchange SenTer. To control outbound 
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connections and message delivery, you configure the default SMTP virtual 
server for the organization. 

The default IMAP4 virtual server is configured to use any available IP address 
on the server and respond on ports 143 and 973. Port 143 is used for stan- 
dard communications, and port 993 is used for Secure Sockets Layer (SSL) 
communications. IMAP4 virtual servers allow Internet clients to download 
message headers and then read messages individually while online. 

The default POP3 virtual server is configured to use any available IP address 
on the server and respond on ports 110 and 975. Port 110 is used for stan- 
dard communications, and port 995 is used for SSL communications. POP3 
virtual servers allow Internet clients to download mail for offline use. 

You can change the IP address and port assignment at any time. In most cases 
you'll want the messaging protocol to respond on a specific IP address. For SMTP, 
this is the IP address or addresses you've designated in the Domain Name Sys- 
tem (DNS) mail exchanger records for the domains you're supporting through 
Exchange Server. For IMAP4 and POP3, this is the IP address or IP addresses 
associated with the fully qualified domain name of the Exchange servers providing 
these services. 

While a single Exchange server could provide SMTP, IhLAP4, and POP3 services. 
you can install these services on separate Exchange sewers. Here are some typi- 
cal scenarios: 

In a moderately sized enterprise. you may want one Exchange senrer to handle 
SMTP and another to handle IMAP4 and POP3 You install Server A as the 
SMTP server and then update the domain's mail exchanger (MX) record so 
that it points to Server A. Next, you install Server B as the POP3 and IblAP4 
sewer. Afterward, you configure Internet mail clients so that they use Server 
B for POP3/IMAP4 (incoming mail) and Server A for SMTP (outgoing mail). 

In a large enterprise, you may want a different Exchange server for each 
protocol. You install Server A as the SMTP server and then update the 
domain's MX record so that it points to Server A. Next, you install Senrer B 
as the POP3 server and ~ e r v e r C  as the IMAP4 server. Afterward, you con- 
figure POP3 clients so that they use Senrer B for POP3 (incoming mail) and 
Server A for SMTP (outgoing mail). Then you configure IMAP4 clients so that 
they use Server C for IMAP4 (incoming mail) and Server A for SMTP (out- 
going mail) 

When mail exchange is critical to the enterprise, you may want to build fault 
tolerance into the Exchange organization. Typically, you do this by install- 
ing multiple Exchange servers that support each protocol. For example, to 
ensure fault tolerance for SMTP, you could install Server A, Server B, and 
Server C as SMTP senrers. Then, when you create the domain's MX records, 
you set a priority of 10 for Server A, a priority of 20 for Server B, and a pri- 
ority of 30 for Server C In this way, any one of the servers can be offline 
arithout affecting mail submission and delivery in the organization. 
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A single virtual server can provide messaging services for illultiple domains, You 
can also install multiple virtual sewers of the same type. You can use additional 
virtual servers to help provide fault tolerance in a large enterprise or to handle 
messaging services for multiple domains. When you create multiple SMTP vir- 
tual senrers. you nlust also create additional MX records for the servers. 

Mastering Core SMTP, IMAP4, and POP3 
Administration 
Regardless of n~hether you're working xvith ShlTP, IMAP4, or POP3. you'll per- 
form a common set of administrative tasks. These tasks are examined in this 
section. 

Starting, Stopping, and Pausing Virtual Servers 
Virtual servers run under a sen-er process. \vl~ich you can start, stop. and pause 
much like other sen7er processes. For exan~ple, if you're changing the configu- 
ration of a virtual sewer or performing other maintenance tasks. you may need 
to stop the virtual senrer. make the changes, and then restart it. When you stop 
a virtual senrer, it doesn't accept connections from users, and you can't use it to 
deliver or retrieve mail. 

An alternative to stopping a virtual senrer is to pause it. Pausing a virtual server 
prevents new client connections, but it doesn't disconnect current connections. 
When you pause a POP3 or 1MAP-i virtual server. active clients can continue to 
retrieve mail. When you pause an SMTP virtual sen7er, active clients can continue 
to submit messages and the virtual server can deliver existing messages that are 
queued for delivery. No new connections are accepted, however. 

The master process for all virtual sewers is the Microsoft Windows 2000 service 
under which the virtual server process runs--either SMTP. Microsoft Exchange 
IMAP4. or Microsoft Exct~ange POP3. Stopping the master process stops all vir- 
tual servers using the process and halts all message d e l i v e ~  for the service. Starting 
the master process restarts all virtual sewers that were running when the master 
process was stopped. 

You can start, stop, or pause a v~rtual server by complet~ng the follonring steps: 

1. Start System hlanager, If administrative groups are enabled, expand the ad- 
ministrative group in which the sewer you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the sen-er you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP, IMAP4, or POP3, and then right-click the 
virtual server you want to manage. You can now 

Select Start to start the \ irtual senrer 

Select Stop to stop the virtual sewer 
* Select Pause to pause the virtual sener 
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) Note The metabase update service is respons~ble for processing and 
repllcatlng conf~guration changes. T h ~ s  service reads data from Active 
Directory directory service and enters it into the virtual server's local 
metabase. Exchange Server uses the service to  make configuration 
changes to v~rtual servers on remote systems without needing a perma- 
nent connection. When the service updates a remote server, it may need 
several mlnutes to read and apply the changes. 

You can start, stop, or pause the master process for T-irtual sewers by complet- 
Ing the following steps 

1 Fron~ the Adminlstrati\e Tools program group, start Computer hlanagement 

2. In the console tree, right-click the Computer IvZanagement entry, and from the 
shortcut menu, choose Connect To Another Computer. You can now choose 
the Exchange server whose senrices you Lvant to manage. 

3. Expand the Senrices And Applications node by clicking the plus sign (+) next 
to i t ,  and then choose Services. The SMTP, Microsoft Exchange IMAP4, and 
Microsoft Exch;inge POP3 senices control ShITP, IMAP4, and POP3, respec- 

4. Right-click the senrice you want to manipulate, and then select Start. Stop, 
or Pause as appropriate. \'OLL can also choose liestart to have Windows stop 
and then start the ser\,ice after a brief pause. Also. if you pause a service, you 
can use the Uesunie option to resume normal operation. 

Configuring Ports and IP Addresses Used by 
Virtual Servers 
Each \.irtual sen-er has an IP address and a TCP port configuration setting. The 
default IP address setting is to use any available IP address. On a multihomed 
sen-er, however, you'll usually want messaging protocols to respond on a spe- 
cific IP address and to do this, you need to change the default setting. 

What the default port setting is depends on the messaging protocol being used 
ancl \~hettier SSL is enabled or disabled. Table 13-1 shows t l r  depault port set- 
tings for key protocols useci by Exchange 2000 Server. 

Table 13-1. Standard and Secure Port Settings for Messaging Protocols 

Protocol Default Port Default Secure Port 

\MTI' 25 

I ITTI' 80 443 
IMAl'q 145 993 
P01'3 110 995 
Y \  I I' (Vetwork 
\e \x  s Tr'inrtcr P ~ o t o c o l )  119 563 
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To change the IP address or port number for a virtual server, complete the fol- 
lowing steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Sewers. 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP. IPVlAP4; or POP?. Right-click the virtual 
server you want to manage, and then select Properties. 

4. In the General tab, use the IP Address selection list to select an available IP 
address. Select (All Unassigned) to allow the protocol to respond on  all 
unassigned IP addresses that are configured on the server. 

,-. 
Tip If the IP address you want to use isn't listed and you want the <gy 
server to respond on that IP address, you'll need to update the server's 
TCP/IP network configuration. For deta~is, see "Assign~ng a Static IP Ad- 
dress" in Chapter 15 of Microsoft Windows 2000Adrninistrator's Pocket 
Consultant (Microsoft Press, 2000). 

5. In the General tab, click Advanced. As Figure 13-1 shows, the Advanced dialog 
box shows the current TCP port settings for the protocol. You can assign ports 
for individual IP addresses and for all unassigned IP addresses. 

Figure 13-1. Cise the Advanced dialog box to configure TCPports on  a n  in-  
dividual ZP address baszs or for all unassigned IP addresses. 
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6. Use the following options in the Advanced dialog box to modify port settings: 

* Add Adds a TCP port on a per IP address basis or all unassigned 
IP address basis. Click Add, and then select the IP address you want 
to use. 

* Edit Allows you to edit the TCP port settings for the currently se- 
lected entry in the Address list box. 

Remove Allows you to remove the TCP port settings for the cur- 
rently selected entry in the Address list box. 

j Note The IP address/TCP port combination must be unique on every 
virtual server. Mult~ple vlrtual servers can use the same port as long as 
the servers are configured to use different IP addresses. 

7. Click OK twice 

Controlling Incoming Connections to Virtual Servers 
You can control incoming connections to virtual servers in several ways. You can 

Grant or deny access using IP addresses or Internet domain names. 

Require secure incoming connections. 

Require authentication for incoming connections. 
Restrict concurrent connections and set connection time-out values. 

Each of these tasks is discussed in the sections that follow. 

1 Note With SMTP, you can configure both incoming and outbound con- 
nect~ons. To learn how to configure outbound connect~ons for SMTP, see 
the sectlon of this chapter entitled "Configuring Outgoing Connections." 

Securing Access by IP Address, Subnet, or Domain 
By default. virtual servers are accessible to all IP addresses, which presents a 
security risk that may allow your messaging system to be misused. To control use 
of a virtual server, you may want to grant or deny access by IP address, subnet, 
or domain. 

Granting access allows a computer to access the virtual sewer but doesn't 
necessarily allow users to submit or retrieve messages. If you require authen- 
tication, users still need to authenticate themselves. 

Denying access prevents a computer from accessing the virtual server. As a 
result, users of the computer can't submit or retrieve messages from the vir- 
tual server-even if they could have authenticated themselves with a user 
name and password. 

As stated earlier. POP3 and IRIAP4 virtual servers control message retrieval by 
remote clients ancl SMTP virtual servers control message delivery. Thus, if you 
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want to block users outside the organization from sending mail, you deny ac- 
cess to the SMTP \-irtual sen-er. If you want io block users from retrieving mail, 
you deny access to POI'3, IMAP4, or both. 

Note You can also restrict access by e-mail address. To do this, you 
rnList set a filter and then enable the filter on the SMTP virtual server. For 
details, see the section of Chapter 11 entltled "Sett~ng Message Filters." 

To grant or deny access to a virtual senrer by IP address, subnet, or domain, follow 
these steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
niinistrative group in which the s e ~ ~ e r  you want to use is located. 

2. In the console tree. navigate to the Protocols container. Expand Sen-ers, 
expand the sen-er you want to work n~ith, and then expand Protocols. 

3. In the console tree. expand SXITP. ILIAPI, or POP3. Right-click the virtual 
server you want to manage, and then select Properties. 

4. Click Connection in the Access tab. As shown in Figure 13-2. the Computers 
list shonls the computers that currently have connection controls. 

Figure 13-2. Lke the Connectlon dfalog box to control covznectzons by IP ad- 
dress, subnet, or domarn 

5, To grant access to specific computers and deny access to all others, click Only 
The List Below. 

6. To deny access to specific computers and grant access to all others, click All 
Except The List Below. 
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7. Create the grant or deny list. Click Add, and then in the Computer dialog box 
spec~fy S~ngle Computer, Grolip Of Computers, or Domain. 

For a single computer, type the IP address for the computer, such as 
192.168.5.50 
For groups of computers, type the subnet address, such as 192.168.5. 
and the subnet mask. such as 255.255.0.0 
For a domain name, type the fully qualified domain name, such as 
eng.domain.com. 

Caution When you grant or deny by domain, Exchange Server must per- 
form a reverse DNS lookup on each connection to determine whether the 
connection comes from the domain. These reverse lookups can severely 
affect Exchange Server's performance, and t h ~ s  performance impact 
Increases as the number of concurrent users and connections in- 
creases. 

8. If you Lvant to remove an entry from the grant or deny list, select the related 
entry in the Computers list. and then click Remove. 

9. Click OK. 

Controlling Secure Communications for Incoming Connections 
By- default, mail clients pass connection information and message data through 
an insecure connection. If corporate security is a high priority, however, your 
information security team may require mail clients to connect over secure corn- 
munication channels. 

y

~~ have several options for configuring secure commu- 
nications including smart cards. SSL, and PGP. In an environment where you need 
to support multiple transfer protocols, such as HTTP and SWlTP, SSL offers a good 
solution. 

You configure secure SSL communications by completing the following steps: 

1 Create a certificate request for the Exchange senrer that yo11 want to use secure 
cornn~unications. Each server (but not necessarily each virtual server) must 
have its own certificate. 

2 .  Submit the certificate request to a certificate authority (CA). The certificate 
authority 1~111 then issue you a certificate (usually for a fee). 

3. Install the certificate on the Exchange sen7er. Repeat Steps 1-3 for each Ex- 
change server that needs to communicate over a secure channel. 

4 .  Configure the sen7er to require secure communications on a per virtual server 
11asis. 

Following this procedure, you could create, install, and enable a certificate for 
use on a virtual sewer by completing the following steps: 

I .  Start System hlanager. If administrative groups are enabled, expand the ad- 
rnini.strati1.e group in nliich the semer you want to use is located. 
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2. In the console tree. navigate to the Protocols container. Expand Servers, 
expand the sen7er you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP, I W 4 ,  or POP3. Right-click the virtual senrer 
that you want to use secure comn~unications, and then select Properties. 

4. In the Access tab, click Certificate. This starts the X7eb Certificate Wizard. Use 
the wizard to create a new certificate. For additional virtual senrers on the 
same Exchange server, you'll want to assign an existing certificate. 

5. Send the certificate request to your certificate authority. When you receive 
the certificate back from the CA. access the Web Certificate Wizard from the 
virtual sen-er's Properties dialog box again. Now you'll be able to process the 
pending request and install the certificate. 

6. When you're finished installing the certificate, don't close the Properties dialog 
box. Instead, on the Access tab, click Communication. 

7. In the Security dialog box, click Require Secure Channel. If you've also con- 
figured 128-bit security, select Require 128-bit Encryption. 

8. Click OK twice. 

Note For worldwide installations, you'll want to  use 40-bit encryption. 
The 128-bit encryption level is available only in the Un~ted States and 
Canada. 

Controlling Authentication for Incoming Connections 
Exchange 2000 Server supports two authentication methods: 

Basic Authentication With basic authentication, users are prompted for 
logon information. When it's entered, this information is transmitted 
unencrypted across the network. If you've configured secure communications 
on the server as described in the section of this chapter entitled "Controlling 
Secure Communications for Incoming Connections," you can require clients 
to use SSL. When you use SSL with basic authentication. the logon informa- 
tion is encrypted before transmission. 

Integrated Windows Authentication With integrated Windows authen- 
tication, Exchange Server uses standard Windows security to validate the user's 
identity. Instead of prompting for a user name and password, clients relay 
the logon credentials that users supply when they log on to Windows. These 
credentials are fully encrypted without the need for SSL, and they include the 
user name and password needed to log on to the network. 

Both authentication methods are enabled by default for SMTP, IMAP4, and POP3. 
Because of this, the default logon process looks like this: 

1. Exchange Server attempts to obtain the user's Windows credentials. If the 
credentials can be validated and the user has the appropriate access permis- 
sions, the user is allowed to log on to the virtual server. 

2. If validation of the credentials fails or no credentials are available, the server 
uses basic authentication and tells the client to display a logon prompt. When 
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the logon information is submitted, the server validates the logon. If the cre- 
dentials can be validated and the user has the appropriate access permissions, 
the user is allowed to log on to the virtual server. 

3. If validation fails or the user doesn't have appropriate access permissions, the 
user is denied access to the virtual server. 

As necessary. you can enable or disable support for these authentication meth- 
ods. You can do that by completing the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Sewers, 
expand the sen7er you want to work with, and then expand Protocols. 

3. In the console tree. expand SMTP, IhlAP4, or POP3. Right-click the virtual 
server that you want to work with, and then select Properties. 

4. In the Access tab, click Authentication. This displays the Authentication dia- 
log box shown in Figure 13-3. 

Figure 13-3. You can use the Authentzcatzon dzalog box to enable or dzsable 
authentzcatzon methods to meet the needs of your organzzatzon Wzth baszc 
autl~entzcatzon, zt's often helpjul to set a default domazn as well 

5. Select or clear Basic Authentication to enable or disable this authentication 
method. If you disable basic authentication, keep in mind that this may pre- 
vent some clients from accessing mail remotely. Clients can log on only when 
you enable an authentication method that they support. 

6. A default domain isn't set auton~atically. If you enable basic authentication. 
)IOU can choose t o  set a default domain that should be used when no domain 
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information is supplied during the logon process. Setting the default domain 
is useful when you want to ensure that clients authenticate properly. 

7. Select or clear Integrated Windows Authentication to enable or disable this 
authentication method. 

8. Click OK twice. 

Restricting Incoming Connections and Setting Time-Out Values 
You can control incoming connections to a virtual server in two ways. You can 
set a limit on the number of simultaneous connections and you can set a con- 
nection time-out value. 

Virtual servers normally accept an unlimited number of connections, and in most 
environments this is an acceptable setting. However, when you're trying to pre- 
vent a virtual server from becoming overloaded, you may want to limit the number 
of simultaneous connections. Once the limit is reached, no other clients are 
permitted to access the server. The clients must wait until the connection load 
on the server decreases. 

The connection time-out value determines when idle connections are discon- 
nected. Normally, connections time out after they've been idle for 30 minutes. 
In most situations a 30-minute time-out is sufficient. Still, there are times when 
you'll want to increase the time-out value, and this primarily relates to clients who 
get disconnected when downloading large files. If you discover that clients get 
disconnected during large downloads, the time-out value is one  area to exam- 
ine. You'll also want to look at the Message Transfer Agent settings as discussed 
in Chapter 12. 

You can modify connection limits and time-outs by completing the following 
steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the sewer you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP. IMAP4, or POP3. Right-click the virtual 
sewer that you want to work with, and select Properties. This displays the 
Properties dialog box as shown in Figure 13-4. 

4. To remove connection limits, clear Limit Number Of Connections To. To set 
a connection limit, select Limit Nunlber Of Connections To, and then type the 
limit value. 

5. The Connection Time-Out field controls the connection time-out. Type the 
new time-out value in minutes. In most cases, you'll want to use a time-out 
value between 30 and 90 minutes. 

6. Click OK. 
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Figure 13-4. Use the Propertzes dzalog box to corEfiRure connection lzmzts and 
tzme-outs Enablztzg these options can help reduce server load and  be used to 
help troz~bleshoot co~znectzon problems 

Viewing and Ending User Sessions 
A user session is started each time a user connects to a virtual server. The ses- 
sion lasts for the duration of the user's connection. Each virtual server tracks user 
sessions separately. By viewing the current sessions, you can monitor senrer load 
and determine which users are logged on to a server as well as how long users 
hate been connected. If an unauthorized user is accessing a virtual server, you 
can terminate the user's session, which immediately disconnects the user. You 
also have the option of disconnecting all users who are accessing a particular 
virtual sewer. 

To view or end user sessions, complete the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2.  In the console tree, navigate to the Protocols container. Expand Servers, 
expand the sewer you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP, IMAP4, or POP3, and then double-click 
the virtual server that you want to work with. 

4. You should now see a node called Current Sessions. Select this node in the 
console tree. The details pane displays current sessions. 
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5. To disconnect a single user. right-click a user entry in the details pane, and 
then select Terminate. 

6 T o  disconnect all users, right-click any user entw in the details pane, and then 
select Terminate All 

Managing SMTP Virtual Servers 
SMTP virtual sen7ers h3ve tTriio roles in the Exchange organization They handle 
trail transport and they i~andle mail submission. This means that sen.ers use ShlTP 
to deliver messages and clients use ShlTP to submit messages. The tasks you use 
to manage ShlTP virtual servers are examined in this section. 

Creating SMTP Virtual Servers 
When you install the first Exchange 2000 Sewer in an organization. a default ShlTP 
virtual sewer is created. The default ShlTP virtual server is used for mail trans- 
port and for mail submission. 

In most cases you won't need to create an additional ShlTP virtual senrer. How- 
ever, if you're hosting multiple domains and you want to have more than one 
default domain, you may want to create additional ShlTP virtual servers to ser- 
 ice these donlains. Another reason to create additional SRITP virtual sen-ers is 
for fault tolerance. VC7hen you have several SMTP virtual sen'ers. one of the sewers 
can go offline without stopping message delivery in the Exchange organization. 

You can create additional SMTP virtual senTers by completing the following steps: 

1. If you want the SMTP virtual server to use a new IP address, you must con- 
figure the IP address before installing the ShlTP virtual server. For cietails, see 
"Assigning a Static IP Address" in Chapter 15 of ;Microsoft W-i?zdoua 2000 
Administrator's Pocket Consultant. 

2 .  Start System Illanager. If ad~ninistrative groups are enabled. expand the ad- 
ministrative group in which the sewer you want to use is located. 

3. In the console tree, navigate to the Protocols container. Expand Servers. 
expand the sen-er 1-ou want to work with, and then expand Protocols. 

4. In the console tree. right-click SILITP, point to New, and then select SMTP 
Virtual Sen-er. As shown in Figure 13-5, this starts the Near SMTP Virtual Senrer 
Wizard. 

5. Type a descriptive name for the virtual server, and then click Next. 

6. Use the IP address selection list to select an available IP address. Choose (All 
Unassigned) to allow SMTP to respond on all IP addresses that are config- 
ured on the server and have not been assigned. The TCP port is mapped 
automatically as port 25. 
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Figure 13-5. I:se tbe~lreu) S M P  Mrtual Senler Wizard to create the addztio~zal 
~ ' i r t z~al  serve?- 

"te The IP address/TCP port combmation must be unique on every 
v~rtual server. Multiple virtual servers can use the same port as long as 
the servers are configured to  use d~fferent IP addresses. 

7. Click Finish to create the virtual senrer. If the default startup setting for the 
ShITP service is set to Automatic, the new SMTP virtual server will start au- 
tomatically as nrell. If the server doesn't start automatically, you may have 
selected an IP addresslTCP port combination that's already in use. 

8.  Configure the sen7er using the tasks outlined in this section and the section 
entitled "Mastering Core SMTP. IMAP4, and POP3 Administration." 

Managing Messaging Delivery for SMTP and the 
Exchange Server Organization 
SMT'P delivery options cleterriline how mail is delivered once a connection has 
been established and the receiving computer has acknowledged that it's ready 
to receive the data transfer. This section shows you how to use the configura- 
tion options that determine how message delivery and transfer occurs. 

You can set the follijwing options to control rnessage delivery: 

Outbound retry intervals 

0utt)ound and local delay notification 

Outbound and local expiration time-out values 
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Message hop count 

Domain name options 

Reverse IINS lookups 

External DNS server lists 

Setting Outbound Retry Intervals, Delay Notification, and Expiration 
Time-Out 
Once a connection has been established and the receiving computer has acknowl- 
edged that it's ready to receive the data transfer, Exchange Server attempts to 
deliver messages queued for deliver): to the computer. If a message can't be 
delivered on the first attempt, Exchange Server tries to send the message again 
after a specified time. Exchange Server keeps trying to send the message at the 
intervals you've specified until the expiration time-out is reached. When the time 
limit is reached, the message is returned to the sender with a nondelivery report. 
The default expiration time-out is taro days. 

After each failed attempt to deli.i,er a message, Exchange Server generates a delay 
notification and queues it for delivery to the user who sent the message. Notifi- 
cation doesn't occur immediately after failure. Instead, Exchange Server sends the 
delay notification message only after the notification delay interval and then only 
if the message hasn't already been delivered. The default delay notification is 12 
hours. 

The way in which Excllange Senrer handles delay notification and expiration time- 
out values depends on whether the message originated within or outside the 
organization. Exchange Server handles messages that originate within the orga- 
nization using the Local delay notification and expiration time-out values, 
Exchange Server handles messages that originate outside the organization using 
the Outbound delay notification and expiration time-out values. 

A 

Tip A copy of the failed message and the nondelivery report can be .w 
sent to  your organization's postmaster or other administrator's inbox. To 
do thls, follow the procedure outlined in the section of this chapter en- 
titled "Managing Message Delivery for SMTP and the Exchange Server 
Organization." 

You can view or change the retry interval, delay notification, and expiration time- 
out by completing the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in w-hich the sewer you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree, expand SR4TP. Right-click the virtual server that you want 
to work with, and then select Properties. The default SMTP virtual sen7er 
controls message delivery for the default domain. 



294  / Part IV Microsoft Exchange 2000 Server and Group Administration 

4. Click the Delivev tab, as shown in Figure 13-6, and then use the following 
options to set the retry values: 

* First Retry Interval (Minutes) Sets the amount of time to wait af- 
ter the first delivery attempt. The default is 15 minutes. 

* Second Retry Interval (Minutes) Sets the amount of time to wait 
after the second delivery attempt. The default is 30 minutes after the 
first retry interval. 

** Third Retry Interval (Minutes) Sets the amount of time to wait 
after the third delivery attempt. The default is 60 minutes after the 
second retry interval. 

% Subsequent Retry Interval (Minutes) Sets the amount of time to 
wait after the fourth and subsequent delivery7 attempts. The default 
is 240 minutes. 

Figure 13-6. C'se the opttons i?z the Deliziey tab to control message delzuey 
111 the organzzatzo?z 

5. Set the Outbound delay notification and expiration time-out values using the 
Delay Notification and Expiration Timeout fields on the Outbound panel. You 
can set these values in minutes, hours. or days. 

6. Set theLoca1 delay notification and expiration time-out values using the Delay 
Notification and Expiration Timeout fields on the Local panel. You can set 
these values in minutes, hours, or days. 

7 .  Click OK. 
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Setting the Message Hop Count 
Messages can be routed through many different servers before reaching their final 
destination The number (IF selTers a message passes through is caliecl the hop 
cozrnt. As an administratctr. you can control the maximum allon,ahle hop count 
and j,ou'll usually want to do  this to prevent a message fro111 being repeatedly 
niisrouted. 

Tlie default maximum hop count is 15. ~vhich \\;arks well for nlost net~vork con- 
figurations. Howel-es, if users frequently get nondeli\,erv reports that state that 
the masinlum hop count was reached and the message wasn't deli~ered,  you may 
want to consider increasing tllr maximum allon,able hop count. The nunlber of 
Receil"ed lines in the message 11e;lder deterlnines the total hops. 

Caution Don't automatically Increase the hop count wlthout first exam- 
lning the network. Nondelivery reports due to the hop count can also 
point to network problems. You can run a traceroute command (tracert 
hostname) to the destination mail server to help determine if a 
mlsconfigured or down network IS to blame for the delivery problem. 

You can view or set the maximum hop count by completing the following steps: 

1. Start System Manager. If administrati\-e groups are enabled, expand the ad- 
ministrative group in which the sesver you Lvant to use is located. 

2.  In the console tree, navigate to the Protocols container. Expand Servers. 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree. expand SMTP. Right-click the virtual sener  that you want 
to work wit!l, and then select I'roperties. The default SMTP ~ i r t u a l  sen-er 
controls message delivery for the default domain. 

4. In the Delivery tab, click Advanced. This displays the Advanced Deliveqr 
dialog box. 

5. If you want to change the hop count, type a new value in the hlaximun~ Hop 
Count field. Valid values are between 10 and 256. 

6. Click OK twice. 

Setting Domain Name Options 
Domain names play an important role in determining how mail is delivered in 
the enterprise, and you have two options for configuring domain name usage. 
You can set a masquerade domain. or you can set a fully qualified domain name 
(FQDN) for the SMTP virtual server. 

A masquerade domain replaces the local domain name in any blail From lines 
in the message header. Mail From information is used to determine the address 
for sending nondelivery reports and doesn't replace the From lines in the mes- 
sage body that are displayed to mail clients. The name replacement occurs on 
the first hop only. 
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The fully qualified domain name (FQDN) of the Exchange senrer is used in mail 
delivery. The senrer must have a FQDN, and this FQDN is associated with an e- 
mail domain through a DNS mail exchanger record. In Exchange Server you have 
two options for specifying an FQDN: 

You can use the narne specified in the Network Identification tab of the 
System utility. 

You can specify a unique FQDN for the SMTP virtual server you're 
configuring. 

The name in the Network Identification rab is used automatically. If you change 
the name in this rab, the new name is used the next time the computer is rebooted. 
N o  action is required to ~ ~ p d a t e  the FQDS for the virtual semer. However, if you 
want to override the setting in the network identification tab, you can do so by 
specifying a unique FQDN for the SblTP virtual server. 

You can set the masquerade domain name or override the default FQDN by 
corrlpleting the following steps: 

1. Start System Manager. If administrative groups are enabled, expancl the ad- 
ministrative group in which the sewer you want to use is located. 

2.  In the console tree, navigate to the Protocols container. Expand Sen7ers. 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP. Right-click the virtual server that you want 
to work with, and then select Properties. The default ShlTP virtual server 
controls message delivery for the default domain. 

4. In the Delivery tab, click Advanced. 'This displays the Advanced Delivery 
dialog box shown in Figure 13-7. 

Figure 13-7. l3e the i idz~anc~d Delzueql tab to confzgure the dotnazn name 
optzons Domaz?z names play a ~ z  zmnportarzt role zn determznzng hou: mazl is 
dell1 jered 
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5. In the Masquerade Domain field, type the dotnain name where you would 
like nondelivery reports to be sent. This domain name will replace the de- 
fault domain name in outgoing message headers. 

6. If you want to override the default FQDN, type a new value in the Fully- 
qualified Domain Name field. Click Check DNS ro ensure that you've entered 
the correct value and that DNS resolution is configured properly. 

7 .  Click O K  twice. 

Configuring Reverse Lookups and External DNS Servers 
When you want to put extra controls on how DNS is used with a particular vir- 
tual server, you have several options. You can enable reverse DNS lookups. or you 
can specify an explicit list of external DKS senrers to use for name resolution. 

With reverse lookups enabled, Exchange Server attempts to verify that the mail 
client's IP address matches the host and domain submitted by the client in the 
start session command. If the IP and DNS information match, Exchange Server 
passes the message through without modifying its contents. If Exchange Server 
can't verify the IP and DNS information, Exchange Server modifies the message 
header so that the key word "unverified" is inserted on the Received line of the 
message header. 

As stated previously, reverse lookups can severely affect Exchange Server's per- 
formance, and this performance impact increases as the number of concurrent 
users and connections increases. Because of this, you'll want to be very cautious 
about enabling reverse lookups. 

DNS servers are used to resolve host and domain names for message delivery. 
Internal DKS servers are used to resolve host and domain names within the or- 
ganization, and external DNS sewers are used to resolve names outside the or- 
ganization. Normally, the list of DNS servers that you want to use for name 
resolution is configured in the TCP/IP settings for the Exchange server. If neces- 
sary, you can override these settings for external sewers. You d o  this by defin- 
ing an external DNS server list for an individual virtual server. 

Once the external DNS serve1 list is created, the SMTP virtual server uses only 
the servers on that l~st  If you want to keep using some or all of the local DNS 
servers, you must manually add those IP addresses to the list. 

To enable reverse DNS lookups or define an external DNS server list. complete 
the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2 .  In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree; expand SMTP. Right-click the virtual server that you want 
to work with, and then select Properties. The default SMTP virtual server 
controls message delivery for the default domain. 
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4. In the Delivery tab, click Advanced. This displays the Advanced Delivery 
dialog box shown previously in Figure 13-7. 

5. To enable reverse lookups, select Perform Reverse DNS Lookup On Incom- 
ing Messages. To disable reverse lookups, clear this option. 

6. To define an external DNS server list, click Configure. The External DNS list 
shows the servers that are currently configured (if any). The order of entries 
in the list is extremely important. The SMTP virtual server starts with the top 
DNS server and then goes down the list until one of the servers returns the 
information it needs. You use the options in the Configure dialog box as 
follows: 

* Add Adds an entry to the external DNS server list. Click Add, type 
the IP address of a DNS server, and then click OK. 

* Remove Removes a selected entry from the external DNS server 
list. Select the entry you want to remove, and then click Remove. 

Move U p  Moves the selected entry up in the priority list Select the 
entry you want to change, and then click Mob-e Up. 

Move Down Moves the selected entry down in the priority list. 
Select the entry you want to change, and then click Move Down. 

7.  Click OK three times 

Configuring Outbound Security 
By default, SMTP virtual servers deliver messages to other servers without authen- 
ticating themselves. This mode of authentication is referred to as anon.ymous. You 
can also configure SMTP virtual servers to use basic or integrated Windows au- 
thentication. However, you'll rarely use an authentication method other than 
anonymous with SMTP virtual servers. 

In fact, one of the only times you'll use basic or integrated Windows authentica- 
tion with an SMTP virtual server is when the server must deliver all e-mail to a 
specific server or e-mail address in another domain. That is, the server delivers 
mail to only one destination and doesn't deliver mail to other destinations. If you 
need to configure authentication for e-mail delivered to a particular server and 
also need to deliver mail to other servers, you should configure an Exchange 
connector to send mail to that specific server and use anonymous authentication 
for all other mail. 

To view or change the outbound security settings for an SMTP virtual server, 
complete the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

3 In the console tree, expand SMTP. Right-click the virtual server that you want 
to work with, and then select Properties. 
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4 In the Delivery tab, click Outbound Security. To use standard delivery for 
outgoing messages, click Anonymous Access. 

5. To set basic autinentication for outgoing messages, click Basic Authentication. 
Under User Name and Password, type the account name and password that 
are required to connect to the remote server. 

6 .  To set integratec! \Yindon7s authenticatlor. for outgoing messages, select In- 
tegrated Windows Authentication. and then under Account and Password, 
type the Windows accoEnt n2me and password that are required to connect 
to the remote server. 

7 .  Click OK twice. 

Configuring Outgoing Connections 
With SMTP virtual servers you have much more control over outgoing connec- 
tions than you do over incoming connections. You can limit the number of si- 
multaneous connections and the number of connections per don~din. These limits 
set the maximum number of simultaneous outbound connections. By default, no 
maximum is set, and this can cause performance problems. To improve perfor- 
mance, you should optimize these values based on the size of your Exchange 
environment and the characteristics of your senrer hardware. 

You can set a connection time-out that determines when idle connections are 
disconnected. Normally, outbound connections time out after they've been idle 
for ten minutes. Sometimes you'll want to increase the time-out value, and this 
primarily relates to times when you're experiencing connectivity problems and 
messages aren't getting delivered. 

You can also map outbound SMTP connections to a TCP port other than port 25. 
If you're connecting through a firewall or proxy, you may want to map outgo- 
ing connections to a different port and then let the firewall or proxy deliver the 
mail over the standard SMTP port (port 2 j). 

You set outgoing connection controls by completing the following steps: 

1. Start System hlanager. If administrative groups are enabled, expand the ad- 
ministrative group in nrhich the senTer you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the senrer you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP. Right-click the virtual server that you want 
to work with and select Properties. 

4.  In the Delivery tab, click Outbound Connections. This displays the Outbound 
Connections dialog box shown in Figure 13-8. 

5. To remove outgoing connection limits, clear Llmit Connections To. To set an 
outgoing connection limit, select Limit Connections To, and then type the limit 
value. Valid values are from 1 to 1.999,999,999 



300 i Part IV M~crosoft Exchange 2000 Server and Group Administration 

Figure 13-8. Cke the Outbound Connecttons dialog box to set lzmtts on out- 
bound S M P  trnffic Admlnzstrators have much more control over outbound 
S&lTP connectzoras than they do otier zncomnzg S M P  coniaectzons 

6. The Time-out field controls the connection time-out. Type the new time-out 
value in minutes. Valid values are from 30 to 99,799,979. In most cases, you'll 
want to use a time-out value between 30 and 90 minutes. 

7. To set an outgoing connection limit per domain, select Limit Connections Per 
Domain To, and then type the limit value. Valid values are from 1 to 
1,997,799.999. You can remoye the per donlain limit by clearing Limit Con- 
nections Per Domain To. 

8. To map outgoing connections to a different port, in the TCP Port field, type 
the outbound port that the firewall or proxy expects. 

9. Click OK twice. 

Managing Messaging Limits for SMTP 
You can use messaging limits to control Exchange usage and to improve through- 
put for message delivery. You can set the maximum allowable message size for 
incoming messages. Clients who attempt to send a message larger than this size 
get a nondelivery report that states the message exceeds this limit. The default 
limit is 2048 KB. 

Note You can set message size l~mits that apply to both incoming and 
outgo~ng mail globally on all user mailboxes and indiv~dually on specific 
mailboxes. You set global l im~ts through Message Delivery under Global 
Settings. You set individual limits in the user's Properties dialog box. 

You can set the maximum size of all messages that can be sent in a single con- 
nection. YOU should always set the session limit so that it's several times larger 
than the message size limit. The default limit is 10240 KB. 

You can control the number of messages that can be sent in a single connection. 
When the number of messages exceeds this value, Exchange Server starts a new 
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connection and transfer continues until all messages are delivered. Optimizing 
this value for your environment can improve senrer performance, especially if 
users typically send large numbers of messages to the same external domains. 
The default is 20. So if you had 50 messages queued for delivery to the same 
destination sewer, Exchange Server would open 3 connections and use these 
connections to deliver the mail. Because message delivery would take less time, 
you can considerably enhance Exchange Server's performance. 

k i ~ u  can also ~ o ~ i i r o l  the iiumber of recipients for a single messagc. When the 
number of recipients exceeds this value, Exchange Senrer opens a new connec- 
tion and uses this connection to process the remaining recipients. The default is 
64.000, but a more practical limit is 1000. Using the 1000 limit, a message queued 
for delivery to 2500 recipients would be sent over 3 connections. Again. because 
message delivery arould take less time, you can considerably enhance Exchange 
Server's performance. 

You set outgoing connection controls by complet~ng the following steps 

1. Start System Manager. If administrative groups are enabled. expand the ad- 
ministrative group in which the sewer you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers. 
expand the senrer you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP. Right-click the virtual server that you want 
to work with and select Properties. 

4. Click the Messages tab as shown in Figure 13-7. 

Figure 13-9. Use the ll.lessages tab to set lzmits to coiztrol Exchatzge usage and 
to improae performance. 



302 1 Part IV Microsoft Exchange 2000 Server and Group Administration 

5. Use the message size limit to strictly control the maximum message size. To 
disable this limit, clear Limit Message Size To. Otherwise, select the Limit 
Message Size To check box and use the related field to set a message size 
limit. 

Tip Message size limits apply to incoming messages only. In most en- 
v~ronments, you'll find that the default message size limit is too restric- 
tive. You'll usually want to increase this limit to 5120 KB. 

6. Use session limits to strictly control the maximum size of all messages that 
can be sent in a single session. To disable this limit, clear Limit Session Size 
To. Otherwise, select the Limit Session Size To check box and use the related 
field to set a message size limit. 

7. Use the messages per connection limit to force Exchange Server to open new 
connections when multiple messages are queued for delivery to the same 
destination. To disable this limit, clear Limit Number Of Messages Per Con- 
nection To. Otherwise, select the Limit Number Of Messages Per Connection 
To check box and use the related field to set a limit. 

8. Use recipient limits to force Exchange Server to open new connections when 
messages are addressed to many recipients. To disable this limit, clear Limit 
Number Of Recipients Per Message To. Otherwise, select the Limit Number 
Of Recipients Per Message To check box and use the related field to set a 
limit. 

9. Click OK. 

Handling Nondelivery, Bad Mail, 
and Unresolved Recipients 
When a message is undeliverable or a fatal error occurs during delivery, Exchange 
Server generates a nondelivery report and attempts to deliver it to the sender. 
SMTP virtual server options provide several ways that you can configure how 
Exchange Server handles nondelivery. 

For tracking purposes, you can send a copy of all nondelivery reports to a spe- 
cific e-mail address, such as the organization's postmaster account. The e-mail 
address specified is also placed in the Reply-To field of the nondelivery report. 
This allows users to respond to the error message and potentially reach some- 
one who can help resolve the problem. 

If a nondelivery report can't be delivered to the sender, a copy of the original 
message is placed in the "bad" mail directory. Messages placed in the bad mail 
directory can't be delivered or returned. You can use the bad mail directory to 
track potential abuse of your messaging system. By default, the bad mail direc- 
tory is located at root:'\Exchsrvr\Mailroot'\vsi~\BadMail, where root is the install 
drive for Exchange Sewer and # is the number of the SMTP virtual server, such 
as C:\Exchsrvr\Mailroot\vsi l\BadMail. You can change the location of the bad 
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mail directow at any time. but you should never place the directory on the hl: 
drive, which is resenred for other types of Exchange Server data. 

If you have another mail system in your organization that handles the same mail 
as the SMTP virtual senrer, you rnay want to have the SMTP virtual s ene r  forward 
unresolved recipients to this server. In this way, when Exchange Server receives 
e-mail for a user it can't resoive, Exchange Sen-er forwards the e-mail to the other 
mail system, where the recipients can be resolved. For example, if your organi- 
zation has an Excirarige sen-ei- and a Sendmail server, Exchange Server may re- 
ceive mail intended for users on the Sendmail server. When Exchange Server can't 
resolve these users. it'll forward the mail to the Sendlrlail server. 

Caution When forwarding is enabled, Exchange Server won't generate 
nondelivery reports for unresolved mail. Because of this, you should 
make sure that another mail system is able to send nondelivery reports 
if necessary. You should also ensure that mail sent to your organization 
is first delivered to Exchange Server and then forwarded as necessary. 

You can configure these nondeliver). options by completing the following steps: 

1 Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the senTer you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP. Right-click the virtual senrer that you want 
to work m-ith, and select Properties. 

4 .  Click the Messages tab, as shown in Figure 13-9. 
j, In Send A Copy Of Non-Delivery Report To. type the e-mail address of the 

organization's postmaster account or other account that should receive a copy 
of Non Delivery Reports (NDR). 

6. In Badmail Directory type the full path to the directory in which you want 
to store bad mail. If you don't know the full path. click Browse, and then use 
the Browse For Folder dialog box to find the folder you want to use. 

7. If you have another mail system in your organization that handles the same 
mail as the SMTP virtual server. type the host name in Forward All Mail With 
Unresolved Recipients To Host. 

8.  Click OK. 

Setting and Removing Relay Restrictions 
Mail relaying can occur when users outside the organization use your mail sys- 
tem to send messages bound for another organization. However, Exchange Server 
normally prevents unauthorized users and computers from relaying mail through 
your organization-and this is the behavior that you'll typically want to use. In 
this way, only users and computers that are able to authenticate themselves can 
use your mail system to relay messages. 
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If necessary, you can grant or deny relaying permissions, overriding the default 
configuration. To do this, follow these steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree, expand SMTP. Right-click the virtual server that you want 
to work with, and select Properties. 

4. Click the Access tab, and then click Relay. You should now see the Relay 
Restrictions dialog box, shown in Figure 13-10. 

anted h>lrnad corn 1 

Figure 13-10. If necessav, you can use the Rela?, Restrzctzons dzalog box to 
grant some computers the rzght to rela?,] mnzl through your organizatzon 

5. To grant relay rights to specific computers and deny relay rights to all oth- 
ers, click Only The List Below. 

6. To deny relaying for specific computers and grant all others the right to re- 
lay, click All Except The List Below. 

7. Create the grant or deny list. Click Add, and then in the Computer dialog box 
specify Single Computer, Group Of Computers, or Domain. 

For a single computer. type the IP address for the computer, such as 
192.168.5.50. 
For groups of computers, type the subnet address, such as 192.168.5, 
and the subnet mask, such as 255.255.0.0. 

* W~th a domain name, type the fully qual~fied doma~n name, such as 
eng.domain.com 
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Caution When you grant or deny relaying by doma~n, Exchange 2000 
Server must perform a reverse DNS lookup on each connectlon to  
determine if the connectlon comes from the domain. These reverse look- 
ups can severely affect the performance of Exchange Server, and this 
performance Impact increases as the number of concurrent users and 
connections increases. 

8 If you want to rernobe ~ I I  crltq from ihe grant or deny list, select the en tT  
in the Computers l~st ,  and then cllck Remove 

9 Cllck OK 

Managing IMAP4 
You use IhlAP4 virtual servers to read mail and access public folders on remote 
senrers. Clients can log on to an Exchange server and use IMAP4 to download 
message headers, and then read messages individually while online. 

Most of the tasks )-ou perform with MAP4 virtual senrers were discussed in 
"Mastering Core SMTP. IMAPi. and POP3 Administration." This section examines 
the few tasks that are unique to IMAP4. 

Creating IMAP4 Virtual Servers 
When you install the first Exchange 2000 senrer in an organization and config- 
ure it for messaging, a default IMAP4 virtual senrer is created. The default IMAP4 
virtual senrer allows Internet clients to download message headers, and then read 
messages individually while online. Xormally, you won't need to create additional 
IhlAP4 virtual servers, but you can do so if you want to support multiple domains 
or build fault tolerance into the organization. 

You can create additional IhL4P.i virtual servers by completing the following steps: 

1. If you're installing the virtual senrer on a new Exchange server, ensure that 
messaging services have been installed on the server. 

2. If you want the IhtAPI virtual server to use a new IP address, you must con- 
figure the IP address before installing the IRlAP4 virtual sewer. For details, see 
"Assigning a Static IP Address" in Chapter 15 of lZlicrosoft Wifzdoz~:s 2000 
Ad~ninistratorS Pocket Cotzsz~ltant. 

3. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the sewer you want to use is located. 

4. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

5. In the console tree, right-click IMAP4, point to New, and then select IMAP4 
Virtual Server. As shown in Figure 13-11, this starts the New IMAP4 Virtual 
Server Wizard. 
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Figure 13-11. lise the New MAP4 Vittz~al Sewer Wizard to create the addz- 
tzonal vzrtual server 

6. Type a descriptive name for the virtual server, and then click Next. 

7. Use the IP address selection list to select an available IP address. Choose 
(All Unassigned) to allow IMAP4 to respond on all unassigned IP addresses 
that are configured on the server. The TCP port is mapped automatically as 
port 143 

r "te The IP address/TCP port comb~nation must be unique on every 
v~rtual server. Multiple virtual servers can use the same port as long as 
the servers are configured to use different IP addresses. 

8. Click Finish to create the virtual sewer. If the default startup setting for the 
Microsoft Exchange IMAP4 service is set to Automatic, the new IMAP4 vir- 
tual sen7er will start autonlatically as well. If the server doesn't start automati- 
cally. you may have selected an IP address/TCP port combination that's 
already in use. 

9. Configure the server using the tasks outlined in this section and the section of 
this chapter entitled "Mastering Core SMTP, I W 4 ,  and POP3 Administration." 

Allowing Public Folder Requests and Fast 
Message Retrieval 
With IMAP4 virtual senrers. you can control public folder and message retrieval 
in two ways. You can 

Allow clients to download a list of all public folders or just a list of their private 
folders. 
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Specify that Exchange Server should approximate message sizes instead of 
calculating message sizes exactly during transmission. 

Both configuration settings can affect the performance of the virtual server. If 
your organization uses lots of public folders, you'll usually want to disable 
automatic downloading of all public folder lists. This allows clients to more 
quickly Access their e-mail and private folders. !f the IMAP4 sen7er has a h e a w  
load, you can reduce some of the load and hasten the message retrieval pro- 
cess by allowing the servrer to approximate rnessage sizes instead of calculating 
exact message sizes. 

You set these options by completing the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree, expand IhW4.  Right-click the virtual server that you want 
to work with and select Properties. As shown in Figure 13-12, you want to 
work with options in the General tab. 

4. To allow clients to download a list of all public folders, select Include All 
Public Folders When A Folder List Is Requested. Or clear this option to dis- 
able automatic downloading of public folder lists. 

Figure 13-12. Use the options in the General tab to ( 
and message retrieval. 

:onfigure public folder 
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5. To have Exchange 2000 Senrer approximate message sizes instead of calcu- 
lating them exactly, select Enable Fast Message Retrieval. Clear this option 
to force Exchange Senrer to calculate message size exactly. 

6 .  Click OK. 

Setting Message Formats 
Message format options allow you to set rules that IMAP4 servers use to format 
messages before clients read them. By default, when Messaging Application 
Programming Interface (MAPI) clients in the organization send messages, the 
message body is converted from Exchange Rich Text Format to Multipurpose 
Internet Mail Extensions (MIME) and message attachments are identified with a 
ILlIhIE content type that's based on the attachment's file extension. You can change 
this behavior by applying new rules. 

Two key aspects of message formatting have to do with encoding and character 
set usage. Message encoding rules determine the formatting for elements in the 
body of a message. Only MIME encoding is available. Character set usage deter- 
mines which character sets are used for reading and writing messages. If users 
send messages with text in more than one language, the character set used de- 
termines how multilingual text is displayed. 

To set message encoding and character set usage for an IMAP4 virtual server, 
follomr these steps 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

3. In the console tree, expand IILIAP4. Right-click the virtual server that you want 
to work with and select Properties. 

4 Choose the Message Format tab as shown in Figure 13-13. Then choose one 
of the following options for MIME encoding: 

,. Provide Message Body As Plain Text Exchange Server converts 
the message body to text format, and any other elements, such as 
graphics, are replaced with textual representations. 

* Provide Message Body As HTML Exchange Server converts the 
message body to Hypertext Markup Language (HTML). This allows 
compliant client applications to display the message body with graph- 
ics, hypertext links, and other elements. However, clients that don't 
support HTML display the actual markup tags mixed in with the text, 
which can make the message difficult to read. 

Both Exchange Senrer delivers messages with their original format- 
ting, which can be either plain text or HTML. Use this option to al- 
low the sender to choose the message format. 
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Figure 13-13. You can use the .blessage Format tab to setper semler defaults 
for message encodzng and character set usage 

Note Exchange Server also supports a third message encoding. This 
format is called Exchange Rich Text Format and select~ng Use Exchange 
Rich-Text Format enables it. Exchange Rich Text Format IS displayed only 
when a) clients elect to use this format and b) you've set the message 
format as either Provide Message Body As Plaln Text or Both. 

5. Select the character set to use. The default character set is Western European 
(ISO-8859-1). All text in the affected messages will use the character set you 
specify. 

6. Click OK to apply the changes. 

Managing POP3 
You use POP3 virtual servers to read mail on remote servers. Clients can log on 
to an Exchange senler and then use POP3 to download their mail for offline use. 

Most of the tasks you perform with POP3 virtual servers were discussed in "Mas- 
tering Core SMTP. IMAP4, and POP3 Administration." This section examines the 
few tasks that are unique to POP3. 

Creating POP3 Virtual Servers 
When you install the first Exchange 2000 server in an organization and config- 
ure it for messaging, a default POP3 virtual senrer is created. The default POP3 
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virtual server allows Internet clients to download mail for offline use. Normally, 
you won't need to create additional POP3 virtual servers, but you can 
do so  if you want to support multiple domains or build fault tolerance into the 
organization. 

You can create additional POP3 virtual servers by completing the folloaring steps: 

1. If you're installing the virtual server on a new Exchange server, ensure that 
messaging services have been installed on the server. 

2. If you want the POP3 virtual server to use a new IP address, you must con- 
figure the IP address before installing the POP3 virtual server. For details, see 
"Assigning a Static IP Address" in Cliapter 15 of .Microsoft Windows 2000 
Administratov's Pocket Consultant. 

3 Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

4. In the console tree, navigate to the Protocols container. Expand Servers, 
expand the server you want to work with, and then expand Protocols. 

5 .  In the console tree, right-click POP3, point to New, and then select POP3 
Virtual Server. As shown in Figure 13-14, this starts the New POP3 Virtual 
Server \Vizard. 

Figure 13-14. Use the New POP3 Virtual Sewer Wizard to create tbe addi- 
tional uirtzsal sewer. 

6. Type a descriptive name for the virtual sewer, and then click Next. 

7. 1Jse the IP address selection list to select an available IP address. Choose (All 
Unassigned) to allow POP3 to respond on all unassigned IP addresses that are 
configured on the server. The TCP port is assigned automatically as port 110. 
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Note The IP address/TCP port combinatron must be unique on every 
virtual server. Multiple virtual servers can use the same port as long as 
the servers are configured to use different IP addresses. 

8. Click Finish to create the virtual server. If the default startup setting for the 
Microsc;ft Exchange POP3 service is set to Automatic, the new POP3 virtual 
server will start automatically as well. If the server doesn't start automatically. 
.,?., .," may have selected an IP address/TCP port combination that's already in 

use. 
9.  Configure the server using the t a s k  outlined in this section and the sec- 

tion of this chapter entitled "hlastering Core SMTP, IMAP4, and POP3 
Administration." 

Setting Message Formats 
Message format options allow you to set rules that POP3 servers use to format 
messages before clients read them. By default, when MAP1 clients in the organi- 
zation send messages, the message body is converted from Exchange Rich Text 
Format to MIME and message attachments are identified with a MIME content type 
that's based on the atrachment's file extension. You can change this behavior by 
applying new rules. 

Two key aspects of message formatting have to do with encoding and character 
set usage. Message encoding rules determine the formatting for elements in the 
body of a message. With POP3, you can use either MIME or UUEncode. Charac- 
ter set usage determines ~vhich cl~aracter sets are used for reading and writing 
messages. If users send messages with text in more than one language, the char- 
acter set used determines how multilingual text is displayed. 

To set message encoding and character set usage for a POP3 virtual server, fol- 
low these steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. In the console tree, nax7igate to the Protocols container. Expand Servers, 
expand the sewer you want to work with, and then expand Protocols. 

3. In the console tree, expand POP3. Right-click the virtual server that you want 
to work with, and select Properties. 

4. Click the Message Format tab, as shown in Figure 13-15. Exchange Server can 
format messages using either UUEncode or MIME. To use UUEncode, select 
UUEncode, and then, if you wish, select Use BinHex For Macintosh to de- 
liver messages to Macintosh clients using the native binary encoding format. 
To use MIME, select MIME in the Message Encoding panel, and then choose 
one of the following options: 

* Provide Message Body As Plain Text Exchange Server converts 
the nlessage body to text format and any other elements, such as 
graphics, are replaced with textual representations. 
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* Provide Message Body As HTML Exchange Sewer converts the 
message body to HThlL. This allows compliant client applications to 
display the message body with graphics, hypertext links. and other 
elements. However, clients that don't support HTML display the actual 
markup tags mixed in with the text, which can make the message 
difficult to read. 

Both Exchange Server delivers messages with their original format- 
ting, which can be either plain text or HTML. Use this option to 
allow the sender to choose the message format. 

Figure 13-15. You can use the Message Forinat tab to setper sewer defaults 
,for message encodzng and character set usage 

Note Exchange Server also supports a third message encoding. This 
format is called Exchange Rich Text Format and selecting Use Exchange 
Rich-Text Format enables it. Exchange Rlch Text Format IS displayed only 
when a) clients elect to  use this format and b) you've set the message 
format as e~ther Prov~de Message Body As Plaln Text or Both. 

5. Select the character set to use. The default character set is Western European 
(ISO-8859-1). All text in the affected messages will use the character set you 
specify. 

6. Click OK to apply the changes. 



Chapter 14 

Managing Microsoft 
Outlook Web Access and 
HTTP Virtual Servers 

In this chapter you'll learn how to manage Microsoft Outlook Web Access (OWA) 
and Hypenext Transfer Protocol (HITP)  virtual sen7ers. Outlook Web Access is 
a standard Microsoft Exchange 2000 Server technology that allows users to ac- 
cess their mailboxes and public folder data using a Web browser. The technol- 
ogy works with standard Internet protocols, including Web Distributed Authoring 
and Versioning (WebDAV). 

\VebDAL7 is an extension to the HTTP that allows remote clients to create and 
manage server-based files. folders, and data. When users access mailboxes and 
public folders over the Web, an HTTP virtual server hosted by Exchange 2000 
Server is working behind the scenes to grant access and transfer files to the 
browser. Because OW'A doesn't need to be configured on the client, it's ideally 
suited for users who xvant to access e-mail while away from the office. 

Mastering Outlook Web Access Essentials 
When you install Exchange 2000 Server, OWA is automatically configured for use. 
This makes OWA fairly easy to manage, but there are some essential concepts 
that you should know in order to manage it more effectively. This section ex- 
plains these concepts. 

Using Outlook Web Access 
O\VA and a default HTTP virtual senrer are installed automatically when you install 
Exchange 2000 Server. In most cases you don't need to change any network 
options in order to allow users to access mailboxes and public folder data over 
the Web. You simply tell users the URL path that they need to type into their 
browser's Address field. The users can then access OWA when they're off-site. 
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OWA is designed to work with standard Web browsers, provided that the browsers 
supporr HTML 3.2 and JavaScript [European Computer hlanufacturers Association 
(ECh9A)I script. This means users could use Internet Explorer, Netscape Naviga- 
tor, and other browsers to access OWA. However, Microsoft recommends that you 
use Internet Explorer 4.0 of later versions or Netscape Navigator 4.0+. Both brows- 
ers have been tested for compatibility with OWA. 

hlicrosoft Internet Explorer version 5.0 and later have significant enhancements 
that make this browser a better choice for use with OWA. With Internet Explorer 
~,t.rsion 5.0 or later. you get performance that closely approximates Outlook 2000. 
Internet Explorer 5.0 presents a folder hierarchy that you can expand or collapse. 
Internet Explorer 5.0 supports drag-and-drop. HTIklL composition, and shortcut 
menus that you can access by right-clicking. The Application Programming In- 
terhice (AI'I) for Internet Explorer 5.0 has extensions for OWA as nrell. These 
extensions allow Internet Explorer to perform functions locally instead of hav- 
ing to send requests to the server for processing. This reduces server load and 
improves performance. Other browsers and older versions of Internet Explorer 
don't support these advanced features. 

OW'A isn't a replacelnent for Outlook 2000, and although OWA supports many 
features of Outlook 2000, it doesn't support every feature. Specifically, OWA 
doesn't support 

'Tasks, journals, and mailbox rules. 

Copying between public and private fc~lders-but you can copy from one 
private folder to another. 

Voicemail and other telephony options. 

Offline access to e-mail. 

Spelling checker, calendar editing. and other advanced options. 

\ri)u can configure OWA for single server and multisen~er environments. In a single 
server environllient, you use one server for all your messaging needs. Here, the 
I I'ITI' virtual sewer used by OUCA is configured directly on the Exchange server 
and yo11 don't need t o  change any configuration options. 

In a rnultisener enlrironment. you have separate servers for different messaging 
needs. Here. the H n I '  virtual server used by OWA may reside on a different server 
than the senpers used for Simple Mail Transfer Protocol (SMTP), Internet Message 
Access I-'rotocol4 (IMAP4), and Post Office Protocol 3 (POP3). To make the best 
use of OW'A in a multisenler environment. you should designate an Exchange 
front-end server. The front-end senrer is the server to which users connect when 
they want to use OWA. Yc)u'll find more on front-end and back-end servers in 
the section of this chapter entitled "Configuring Front-End and Back-End Serv- 
ers for hlultisenrer Organizations." 

You can use OVC'A with firewalls. If your network has a fireurall in front of the 
IIlTP virtual server. you must open ports 80 and 4-13 to the Exchange server's 
11' address. By default, H'TTP uses port 80 and Secure Sockets Layer (SSL) uses 
port 443. 
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You can also configure your network so that the H?TP virtual server is placed 
on an isolated network referred to as a Demilitarized Zone (DMZ). To d o  this. 
you need to install two firewalls: a DMZ firewall and an organizational firewall. 
You connect the DMZ firewall between the Internet and the front-end sewer. You 
connect the organizational firewall between the front-end server and the orga- 
nization. In a two-firea~all setup, you configure OWA by completing the follow- 
ing steps: 

1. inspail the D* LV 1- ,L ~ ~ ~ r w a i i .  0--- Gpen poits 80 and 443 to chc front-end serYrer's IP 
address. 

2. Install Exchange 2000 Server and then configure tlie server as a front-end 
senrer that will provide OWA services. 

3. The front-end server will make connections to back-end serTers and to the 
organization's global catalog sem'er, which provides information needed for 
logon and directory searches. On the organizational firewall, open port 80 
to the IP addresses for the back-end senrers. Then open ports 389 and 3268 
to the IP address for the global catalog server. 

Note If SSL is enabled, and you want all Web browsers to use SSL ex- 
elusively, you don't need to  open port 80 on the DMZ firewall. However, 
you still need to  open port 80 on the organizational firewall. 

Enabling and Disabling Web Access for Users 
Exchange 2000 Server enables OWA for each user by default. If necessary, you 
can disable OWA for specific users. To do this, complete the following steps: 

1. Start Active Directory Users And Computers. 

2. From the View menu, select Advanced Features. Advanced features should 
now be enabled for viewing and configuring. 

3. Double-click the user's name in Active Directory Users And Computers. This 
opens the Properties dialog box for the user account. 

4. In the Exchange Advanced tab, click Protocol Settings, and then in the Pro- 
tocols dialog box, double-click HTTP. 

5. To disable Outlook Web Access for this user, clear Enable For hlailbox. 

6. To enable Outlook Web Access for this user, select Enable For Mailbox 

7. Click O K  three times 

Connecting to Mailboxes and Public Folders 
over the Web 
You use WebDAV to access mailboxes and public folders over the World Wide 
Web and the corporate intranet With WebDAV, clients can create and manage 
mailboxes and public folders directly in their browsers. 
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To access a public folder, type the folder's URL into Internet Explorer's Address 
field. For example, to access the public folder tree in a browser, type http:// 
servername/public/. where servername is a placeholder for the HTTP virtual 
server hosted by Exchange 2000 Server and public is the default name of the Public 
Folders Web share. You can access alternate public folder trees through their Web 
share as well. For example, you could access a public folder called Marketing on 
mailer1 ,domain.com using the following URL: http://~nailerl.domai~corrt/mark.et- 
i n d .  To access a mailbox, type the mailbox's URL into Internet Explorer's Address 
field. For example, to access the mailbox for the Exchange alias williams, type 
http://se~ername/Exchange/williams/, where sewername is a placeholder 
for the HTTP virtual server hosted by Exchange 2000 Sewer and willzatns is the 
alias of the Exchange mailbox you want to access. 

Note In both cases users need to  authenticate themselves to  be 
granted access. If users are unable to authenticate themselves, they see 
an error page and are denied access to Exchange data. 

Managing HTTP Virtual Servers 
This section examines key tasks that you use to manage HTTP virtual servers. 
HTTP virtual servers provide the transport services you need to access public 
folders and mallboxes from the Web. You can also use HTTP virtual servers 
to publish documents that can be accessed by off-site users or by the general 
public. 

Creating Additional HTTP Virtual Servers 
When you install Exchange 2000 Server, a default HTTP virtual server is insralled 
and configured for use. The default HTTP virtual server allows authenticated users 
to access their mailboxes and public folder data. As your organization grows, you 
may find that you need additional HTTP virtual servers to handle the needs of 
remote users or that you want to offload HTTP services to separate Exchange 
servers. You can handle both of these tasks by installing Exchange 2000 Server 
on new servers and then creating additional HTTP virtual servers as necessary. 

You can create additional IITTP virtual servers by completing the following steps: 

1. If you're installing the virtual sen7er on a new Exchange server, make sure 
that messaging services have been installed on the server. 

2. If you want the HTTP virtual server to use a new IP address, you must con- 
figure the IP address before installing the HTTP virtual server. For details, refer 
to "Assigning a Static IP Address" in Chapter 15 of Microsoft Windows 2000 
Administrator's Pocket Consultant (Microsoft Press, 2000). 

3. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the senrer you want to use is located. 
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4 Navigate to the Protocols container In the console tree Expand Servers, ex- 
pand the cerver you want to work mith and then expand Protocols 

j Rlght-cllck HTIP In the console tiee pan t  to New, and then select HTTP Vlr- 
tual Senrer You should 4ee the Propertlrs dlalog box shown In Figure 14-1 

Figure 14-1. Gse the Properties dialog box to configure a new HiTP Virtl~al 
Sewer. 

6. In the Name field. type a descriptive name for the virtual server. 

7. Use the IP Address selection list to select an available IP address. Choose (All 
Unassigned) to allow HTTP to respond on all unassigned IP addresses that 
are configured on the server. The TCP port is assigned automatically as port 
80 for H'ITP and port 443 for SSL. 

8. To set additional identities, click Advanced in the General tab. Use the fol- 
lowing options in the Advanced dialog box to modify the server's identity: 

Add Adds a new ~dentlty Click Add, select the IP address you want 
to use. and then type a host name, TCP port, and SSL port Cllck OK 
1% hen you re finished 

Modify Allows you to modify the currently selected entry in the 
Identities list box 

* Remove Allou~s you to remove the currently selected entry from 
the Identities list box. 
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/ Note The IP address/TCP port combination must be unique on every 
virtual server. Multiple virtual servers can use the same port, provided 
that the servers are configured to use different IP addresses. 

9. Connection limits control the maximunl number of simultaneous connections. 
'To set a connection limit, select Limit Number Of Connections and then type 
a limit. 

10. 'The Time-Out field controls the connection time-out. The default is 900 sec- 
onds. As necessary, type a new time-out value. 

11. Click Finish to create the virtual server. 

Configuring Ports, IP Addresses, and Host Names 
Used by HTTP Virtual Servers 
Each FI'ITP virtual server is identified by a unique TCP port, SSL port, IP address, 
anci host name. The default TCP port is 80. The default SSL port is 443. The default 
IS' address setting is to use any available IP address. The default host name is the 
Exchange sen~er's Domain Name System (DNS) name. 

When the sewer is rnultihomed or when you use it to provide OWAiWeb services 
for multiple domains, the default configuration isn't ideal. On a multiho~ned server, 
you'll l~sually want messaging protocols to respond on a specific IP address, and 
to do this. you need to change the default setting. On a sewer that provides OWN 
Web senrices for multiple domains, you'll usually want to specify an additional 
host name for each domain. 

To change the identity of an HTTP virtual sewer. complete the following steps: 

1. If you're configuring a new Exclrange server, ensure that messaging services 
 ha^^ been installed on the server. 

2. If you want the k-I1"1'1-' virtual server to use a new IP address, you must con- 
figure the IP address before trying to specify the IP address on the HTTP 
virtual server. For details, refer to "Assigning a Static IP Address" in Chapter 
1 j of ,Microsofr Wi'ilzdons 2000 Administrator's Pocket Consultant. 

3. Start Internet Services Manager. Click Start, point to Programs, point to Ad- 
ministrative Tools, and select Internet Sewices Manager. 

i. In the console tree, right-click Internet Information Services, and then select 
Connect. 

5 In the Connect 'To Computer dialog box, type the name of the computer to 
which you want to connect, and then click OK. 

6. In Internet Services hlanager, each HTTP virtual server is represented by a 
\T7eb site. ?'he Default Web Site represents the default H?TP virtual server. 
Ilouble-click the entry for the server you want to work with. 

7. Right-click the Web site that you want to manage, and then select Properties. 
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8. In the Web Site tab, click Advanced. As Figure 14-2 shows, you can now use 
the Advanced Multiple Web Site Configuration dialog box to configure mul- 
tiple identities for the virtual server. 

Figure 142. You can use the Adva~zced:'%fz~ltiple Web Site Co?zfiguratiorz dia- 
log box to configure multzple identities for the zlirtual server. 

9. Use the Multiple Identities For This Web Site panel to manage TCP port 
settings: 

* Add Adds a new identity. Click Add, select the IP address you want 
to use. and then type the TCP port and host name. Click O K  when 
you're finished. 

* Edit Allows you to edit the currently selected entq  in the Identi- 
ties list box. 

Remove Allows you to remove the currently selected e n t y  from 
the Identities list box. 

10. Use the Multiple SSL Identities For This Web Site panel to manage SSL port 
settings. Click Add to create new entries. Use Edit or Remove to n ~ o d i ~  or 
delete existing entries. 

11. Click OK twice. 

Enabling SSL on HTTP Virtual Servers 
Secure Socket Layer (SSL) is a protocol for encrypting data that's transferred 
between a client and a server. Without SSL, servers pass data in clear text to cli- 
ents, and this may be a security risk in an enterprise environment. With SSL, 
servers pass data encoded using 40-bit or 128-bit encryption. 
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While H?TP virtual servers are configured to use SSL on port 443 automatically, 
the server won't use SSL unless you've created and installed an X.509 certificate. 
You can create and install an X.509 certificate for an HTTP virtual server by com- 
pleting the following steps: 

1. Start Internet Senrices Manager. Click Start, point to Programs, point to Ad- 
ministrative Tools, and then select Internet Services Manager. 

2. In the console tree, right-click Internet Information Services, and then select 
Connect. 

3. In the Connect To Computer dialog box, type the name of the computer to 
which you want to connect, and then click OK. 

4. In Internet Services Manager, each HTTP virtual server is represented by a 
Web site. The Default Web Site represents the default H T P  virtual server. 
Double-click the entry for the server you want to work with. and then right- 
cliik the Web site that you want to manage and choose Properties. 

5. In the Directory Security tab, click Sen-er Certificate. This starts the Web Server 
Certificate Wizard. Use the wizard to create a new certificate. For additional 
virtual servers on the same Exchange senrer, you'll want to assign an exist- 
ing certificate. 

6. Send the certificate request to your certificate authority (CA). When you re- 
ceive the certificate back from the CA, access the Web Server Certificate Wizard 
from the virtual server's Properties dialog box again. Now you'll be able to 
process the pending request and install the certificate. 

Restricting Incoming Connections and Setting 
Time-Out Values 
You control incoming connections to an I-ITTP virtual server in two ways. You 
can set a limit on the number of simultaneous connections, and you can set a 
connection time-out value. 

Normally, virtual servers accept an unlimited number of connections, and this is 
an optimal setting in most environments. However, when you're trying to pre- 
vent a virtual server from becoming overloaded, you may want to limit the number 
of simultaneous connections. Once the limit is reached, no other clients are 
permitted to access the server. The clients must wait until the connection load 
on the senrer decreases. 

The connection time-out value determines when idle user sessions are discon- 
nected. With the default HTTP virtual server, sessions time out after they've been 
idle for 900 seconds (15 minutes). While l j  minutes may seem short, it's a sound 
security policy to disconnect idle sessions and force users to log back on to the 
server. If you don't disconnect idle sessions within a reasonable amount of time, 
unauthorized persons may gain access to your messaging system through a 
browser window left unattended on a remote terminal. 
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You can modify connection limits and time-outs by completing the following 
steps: 

1. Start Internet Services Manager. Click Start, point to Programs, point to Ad- 
ministrative Tools, and then select Internet Senrices Manager. 

2 .  In the console tree. right-click Internet Information Services, and then select 
Connect. 

3. In the Connect To Computer dialog box, type the name of the computer to 
which you want to connect, and then click OK. 

4. In the Internet Services Manager, each H'ITP virtual senrer is represented by 
a Web site. The Default Web Site represents the default HTTP virtual server. 
Double-click the entry for the server you want to work with. 

5 .  Right-click the Web site that you want to manage, and then select Properties. 
Select the Web Site tab, as shown in Figure 14-3. 

Figure 14-3. Use the K/eb Site tab to limit conrzections and set time-out val- 
ues for each virtual server. 

6. To remove connection limits, select Unlimited on the Connections panel. To 
set a connection limit, select Limited To and then type a limit. 

7. The Connection Timeout field controls how long idle user sessions remain 
connected to the server. Type a new value to change the current time-out. 

8. Click OK. 



322 1 Part IV Microsoft Exchange 2000 Server and Group Administration 

Controlling Access to the HTTP Server 
HTTP virtual servers support three authentication methods: 

Anonymous NO access restrictions are enforced and anyone can access 
data. You should allow anonymous access only to data that is open for ac- 
cess outside the company. You should not configure other data for anony- 
mous access. 

Basic Authentication Users are prompted for logon information, and when 
it's entered, this information is transmitted unencrypted across the network. 
If you've configured secure communications on the server as described in the 
section of this chapter entitled "Enabling SSI, on HTTP Virtual Servers," you 
can require that clients use SSL. When you use SSL with basic authentication, 
the logon information is encrypted before transmission. 

Integrated Windows Authentication Exchange Server uses standard 
Microsoft Windows security to validate the user's identity. Instead of prompt- 
ing for a user name and password. clients relay the logon credentials that users 
supply when they log on to Windows. These credentials are fully encrypted 
without the need for SSL and include the user name and password needed 
to log on to the network. 

Ry default, both basic and integrated Windows authentication are enabled, and 
you should rarely change this setting. However, if your organization has special 
needs, you can change the authentication settings at the virtual directory level. 
A virtual directoq- is simply a folder path that is accessible by a URL. For example, 
~ O L I  could create a virtual directory called Data that is physically located on 
C:',CorpData?l>ata and accessible using the URL htp://rnyserver.dornain.com/ 
Data. 

T ~ v o  virtual directories are accessible by default: 

Public The organization's public folder tree 

Exchange The organization's mailbox tree 

The default public folder tree and any other public folder trees you've created 
are accessible through basic and integrated Windows authentication. If you want 
to grant public access to these folder trees or restrict the folder trees so that only 
integrated Windows authentication is allowed, you can do so by editing the in- 
dividual security settings on the related virtual directory. 

While the mailbox tree is accessible through basic and integrated Windows au- 
thentication as well, access to mailboxes is restricted, just as it is from Outlook 
2000. As a result of this security, only William Stanek can access William Stanek's 
mailbox-unless you've granted special pernlissions to other users. You should 
rarely-if ever-change the authentication settings on the Mailbox virtual 
directory. 

The authentication settings on virtual directories are different than authentication 
settings o n  the virtual server itself. By default, the virtual sen7er allows anony- 
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mous access. This means that anyone can access the server's home page with- 
out needing to authenticate himself or herself. If you disable anonymous access 
at the senrer level, users will need to authenticate themselves twice: once for the 
server and once for the virtual directory they want to access. 

You can change the authentication settings on a virtual directory by completing 
chc foilowing steps: 

1. Start Internet Services Manager. Click Start, point to Programs, point to Ad- 
ministrative Tools, and then select Internet Sen~ices Manager. 

2 .  In the console tree, right-click Internet Information Senices, and then select 
Connect. 

3. In the Connect To Computer dialog box, type the name of the computer to 
which you want to connect, and then click OK.  

4. In the Internet Services Manager each H'ITP virtual senrer is represented by 
a Web site. The Default Web Site represents the default HTTP virtual sen7er. 
Double-click the entry for the semer you want to work with. 

5 .  Right-click the virtual directory that you want to manage. and then select 
Properties. 

6. In the Directory Security tab, click Edit on the Anonymous Access And Au- 
thentication Control panel. This displays the Authentication Methods dialog 
box shown in Figure 14-4. 

Figure 14-4. C3e the Authentzcatzon Vethods dzalog box to set access control 
on vzrtual dzrectomes Virtual dzrectomes can have dfferent autJ~entztatzon set- 
tzngs than the vzrtual server 
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7. To allow anonymous access, select Anonymous Access and then click Edit. 
Enter the name of the anonymous user account. Click OK. 

Note In mos t  cases t h e  anonymous user account  i s  named 
IUSR- ServerName, such as IUSR-Maiierl. If you use this account and 
want IIS to manage the password, select Allow IIS To Control Password. 
Otherwise, clear Allow IIS To Control Password, and then type a password 
in the Password field. If you don't know the account name, click Browse, 
and then use the Select User d~alog box to select the anonymous user 
account. 

8. To set basic authentication for the virtual directory, click Basic Authentica- 
tion, and then click Edit. Clear the Domain Name field to use the local do- 
main as the default. Otherwise, v p e  the default domain name in the Domain 
Kame field. Click OK. 

9. To set integrated Windonrs authentication for the sewer. select Integrated 
Windows Authentication. 

10. Click OK twice. 

You can change the authentication settings at the server level by completing the 
following steps: 

1. Start Internet Sewices Manager. Click Start, point to Programs, point to Ad- 
ministrative Tools, and then select Internet Senrices Manager. 

2 .  In the console tree, right-click Internet Information Services and then click 
Connect. 

3. In the Connect To Computer dialog box, type the name of the computer to 
which you want to connect and then click OK. 

4. In the Internet Services Manager, each H T P  virtual sewer is represented by 
a Web site. The Default Web Site represents the default HTTP virtual server. 
Double-click the entry for the server you want to work with. 

5. Right-click the Web site that you want to manage, and then select Properties. 

6. In the Directory Security tab, click Edit on the Anonymous Access And 
Authentication Control panel. This displays the dialog box shown in Figure 
14-4. 

7. To allow anonymous access to the sewer, click Anonymous Access and then 
type the name of the anonymous user account. 

8. To set basic authentication for the server, click Basic Authentication, and then 
type the default Windows domain name. 

9. To set integrated Windows authentication for the server, select Integrated 
Windows Authentication. 

10. Click OK twice. 
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Configuring Mailbox and Public Folder Access on a 
Virtual Server 
The default HTTP virtual server provides access to mailboxes and public folders 
in Exchange server's local donrain. You can also configure additional HTTI' virtual 
servers you've created to access mailboxes and public folders in the local domain. 

To provide access to a public folder or public folder tree on a new HTTP virtual 
server, follow these steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in arhich the server you want to use is located. 

Note You can't configure the default HTTP virtual server (Exchange 
Virtual Server) using this procedure. Instead, start Internet Services 
Manager, right-click the Default Web Site, and then select Properties. You 
can now configure this site as discussed in Steps 4-6. 

2. Navigate to the Protocols container in the console tree. Expand Servers, ex- 
pand the senrer you want to work with, and then expand Protocols. 

3. In the console tree, select H T P .  Right-click the H'ITP virtual server that you 
want to work with and then select Properties. 

4. In the General tab, select Public Folder, and then click Modify. 

5. As shown in Figure 14-5, choose the public folder or public folder tree that 
you want to make accessible on the virtual server. 

Figure 145. In the Public Folder Selection dialog box, choose thepublic folder 
orpublic folder tree that you want to make accessible on the server. 
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6. Click OK. Users can now access the public folder by typing the server/folder 
URL into tl.ieir browser's Address field. 

Note If the public folder or public folder tree you want to use isn't dis- 
played, click Change Server and then select the public folder store where 
the element you want is located. Click OK. You can then choose the 
element In the list. 

To provide access to mailboxes in an SMTP domain, follow these steps. 

1 .  Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

[ Note You can't conflgure the default HTTP virtual server (Exchange 
Virtual Server) using this procedure. Instead, start Internet Services 
Manager, right-cl~ck the Default Web Site and then select Properties. You 
can now conflgure this site as discussed in Steps 4-6. 

2.  Navigate to the Protocols container in the console tree. Expand Servers, ex- 
pand the server you want to work with, and then expand Protocols. 

3. In the console tree, select HTTP. Right-click the HTTP virtual server that you 
want t o  work with and then select Properties. 

4. In the General tab, select Mailboxes For, and then click Modify. 

5. As shown in Figure 14-6, select an SMTP domain, and then click OK.  

Figure 14-6. In the Select SM7P Domain dialog box, select the SIMP domain 
that you want to make accessible on the server. 

6. Click OK again. Users can now access mailboxes for the selected domain. 
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Creating Virtual Directories for Additional Mailboxes 
and Public Folders 
To provide access to additional ShlTP domains or public folder trees, you must 
create aclditiorial vil-tual directories for the server. Tiiese virtual directories sel-ve 
as the root from which users can access additional resources. For example. you 
could configure an IYRP virtual sener  with the f~llly qualified donlain name o f  
mail.domain.com to access resources in doinaifi.com, boston.domain.conz, and 
chicago.domain.com. To do this. you would follomr these steps: 

1. Configure the local ShfTP domain (,domain.com) for access as discussed in 
the section of this chapter entitled "Configuring Mailbox and Put~lic Folder 
Access on a Virtual Server." Csers can then access mailboxes using the CRL 
http:/imail,do~rzain.co~niExcha~ge/alias/, where alias is the user's Exchange 
alias. 

2. Create a new virtual directory on the HTTP virtual senJer named boston and 
set the directory to access boston.domain.com as the SMTP domain. Users 
can then access mailboxes using the URL I~ttp:h'inail.domnin.comiDostorr~ 
alias/, where alias is the user's Exchange alias. 

3. Create a near l~irtual directory on the HTTP virtual sener named chicago and 
set the directory to access chicago.domain.com as the S31TP domain. Users 
can then access mailboxes using the URL http:,~;~~nail.iAoi?~ai~~.comn/cbicago~' 
alias/, where alias is the user's Exchange alias. 

Procedures for creating virtual directories are examined next 

Creating Virtual Directories for Public Folder Trees 
To create a x-irtual directory for accessing an additional public folder tree, com- 
plete the follom~ing steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the sen-er you want to use is located. 

2. Navigate to the Protocols container in the console tree. Expand Servers, ex- 
pand the server you \vant to work with, and then expand Protocols. 

3. In the console tree. select HTTP. Right-click the HTTP virtual server that you 
want to work with, point to New, and then select Virtual Directory. 

4. Type a name for the virtual directoy. This name will be used in the folder 
path of the UKL, so be sure to keep it simple. 

5. Select Public Folder, and then click Modify. 

6. In the Public Folder Selection dialog box. choose the public folder or public 
folder tree that you want to make accessible on the virtual sewer. 

7.  Click OK. Lsers can now access the public folder by typing the sen  evfolder 
URL into their browser's Address field 
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Creating Virtual Directories for SMTP Domains 
To create a virtual directory for accessing an additiowal SMTP domain, complete 
the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the senrer you want to use is located. 

2. Navigate to the Protocols container in the console tree. Expand Servers, ex- 
pand the sewer you want to work with, and then expand Protocols. 

3. In the console tree, select HTTP. Right-click the HTTP 1.irtual server that you 
want to work with, point to New, and then select Virtual Directory. 

4. Type a name for the virtual directory. This name will be used in the folder 
path of the URL, so be sure to keep it simple. 

5 .  Select hlailboxes For, and then click Modify. 

6. Select an SMTP domain. and then click OK.  

7. Click OK again. Users can now access mailboxes for the selected domain. 

Starting, Stopping, and Pausing HTTP Virtual Servers 
HTTP virtual servers run under a server process, which you can start, stop. and 
pause much like other server processes. For example, if you're changing the 
configuration of a virtual server or performing other maintenance tasks, you may 
need to stop the virtual server, make the changes, and then restart it. When a 
virtual server is stopped. the virtual server doesn't accept connections from us- 
ers and can't be used to deliver or retrieve rnail. 

An alternative to stopping a virtual server is to pause it. Pausing a virtual server 
prevents new client connections, but it doesn't disconnect current connections. 
When you pause an HTTP virtual server, active clients can continue to retrieve 
documents, messages, and public folder data in their Web browser. No new 
connections are accepted, however. 

The master process for all HTTP virtual servers is the World \Vide Web Publish- 
ing service. Stopping this service stops all virtual semers using the process and 
all connections are disconnected immediately. Starting this service restarts all 
virtual servers that were running when you stopped the World Wide Web Pub- 
lishing service. 

You can start, stop, or pause an HTTP virtual server by completing the follow- 
ing steps 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. Kavigate to the Protocols container in the console tree. Expand Servers, ex- 
pand the server you want to work with. and then expand Protocols. 
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3. In the console tree, expand HTTP and then right-click the virtual server you 
want to manage. You can now 

- Select Start to start the 1-irtudl sewer 

Select Stop to stop the vlrtual server 

Select Pause to pause the virtual server. 

You can start. stop, or pause tile World VC71de Web Publishing senTice by com- 
pleting these steps. 

1. Start Conlputer hlanagernent. 

2. Right-click the Computer Management entry in the console tree and from the 
shortcur menu. select Connect to Another Computer. You can now choose 
the Exchange sewer whose seniices you want to manage. 

3. Expand the Services And Applications node by clicking the plus sign (+) next 
to it, and then choose Services, 

4 Right-click World Wide Web Publishing semice, and then select Stan, Stop. 
or Pause as appropriate. You can also choose Restart to have Windows stop 
and then start the senrice after a brief pause. Additionally, if you pause a 
sen~ice. you can use the Resume option to resume norlnal operation. 

Configuring Front-End and Back-End Servers for 
Multiserver Organizations 
In multiserver environments, Microsoft recommends that you use a front-end/ 
back-end deployment scenario for OWA. In this configuration, front-end senrers 
handle client requests and establish the connections. Once a connection is open, 
the front-sewer server uses Lightweight Directory Access Protocol (LDAP) to query 
Active Directory directory service and determine the back-end server on arhich 
the needed mailbox or public folder is located. The front-end server then deliv- 
ers the request to the appropriate back-end server. When ready, the front-end 
sewer passes the back-end server's response to the client. 

Additionally, if SSL is used, the front-end server is responsible for encrypting and 
decrypting message traffic. This means that the front-end server decrypts a cli- 
ent request before delivering it to a back-end server and then encrypts the back- 
end server's response before sending it to the client. 

Q Tip Although the focus of this chapter is on HTTP virtual servers, front- \?,/ 
end servers can handle SMTP, POP3, and IMAP4 as well. To enable han- 
dling of these protocols, all you need to do is to configure clients to use 
a front-end server rather than the back-end server on which these pro- 
tocols are configured. The front-end server uses Actlve Directory to de- 
termine where to forward requests. 
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As you may have already realized, a front-end/back-end deployment strategy has 
several benefits: 

You can use a front-end server to handle connections and perform directory 
lookups, which reduces the load on the back-end senrers. 

You can use a front-end server to encrypt and decrypt SSL traffic, which again 
reduces the load on the back-end servers. 

You can use a front-end senJer to direct requests to multiple back-end serv- 
ers, which makes it easier to configure clients in large enterprises. 

Here's how a typical front-end/back-end deployment works: 

1. You install Exchange Sewer on the back-end servers and then configure the 
information stores and virtual servers that are needed by these servers. 

2. When you create user mailboxes and public folders, you do so in the infor- 
mation stores on the back-end servers. 

3. You install Exchange 2000 Server on the front-end aenrers. You can place these 
servers in front of the organizational firewall as discussed in the section of 
this chapter entitled "Using Outlook Web Access." 

iiftenvard, you use System Manager to identify the front-end servers To do that, 
complete the following steps: 

1. Right-click the front-end server. and then select Properties. 

2. Select This Is A Front End Server. Click OK. 

3. Restart the front-end server. Repeat Steps 1-3 for other front-end servers 

To complete the deployment. you configure clients to connect to the front-end 
servers. The front-end servers then act as proxies for the organization. 



Chapter 15 

Microsoft Exchange 2000 
Server Maintenance, 
Monitoring, and Queuing 

With the exception of backup and recovery, no administration tasks are more 
important than maintenance, nionitoring, and queue tracking. You must main- 
tain Microsoft Exchange 2000 Server in order to ensure proper flow and reco\-- 
erability of message data. You need to monitor Exchange Sen-er to ensure that 
services and processes are functioning normally, and you need to track Exchange 
Sen-er queues to ensure that messages are being processed. 

Tracking and Logging Activity in the 
Organization 
This section examines message tracking, protocol logging, and diagnostic log- 
ging You use these features to monitor Exchange Server and to troubleshoot 
messaging problems. 

Using Message Tracking 
You use message tracking to monitor the flow of messages into the organization 
and within it. With message tracking enabled, Exchange Sewer maintains daily 
log files with a running history of all messages transferred within the organiza- 
tion. You use the logs to determine the status of a message. such as whether a 
message has been sent; received. or is waiting in the queue to be  delivered. 
Because Exchange Senier handles postings to public folders in much the same 
nray as e-mail messages, you can also use message tracking to monitor public 
folder usage. 
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( j  1 
i-i Tip Tracktng logs can really save the day when you're trying to trouble- ' 

shoot delivery and routing problems. The logs are also useful in fending 
off problem users who blame e-mall for their woes. Users can't claim 
they dldn't receive e-mails if you can find the messages in the logs. 

Enabling Messaging Logging 
Each Exchange sen.er in your organization can have a different message logging 
setting. Standard niessage tracking allows you to search for messages by stan- 
dard header information (date, time, message ID) as well as by sender and re- 
cipient. Extended message tracking allows you to perform searches based on 
message subject lines, header information, sender, and recipient. 

'To < onfigure mesage logging, complete the follow~ng steps 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrati\-e group in m,hich the semer you want to use is located. 

2.  Expand S e ~ ~ e r s ,  right-click the server you want to work with, and then se- 
lect Properties. 'This displays the dialog box shown in Figure 15-1. 

Figure 15-1. Lse thesen~er's Propelitzes dzalog box to configure message track- 
zng hut keep 112 mznd that the log files can use a conszderable amount ofdzsk 
space 

3. 7'0 enable standard logging, select Enable Message Tracking. 

4. To enrlhle extended logging, select Enable Message Tracking, and then se- 
lect Enal~le Subject 1,ogging And Display. 
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5. By default, Exchange Server removes log files that are more than seven days 
old. If you'd like to maintain log files for a different length of time, type the 
near intenal in the Renlove Files Older Than (Days) field. If you'd like to keep 
all log files. clear Remove Log Files. 

6. Click OK. 

Caution Message log files can use a considerable amount of disk 
space. lr! most cases you want Exchange Server to delete log files af- 
ter a certain period of time. If you don't do this, the log files may use up 
all the space on the hard disk. 

Searching Through the Tracking Logs 
You use the Message Tracking Center to search through the message tracking logs. 
The tracking logs are very useful in troubleshooting problems with routing and 
delivery. You can search the logs in several ways: 

Bv sender 

By recipient 

By date 

By message ID 

By subject (if subject logging is enabled) 

To begin a search. you must specify one or more of the previously listed iden- 
tifiers as the search criteria You must also identify a server in the organization 
that has processed the message in some way. This server can be the sender's 
server. the recipient's sewer, or a server that relayed the message. 

To search through the message tracking logs. complete the following steps: 

1. Start System Manager, and then in the console tree, double-click Tools. 

2. Right-click hlessage Tracking Center, and then click Track Message. You 
should now see the Message Tracking Center dialog box as shown in Figure 
15-2. 

3. To search for messages, you're required to identify only the name of a server 
that processed the message within the organization and the search interval. 
All other search parameters are optional. 

q. 'iou use the fields in the General tab to set the follomring search criteria: 

From Sets the sender's e-mail address 

Sent To Sets the e-mail address of one or more recipients 

Servercs) Sets the name of one or more senrers that processed the 
message within the organization 

Note Only messages that match all the search criteria you've specified 
are d~splayed. If you want to perform a broad search, specify a limited 
number of parameters. If you want to focus the search precisely, specify 
multiple parameters. 
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I 
- - -- - -- FIG to rsarch H; anmss i d  

Figure 15-2. Use the Message Trackzng Center to search for user messages, 
system messages, andpostings to public folders. 

5 .  Use the fields in the Date & Time tab to set the search interval: 

* On Searches for messages on the designated date only 
Between Searches for messages from a starting date and time to 
an ending date and time - During The Previous Searches for messages sent through the 
server over a period of days 

6. If you know the ID of the message you want to search for, you can type the 
value in the Message ID field in the Advanced tab. 

7. Click Find Now to begin the search. blessages matching the search criteria 
are displayed. If you need to cancel the search operation, click Stop. 

8. Select a message to view its message tracking history, as shown in Figure 
15-3. The Message History dialog box display gives you several options: 

* You can view more detailed information for each processing entry. 
Select an entry in the Message History dialog box, and then click 
Details. - You can save the message history as a text file. Click Save, and then 
use the Save As dialog box to s p e c i ~  the location and file name for 
the message history file. 

You can close the message history or stop the active history iteration 
by clicking Close or Stop, respectively. 
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TP Sloie D~~.ver Message Siibnlrtted thorn i i o ~  
TP Meisage Snbrn~ited lo Advanced Qgeue~ng 
TF' Started Message Subn~srlun tc 4diancrd Q~ieue 

TP Mssrage Submitted 18, Caiagorzer 
TP Store Diwter Message Del~re,ed Locally 10 Store 

MTP Message Cielwsrrd Locally 

Figure 15-3. n e  .l.lessage Hzstop dtalog box tells 1 OZL hozi the message zr ns 
processed At each stage llou can tjzeu more detazled zrzformatzon b11 selectnzg 
a n  e?ztv a n d  clzckztzg Details 

Reviewing Message Tracking Logs Manually 
Exchange Server creates message tracking logs daily and stores them in the 
Exchsnrr' Sertlel;Vame.log directory-, where SemerName is the name of the Ex- 
change senrer. Each log file is named by the date on which it was created; using 
the format YYYYhlMDD.LOG. such as 20000925.LOG. 

The log files are written as tab-delimited text, and they begin with a header that 
shows the follonring information: 

A statenlent that identifies the file as a message tracking log file 

The version of the Exchange System Attendant that created the file 

A tab-delimited list of fields contained in the body of the log file 

170u can view the log files with any standard text editor, such as Microsoft 
Notepad. You can also import the log files into a spreadsheet or a database. Follow 
these steps to import a log file into n'licrosoft Excel 2000: 

1. Start Excel 2000. From the File menu, choose Open. Use the Open dialog box 
to select the log file you want to open. Click Open. 

2. The Text Import Wizard is started automatically. The wizard should detect 
all the appropriate settings, so click Finish immediately. 

3. The log file should now he imported. You can view, search. and print the 
log as you would any other spreadsheet. 
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Deleting Message Tracking Logs 
RF- default, Exchange Sewer removes log files that are more than seven days old. 
If you'd like to maintain log files for a different length of time, you'll need to 
cliange the tiefault settings by completing the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in a~hich the sen7er you want to use is located. 

2. Expand Servers. right-click the server you want to work with, and then se- 
lect Properties. 

3. If you'd like to keep all log files, clear Remove Log Files. If you'd like Ex- 
change Server to auton~atically delete log files at a specified interval, select 
Remove Log Files. and then type the remoral interval in the Remove Files 
Older Than (Days) field. 

3.  Click OK. 

Using Protocol Logging 
Protocol logging allows you to track commands that virtual servers receive from 
clients. You use protocol logging to troubleshoot problems with Hypertext Trans- 
fer Protocol (HTTP ). Simple Mail Transfer Protocol (SMTP), and Network News 
Transfer Protocol (KNTP). But you shouldn't use protocol logging to monitor 
Exchange activity. This is primarily because protocol logging is process and re- 
source intensive, which means that Excl~ange server has to perform a lot of work 
in order to log activity that's related to a particular protocol. 

Working with Protocol Logging Properties and Fields 
VI 11en \ou enCli>le protocol logging vou speclfy the propertles that you want to 
track The more propertles you track, the more system resources protocol log- 
glnq require5 

1'1 t~ le  15-1 iummarlzes key pt opertles that you 11 want to track The first column 
\honr\ the name of the logg~ng property The second column shows the name 
of the held In the protocol log file 

Table 15-1. Key Protocol Logging Properties and Fields 

Property Name Log Field Description 

I>dte date Connection date 
1 iille time Connect~on time 
C,lient 11' ~idclrcss i-ip IP dddress of the cllent mak~ng the 

lequest 
User Same cs-username Account name of an authenticated user. 
Service Name s-sitename Name of the service processing the 

command. 
Srn~er Narne s-computername Server on which the log entry was 

generated. 

~ c o ? i / i t z ~ t < ~ ~ / ~  
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Table 15-1. jcon!i~z~leM'l 

Property Name Log Field Description 

Server IP Address s-ip IP address of the server on xllicl-1 the log 
entry was grnrrated. 

 method cs-method Protocol command sent by the  client. 
I'r~~tocol Status sc -siatiis rl.otocol reply code. 
Win32 Status sc-win32-status Microsoft Windows 2000 status or error 

code. Zero indicates success. 
Bytes Sent sc-bytes B7;tes sent by the serer 
Bytes Received cs-bytes Bytes received by the sen7cr. 
Time Taken time-taken Length of time the action took in 

milliseconds. 

HmP, SMTP, and NNTP support a slightly different set of properties. If a proto- 
col doesn't support a property, the related field is recorded with a dash (-) or a 
zero (0) .  

Enabling Protocol Logging for HTTP, NNTP, and SMTP 
You enable protocol logging on each virtual set-ver separately. You use HTTP 
virtual sewers to track protocol logging for HTTP and Outlook Web Access (OLYA). 
You use SMTP virtual semers to track protocol logging for SAlTP rnail subn~ission 
and SMTP mail transport. You use XXTP virtual seners to track protocol logging 
for NNTP nem7sgroups. 

To enable protocol logging for H'ITP. SMTP. or NNTP, complete the folloa7ing 
steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

Note You can't conf~gure the default HTTP v~rtual server (Exchange Vlr- " 
tual Server) using this procedure. Instead, start Internet Services Man- 
ager, right-click the Default Web Site, and then select Properties. You can 
now configure this site as explained in the followlng Steps 4-9. 

2. In the console tree, navigate to the Protocols container. Expand Servers. 
expand the server you want to work with, and then expand Protocols. 

3. Expand HTTP, SMTP, or NNTP as appropriate. Right-click the virtual sen-er 
you want to work with. and then select Properties. 

4 In the Gencral tab, select Enable Logg~ng Use the Act~r e Log Format selei- 
tion list to choose one of the followlng log formats 

* W3C Extended Log File Format Writes the log in ASCII text fol- 
lowing the W3C extended log file format. Fields are space-delimited. 
and each e n t v  is written on a near line. This style is the deiault. 
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Microsoft IIS Log File Format Writes the log in ASCII text follow- 
ing the IIS log file format. Fields are tab-delimited, and each entry 
is written on a new line. 

* NCSA Common Log File Format Writes the log in ASCII text fol- 
lomring the National Center for Supercomputing Applications (NCSA) 
Common log file format. Fields are space-delimited and each entry 
is written on a nem7 line. 

ODBC Logging Writes each entry as a record in the Open Data- 
base Connectivity (0DBC)-compliant database you specify. 

, Tip W3C Extended Log File Format is the preferred logging format. Un- 
less you're certain that another format meet your needs, you should use 
this format with HTTP, SMTP, and NNTP protocol logging. 

5. Click Properties to display a dialog box similar to the one shown in Figure 
15-4. You can now set the log time period. In most cases you'll want to cre- 
ate daily or weekly logs, so select either Daily or Weekly. 

Figure 15-4. Use the Extended Logzng Propet-t~es dznlog box to set the log tzine 
perzod, dzvectolj', and otherpropert~es 

6. Use the Log File Directov field to set the main folder for log files. By default, 
log files are written to a subdirectory of %SystemRoot%'~,System32\logFiles. 

7. Lse the Log File Name field to determine the subdirectory and the name 
format used with the log files. The specific directory used for logging and the 
log file nanie depend on the type of virtual server you're configuring and 
the log time period. For example, if you're configuring the default SMTP virtual 
server with daily log files, the full path to the log file subdirectory is 
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96SysterrtRoot96 ~Systern32\I.ogFiles':SmtpSvcl and the log file is named us- 
ing the format EXYYMMDD.LOG, such as EX000925,LOG. 

8. If you selected W3C Extended Log File Format. select the Extended Proper- 
ties rab. and then choose the fields that should be recorded in the logs. 

9. Click OK twice. 

Working with Protocol Logs 
Protocc! log f~lec car1 hely vou detect 2nd trace problem5 with H'ITP SMTP and 
NNTP By default, protocol log flies are wntten to a subdirectory of 
?hSystemRoot%\Systeml2 LogFiles You can use the logs to determine 

Whether a client was able to connect to a specified virtual server and if not. 
what problem occurred 

Whether a client was able to send or receive protocol commands and if not. 
what error occurred 

Whether a client was able to send or receive dats 

How long it took to establish a connection 

How long it took to send or receive protocol commands 

How long it took to send or receive data 

Whether server errors are occurring and if so, what types of errors are 
occurring 

Whether sewer errors are related to Vrindows 2000 or to the protocol itself 

Whether a user is connecting to the server using the proper logon information 

Most protocol log files are written as ASCII text. This means you can view then1 
in Xotepad or another text editor. You can import these protocol log files into 
Excel 2000 in much the same a7ay as you import tracking logs. 

Log files, written as space-delimited or tab-delimited text, begin with a header 
that shows the following information: 

A statement that identifies the protocol or senrice used to create the file 

The protocol. service, or software version 

A date and time stamp 

A space-delimited or tab-delimited list of fields contained in the body of the 
log file 

If you recorded the log files in an ODBC database, you'll need to perform data- 
base queries to search for log entries. Contact your database administrator for 
assistance. 

Using Diagnostic Logging 
You use diagnostic logging to detect performance problems related to Exchange 
services. Unlike other logging methods, diagnostic logs aren't written to separate 
log files. Instead, log entries are written to the Windows 2000 event logs and you 
use Event Viewer to monitor the related events. 
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Understanding Diagnostic Logging 
All Exchange services record significant events in the Windows 2000 event logs. 
For key services, however, you can configure additional levels of logging. and 
then use the additional information to diagnose performance problems. 

Like protocol logging, diagnostic logging can significantly affect the performance 
of Exchange Sewer. For this reason, you should enable diagnostic logging only 
when you're trying to troubleshoot a performance problem. And when you do 
enable it, you should select the level of logging that makes the most sense. 

Exchange Server supports four levels of diagnostic logging: 

None The default level of diagnostic logging. At this level, Exchange Server 
records only significant events. These events are written to the application, 
system, and security event logs along with other information, warning, and 
error events generated by Exchange services. 

Minimum Writes summary entries in the event logs. At this level, Exchange 
Server records one entry for each major task they perform. You can use mini- 
mum logging to help identihr where a problem may be occurring but not to 
pinpoint the exact problem. 

Medium Writes both summary and details entries in the event logs. At this 
level, Exchange Senrer records entries for each major task performed and for 
each step required to complete a given task. Use this logging level once you've 
identified where a problem is occurring and need to get more information 
to resolve it. 

Maximum Provides a complete audit trail of every action that a service per- 
forms. At this level, Exchange Server records everything they're doing, and, 
as a result, server performance is severely affected. You'll need to watch the 
log files closely when you use this level. If you don't, they may run out of 
space. 

Table 15-2 provides a summary of Exchange services that support diagnostic 
logging. Entries written to the event logs are recorded according to the event 
source that generated the event. The event source relates directly to an Exchange 
service that you've configured for diagnostic logging. You can use the category 
of an event to determine what major task is being performed by the event source 
and thus troubleshoot a related problem. 

Table 15-2. Exchange Services that Support Diagnostic Logging 

Service Name Event Source Description 

Microsoft Exchange LME-GWISE L~nks Exchange Server and 
Connecto~ for Novel1 Novel1 GroupWise 
GroupWlse 
Microsoft Exchange LME-Notes Links Exchange Server and 
Connector for Lotus Lotus Votes 
Notes 
( C O I I I Z Y L I I P ~ I  
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Table 15-2. /con/z?zrietl, 

Service Name 

Mlcrosoft Exchange 
Connector for  Lotus cc Mall 
hlicrosoft Exchange Route1 
for Yovel! GroupT?l'ise 

MS :vlaii Connectiir 
Interchange 
MS SchedulePlus 
Free-Busy Connector 
Microsoft Exchange 
Directory Synchronization 

Microsoft Exchange MAP4 

Mlcrosoft Excllange 
Inkormation Store 
M~crosoft Exchange 
MTA Stacks 
Mlcrosoft Exchange POP3 

Event Source Descriotion 

Llnks Exchange S ~ I T  er and 
Lotus cc Mail 
Routes messages betn-ern 
Exchange Sen~er and Novel1 
GroupWrse 
Links Esc!lange Server 2nd 
PlS Mail 
Llnks Exchange Sene1 2nd 
Microsoft SchedulePlu\ 
Synchronizes Active Directory 
directoq service \\,it11 previ- 
ous verslons o f  Exchange 
Serer 
Provides Microsoft Exchange 
IMAP4 Senices 
Xlanages ~M~crosoft Cxch~nge 
Information Storage 
Prov~des hl~crosoft Exchange 
X 400 services 

I'rovldes hl~crosoft Exchange 
POP3 Senrices 

Microsoft Exchange MSExchange Processes Microsoft Exchange 
Routing Engine Transport message routing and link state 

information for SMTP 

Microsoft Exchange Site MSExchangeSRS Replicates Exchange informa- 
Replication Senice tion within the organization 

Microsoft Exchange MSExchangeSA, Monitors Microscjft Exchange 
System Attendant ,MSExchangeAL, Senrer and provides essential 

MSExchangeDX services 

Enabling and Disabling Diagnostic Logging 
You configure diagnostic logging separately for each Exchange sewer in the 
organization. Logging begins immediately at the level you s p e c i ~ .  The default 
logging level is None. 

To enable diagnostic logging, complete the following steps: 

1. Identify the performance problems that users are experiencing and use Table 
15-2 to identify services on which you map want to configure diagnostic 
logging in order to resolve the performance problems. 

2. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

3. Expand Servers. Right-click the server you want to work with, and then se- 
lect Properties. 
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t Click the Diagnostics Logging tab as shown in Figure 15-5 

Attnbule Mappng None 
Service Control None 
Ldap Opirat~ani  Idone 

Figure 15-5. 15e the Dzagnostzcs Lnggzn'q tab to configure diagnostic loggzng 
separately Jor each Ezcchnnge server zn the organrzatzon 

5. I Tse the Services list to select a service you want to track. The Categories list 
should now display a list of major activities that you can track, such as Rep- 
lication. Authentication, or Connection. 

6. In the Categories list, select an activity to track. and tlien choose a Logging 
1,evel-either Minimum, Medium, or Maximum. Repeat this step for other 
activity categories that you want to track. 

7 .  As necessaly, repeat Steps 5 and 6 for other services that you want to track. 

8.  Click OK. 

To disable diagnostic logging, complete the following steps: 

I .  Start System Matlager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. Expand Seners. Right-click the senrer you want to work with, and then se- 
lect I'roperties. 

3. Click the Iliagnostics Logging tab. Use the Services list to select each service 
in turn. Watch the Categories list. If any activities are being tracked, select 
the activity to track, and then choose a Logging Level of None. 

4.  Click OK. 
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Viewing Diagnostic Events 
Events generated by diagnostic logging are recorded in the Windows 2000 event 
logs. The primary log that you'll want to check is the Application log. In this log 
you'll find the key events recorded by Exchange 2000 sen~ices. Keep in mind that 
related events may be recorded in other logs, including the Directory Service, DNS 
Semer. Security, and System logs. For example, if the server is having problems 
with a network card and this card is causing inessage delivery failure, you'll have 
to use the System log to pinpoint the problem. 

You access the Application log by completing the following steps: 

1 Start Computer hlanagement Click Start, point to Programs point to Admin- 
istrative Tools, and then select Computer Management. 

2. In the console tree, right-click the Computer Management entry and choose 
Connect To Another Computer from the shortcut menu. You can now choose 
the senrer whose logs you want to manage. 

3. Expand the System Tools node by clicking the plus sign (+) next to it,  and 
then double-click Event Viewer. You should now see a list of logs as shown 
in Figure 15-6. 

4. Select Application Log 

Device Marlagel 

:: Slorage 
'A D~sk Management 

@ D1,k 9e,;a,rnena 
3 Log,caI D,,ves 
&) Rem#,vabie Slolage 

i' % 5elv1cer and Apphcalons 

d s u c c e s s ~ ~ d t t  4!17/2000 8 21 38PM MSErchangelr Mailbox Logoni 1016 N 
$!n!owabon 411712000 82120PM MSEuchangeT~a?r~ott RautmgEvg~neIS in02  N 
+lnloinai~ar 4/17/2000 82120PM MSEkchangelranrporl Ro~ngEngme/S 1002 N 
. ? ) ~ ~ ~ l o i r n a t ~ ~ ~ ~  411712000 82119PM MSExchangeTianrpolt RoulngEngmelS 1002 N 
$lnlormalion 411712000 81946PM MSErchanyeTianrport RoultnyEngtne/S im? N 
~ ln lo i rna t lon  4/17/2000 81Y13PM MSExchangeTrar~rparl Roul8ngEngineiS 1002 N 
&!rllonaban 4117112000 8191YPM MSE~chmgel~anspuit Raut~nilEnane/S 1002 N/ 

Figure 15-6. Euent Viewer displays eventsfor the selected log 

Entries in the main panel of Event Viewer provide an overview of when, where, 
and how an event occurred. To obtain detailed information on an event, double- 
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click its entry. The event type precedes the date and time of the event. Event types 
include 

Information An informational event, which is generally related to a suc- 
cessful action. 

Warning Details for warnings are often useful in preventing future system 
problems. 

Error An error, such as the failure of a service to start. 

In addition to type, date, and time, the summary and detailed event entries pro- 
vide the following information: 

Source The application, service, or component that logged the event. 

Category The category of the event, which is sometimes used to further 
describe the related action. 
Event An identifier for the specific event 

User The user account that was logged on when the event occurred. 

Computer The name of the computer where the event occurred. 

Description In the detailed entries, this provides a text description of the 
event 

Data In the detailed entries, this provides any data or error code output cre- 
ated by the event 

Use the event entries to detect and diagnose Exchange performance problems. 

Monitoring Connections, Services, Servers, 
and Resource Usage 
As an Exchange administrator, you should routinely monitor connections, services, 
servers, and resource usage. These elements are the key to ensuring that the 
Exchange o~.ganization is running smoothly. Because you can't be on-site 24 hours 
a day, you can set alerts to notie you when problems occur. 

Checking Server and Connector Status 
The Tools node in System hlanager has a special area that you can use to track 
the status of Exchange servers and connectors. To access this area, follow these 
steps: 

1. Start System Manager. 

2. Expand Tools, and then expand Monitoring And Status. 

3. Select Status in the console tree. 

In the right pane, you should now see the status of each Exchange sen-er and 
connector configured for use in the organization. The status is listed as either 

Available The smrer  or connector is available for use. 
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Unreachable The sener  or connector isn't available and a prohlem m y  
exist. 

In the Nanle colurn~~ you may also see icons that give further indication of the 
status of a given sener 01- connector: 

A red circle wit11 an X indicates that 3 critical monitor has exceeded its tllresll- 
oid value or the connector, setver is unreachable. 

* A ye!!i!w triangle with an exclamation point indicates that a warning nioni- 
tor you'\-e set for 3 sen-er has exceeded its threshold ralue. 

i i 

Tip To get the latest status on servers and connectors, rightclick the (2 
Status node in the console tree, and then select Refresh. This refreshes 
the view, ensuring that you have the latest information. 

You'll learn more about configuring server monitctrs in the follo~ving section. 
"Monitoring S e l ~ e r  Performance and Sen7ices." 

Monitoring Server Performance and Services 
Exchange 2000 monitors provide a fully automated method for monitoring sen-er 
performance and tracking the status of key services. You can use Exchange 2000 
monitors to crack 

Virtual memory- usage 

CPU utiliration 

Free disk space 

SMTP and X.400 queues 

Windows 2000 service status 

Using notifications, you call then provide automatic notification when a s e r e r  
exceeds a threshold value or when a key senlice stops. 

Note Windows 2000 Performance Monitors are an alternative to Ex- 
change 2000 monitors. You use these mon~tors in the W~ndows 2000 
Performance Monitor utility as discussed in Chapter 3 of Microsoft Win- 
dows 2000 Administrator's Pocket Consultant (Microsoft Press, 2000). 

Setting Virtual Memory Usage Monitors 
Virtual memory is critically important to normal system operation. When a sen7er 
mns low on virtual  memo^-^-, system performance can suffer and message pro- 
cessing can grind to a halt. To counter this problem, you should set monitors to 
watch virtual niemor). usage. Then you can increase the amount of virtual menlog- 
a.c.ailable on the senrer or add additional %\I as needed. 

You configure a virtual memor). monitor by completing the following steps: 

1. Start System Manager. If administrative groups are enabled. expand the ad- 
ministrative group in which the sen-er you want to use is located. 
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3. Expand Seners. Right-click the senrer you want to work with. and then se- 
lect Properties 

3. It1 the X~Ionitoring tab, click Add. In the Add Resource dialog box, select 
Available Virtual hlemor);, and then click OK. As shown in Figure 15-7, you'll 
see tllr Virtual bIemory Thresholds dialog box. 

Figure 15-7. 1 :ye the Vzrttinl r b f e ~ ~ o g '  7t1resholds dzalog box to set uartlzrzg 
thresholds for twtztnl metnoyl usage 

4. In the Duration (Minutes) Sield, type the number of minutes that the avail- 
able virtwal memor). must be below a threshold to change the state. Normally, 
you'll r an t  to set a value of 5 to 10 minutes. 

5. 7'0 set a warning state threshold, select Warning State (Percent), and then 
select the smallest percentage of virtual mernory your senrer can operate on 
before issuing a warning state alert. In most cases you'll want to issue warn- 
ings when less than 10 percent of virtual memo17 is available for an extended 
period of time. 

6. To set a critical state tlireshold, select Critical State (Percent), and then select 
the srnallest percentage o f  virtual memory your server can operate on before 
issuing a critical swte alert. In most cases you'll want to issue critical alerts 
when less than 5 percent of virtual memoty is available for an extended period 
of time. 

Note If you also set a warning state threshold, this value must be 
larger. 

7. Click OK. For autorllated notification, you must configure administrator 
notification. 
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Setting CPU Utilization Monitors 
You can use a CPU utilization monitor to track the usage of a server's CPUs. When 
CPU utilization is too high. Exchange Server can't effectively process messages 
or manage other critical functions. As a resuit, performance can suffer greatly. 
CPU utilization at 100 percent fix an extended period of time can be an indica- 
tor of serious problems on a server. Typically, you'll need to reboot a senrer when 
the CPU utilization is stuck at nraximum utilization (100 percent). 
x r .  .. r u u  configure a CPU irioni:c;r by completing the fa!!o~-inc~ e sten<. I,". 

1. Start System Manager. If adnlinistrative groups are enabled. expand the ad- 
ministrative group in R-hich the server you want to use is located. 

2. Expand Servers Right-click the server you want to work wlth. and then se- 
lect Properties 

3. In the Monitoring tab, click Add. In the Add Resource dialog box, select CPU 
Utilization. and then click OK.  As shown in Figure 15-8, you'll see the CPU 
Utilization Thresholds di.alog I-)ox. 

Figure 15-8. 1Se the CPC' 1Jttlzzatzorz Thresholds dzalog box to set aarnztzg 
thresholdsfor CP17 usage 

4. In Duration (Minutes). type the number of minutes that the CPU usage must 
exceed to change the state. Normally, you'll want to set a value of 5 to 10 
minutes. 

5. To set a warning state threshold, select Warning State (Percent), and then 
select the maximum allorable CPU before issuing a warning state alert. In 
most cases you'll want to issue warnings when CPU usage is 95 percent or 
greater for an extended period. 
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6. To set a critlcal state threshold, select Critical State (Percent), and then select 
the maxlmum alloa~able CPU before issuing a critical state alert. In most cases 
you'll want to issue warnings when CPU usage 1s at 100 percent for an ex- 
tended period. 

Note If you also set a warning state threshold, this value must be 
larger. 

7. Click OK. For automated notification. you must configure administrator no- 
tification. 

Setting Free Disk Space Monitors 
Exchange Sewer uses disk space for data storage, logging, tracking, and virtual 
memory. When hard disks run out of space, the Exchange server malfunctions 
and data gets lost. 'To prevent serious problems, you should monitor free disk 
space closely on all drives used by Exchange Server. 

You configure a disk monitor by completing the folloaring steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the sewer you want to use is located. 

2. Expand Servers. Right-click the server you want to work with, and then se- 
lect Properties. 

3. In the Monitoring tab, click Add. In the Add Resource dialog box, select Free 
Disk Space, and then click OK. As shown in Figure 15-9, you'll see the Disk 
Space Thresholds dialog box. 

Figure 15-9. IJse the Dtsk Space 7?vesholds dialog box to set the thresholds that 
monztor the auazlable dzsk space on key dmues 

4. Use the Drive To Be Monitored selection list to choose a drive you want to 
monitor. such as C:. 
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5 .  To set a warning state tllreshold, select Warning State IIIB). and then select 
the siwallest disk space (in hlH) the sener can operate on before issuing a 
warn~ng stare alert. 'Typically, you \rant Exchange Sei~er  to issue a warning 
when a dri1.e has less than 100 hIH of disk space. 

6 .  To set a critical state thresliold. select Cri~ical State (hIB), and then select the 
x:~aliest disk space (in hlB! your scl-,-cr car, operate on before issuing a critic:*] 
state alert. 7'1-picallp3 you'll want Exchange Sen7er to issue a critical alert ;vhen 
a drii.e has less than 25 ,1113 ~f disk space 

Note If you also set a warning state threshold, this value must be 1.- 
smaller. 

7. Click OK. Repeat this procedure for all the drives that Exchange Se1-i-er uses 
except bl:. For automated notification, )-ou must configure administrator 
notification. 

Setting SMTP and X.400 Queue Monitors 
If a messaging queue grows conrlnuousl.\ ~t mean5 that messages aren t I e ~ l  In8 
the queue and aren t being delwered as faat as new message> arrne Thr.: cdn 
be an Indicator of network or slatem problems that ma\ need )our attention 

You configure a queue monitor by completing the following steps 

1. Start System hkanager. If administrative groups are enabled. expand the aci- 
ministmtive group in which the server you want to use is located. 

2. Expand Sewers. Right-click the senler you want to work with. and then se- 
lect Properties. 

3. In the Monitoring tab, click Add. To set an ShITP queue  non nit or, select ShlTP 
Queue Gro~vth, and then click OK. To set an X.400 queue monitor, select 
X.400 Queue Growth, and then click OK. 

4. To set a xvarning state threshold, select ViJarning State. and then type the 
number of minutes that the queue can grow continuously before issuing a 
warning state alert. A queue that's growing continuously for more than 10 
minutes is usually a good indicator of a potential proh1er-i~. 

5. To set a critical state threshold, select Critical State, and then type the num- 
ber of minutes that the queue can grow continuously before issuing 2 criri- 
cal stare alert. In most cases a queue that's growing continuously for more 
than 30 minutes indicates a serious problem with the network or the server. 

Note If you also set a warning state threshold, this value must be 
longer. 

6. Click OK. For automated notification; you must configure adn1inistr;itor 
notification. 
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Setting Windows 2000 Service ~ o h i t o r s  
Exchange 2000 monitors can track the status of Windows 2000 Senrices as well. 
Then if a sewice you've configured for monitoring is stopped. Exchange Server 
generates a warning or critical alert. 

When you install an Exchange server, certain critical services are configured for 
monitoring automatically. These senrices are displayed in the Monitoring tab under 
the heading Default Microsoft Exchange Services, and they're generally the fol- 
lowing senrices: 

A4icrosoft Exchange Information Store 

hllcrosoft Exchange hlTA Stacks 

hlicrosoft Exchange Routing Engine 

Microsoft Exchange System Attendant 

Simple hlail Transport Protocol (SMTP) 

\X'orld Wide Web Publishing Service 

W'hen 1.ou configure sen~icr monitors, you can add them to the Default Microsoft 
Exchange Senrices heading. Or yo11 can create your own heading for additional 
services. The key reason for grouping services under a common heading is to 
ease the administratiye burden. Instead of having to configure separate entries 
for each sen-ice. you create a single entry, add services to it, and then set the alert 
type for all the sellices in the group. 

You cont~gure senrice monltors by completing the following steps 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
rninistrative group in which the sen7er you want to use is located. 

2. Expand Senrers, Right-click the server you want to work with, and then se- 
lect Properties. 

3.  In the Monitoring tab. click Add. In the Add Resource dialog box, select 
windows 2000 Senrice, and then click OK.  As shon~n in Figure 15-10, you'll 
see the Services dialog box. 

4 .  Type a name for the group of sewices for which you're configuring the 
monitor. 

5. Click Add. Select a service to add to the monitor, and then click OK. Repeat 
as necessaty. 

6 .  When any of the selected services stops running, an alert is issued. This can 
be either a Warning alert or a Critical alert, depending on the value you se- 
lect in the When Senrice Is Not Running Change State To field. 

7 .  Click OK. For automated notification, you must configure administrator 
notification as described in the section of this chapter entitled "Configuring 
Notifications." 



Chapter 15 Exchange 2000 Server Maintenance, Monitoring, and Queuing 1 351 

I " 

[ service ] State 1 
Pjerter Runn~ng 

Event Log Runn~ng 

IIS Admin Service Runn~ng 

Microsoft Search R~~rining 

Net Logon Running 

Figure 15-10. In the Senzces dzalog box, tipe a name forthegroup of serutces 
you z ~ a n t  to monitor ne t7  after addzrzg the sen zces, set the type of alert as 
etthet Warntrzg or Crztzcal 

Removing Monitors 
If you don't want to use a particular monitor anymore. you can remove it by 
completing the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. Expand Servers. Right-click the sewer you want to work with, and then se- 
lect Properties. 

3. Click the hlonitoring tab. You should now see a list of all monitors config- 
ured on the sewer. 

4. Select the nlollitor you want to delete, and then click Iiernove. 

5 .  Click OK.  

Disabling Monitoring 
When you're troubleshooting Exchdnge problems ot performing niaintenance, 
you may want to temporarily disable monitoring and In thls way stop Exchange 
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Sewer from generating alerts. To disable monitoring, complete the following 
sceps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. Expand Servers. Right-click the sewer you want to work with, and then se- 
lect Properties. 

3. Click the Monitoring tab. You should now see a list of all monitors config- 
ured on the server. 

4. Select Disable All Monitoring Of This Server, and then click OK. 

Caution When you're finished testing or troubleshooting, you should re- 
peat this procedure and clear the Disable All Monitor~ng On This Server 
check box. If you forget to do this, administrators won't be notified when 
problems occur. 

Configuring Notifications 
One of the key reasons to configure monitoring is to notify administrators when 
problems occur. You can configure taro types of notification. 

E-Mail Used to send e-mail to administrators when a server or connector 
enters a warning or critical state 

Script Used to have Exchange Sener execute a script when a server or con- 
nector enters a warning or critical state 

'I'he sections that follow explain how you can create and manage notifications. 

Note Useful resources for creating scrlpts are Windows NT Scriptrng 
Administrator's Guide, and Windows 2000 Scripting Bible (IDG Books 
Worldwide, 2000). 

Notifying by E-Mail 
You use e-mail notification to send e-mail to administrators when a server or 
connector enters a warning or critical state. You can select multiple recipients to 
be notified and you can select a specific server to use in generating the e-mail. 

To configure e-mail notification, follomr these steps: 

1. Start System Manager. 

2. Expand Tools, and then expand hlonitoring And Status 

3. Right-click the Notification folder, point to New, and then click E-Mail Noti- 
fication. This displays the Properties dialog box shown in Figure 15-17. 

4. To specih the server that will monitor and notify users by e-mail, click Se- 
lect. and then choose a server. 
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Figure 15-11. Use the Properties dialog box to conjigzire e-mail notijication. 

5 Use the Sewers And Connectors To hlonitor lrst box to choose the servers or 
connectors you want admlnlstrators to be notrfred about The avarlable op- 
trons are 

* Thrs Server 

All Servers 
* Any Sewer In The Routrng Group 

All Connectors 
* Any Connector In The Routrng Group 

Custom List Of Servers 

* Custom Llst Of Connectors 

Note To create a custom list of servers or connectors, select Custom 
List Of Servers or Custom List Of Connectors, and then click Customize. 
Afterward, in the Custom List windows, click Add, and then choose a 
server or connector to add to the custom list. 

6. You can configure notification for either Warning alerts or Critical state alerts. 
Use biotify 'When Monitored Iterns Are In to choose the state that triggers 
notification. 

7. Click To, and then select a recipient to notify. You can notify multiple users 
by selecting an appropriate mail-enabled group. 
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8.  Click Cc, and then select additional recipients to notiQ. Again. you can no- 
tify multiple users by selecting an appropriate mail-enabled group. 

9.  Click E-Mail Se~ver, and then choose the e-mail sewer that should generate 
the e-mail message. 

10. Use the Subject field to set a subject for the notification message. The default 
subject line specifies the type of alert tllat occurred and the item on which 
the alert occurred. These values are represented by the subject line 
%TargetInstance.ServerSYateString9/o on %TargetInstance.Name%. 

11. The message box at the bottom of the window sets the body of the message. 
In most cases you'll want to edit the default message body. The default text 
tells adn~inistrators the following information: 

O/oTargetInsrance.Name% is the name of the saver or connector that 
triggered the notification - @h/oTargetInstance.Sen7erStateString% is the type of alert 

3 %TargetInstance.QueuesStateString% is the reported status of queues 
* n/iiTargetInst~nce.DisksStateString?/o is the reported status of drives 

@/~TargetInstance.SewicesStateString"o is the reported status of services 
: O/uTargetInstance.bIe~noryStateString% is the reported status of virtual 

melnory 
* %iTargetInstz~nce.CPUStateStringo/o is the reported status of CPUs 

12. Click OK. Repeat this procedure to configure notification for other sen7ers and 
connectors. 

Using Script Notification 
You use script notification to have Exchange Server execute a script when a server 
or connector enters a warning or critical state. The script can execute commands 
that restart processes, clear up disk space, or perform other actions needed to 
resol\.e a problem on the Exchange server. The script could also generate an e- 
rllail through an alternate gateway. which is useful if the Exchange server is unable 
to deliver e-mail. 

To configure script notification, follow these steps: 

1. Start System Manager. 

2. Expand Tools, and then expand Monitoring And Status 

3. Rigtlt-click the Notification folder, point to New, and then click Script Noti- 
fication. This displays the Properties dialog box shown in Figure 15-12, 

4. To specify the server that will monitor and notify users by e-mail, click Se- 
lect, and then choose a server 
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Figure 15-12. Gse the Properties dznlog box to configzire scrzpt notzfzcntzo~i 

5. Use the Sewers And Connectors To Monitor list box to choose the servers or 
connectors you want administrators to be notified about. The available op- 
tions are 

This Server 

* A11 Sewers 

Any Sewer In The Routing Group 

All Connectors 

Any Connector In The Routlng Group 

* Custonl Llst Of Servers 

Custon~ List Of Connectors 

Note To create a custom 1st of servers or connectors, select Custom 
List Of Servers or Custom List Of Connectors, and then cllck Customize. 
Afterward, In the Custom List windows, click Add, and then choose a 
server or connector to add to  the custom list. 

6. You can configure notification for either warning alerts or Critical state alerts. 
Use Notify When Monitored Items Are In to choose the state that triggers 
notification. 
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7. In Pat11 To Executable, type the complete file path to the script j7ou want to 
execute. such as C:'~scripts';mynotificationscript.vbs. You can run any type 
of executable file, including batch scripts with the .bat or .cmd extension and 
\Vindo\vs scripts n~ltli the .vb. .js, .pl, or .wsc extension. 

I Note The Exchange System Attendant must have permlsslon to  ex- 
ecute this script, so be sure to grant access to the local system account 
or any other account that you've configured to run this servlce. 

8. To pass arguments to a script or application, type the options in the Com- 
rllalld Line Options field. 

0 .  Click OK. 

Viewing and Editing Current Notifications 
YOLI can 1 iew all notifications configured in the organization with the Sotifica- 
tion entry in S),stern hlanager. Start S?.stem hlanager, expand Tools, expand 
hlonitoring Ancl Status, and then select Notifications. 

Each notification is displayed with surnniary information depicting the folloaring: 

;\,une of the monitoring server 

Itern\ monitored 

Act~on perkoimed 

\t,~te that trlggers notrflcation 

'1'0 edit 3 notification, double-click it, and then modify the settings as necessary. 
\K.lien ) ro~~ ' se  finished, click OK. 

'To delete a notification, right-click it, and then select Delete. \When pronlpted to 
confir-111 the action, click Yes. 

Working with Queues 
,As an Exchange administrator. it's your responsibility to monitor Exchange queues 
regularly. Exchange Server uses queties to hold messages while they're k i n g  
p r o c e s t ~ l  for routing and deliver?;. If messages remain in a queue for an extended 
period, there may be a problem. For example, if an Exchange semer is unable 
to connect to the network. you'll find that messages aren't being cleared out of 
queues. 

Exchange Senter supports t ~ ~ o  types of queues. - System queues The default queues in the organization. There are three pro- 
1,iders for s)-stern queues: SMTP. Microsoft MTA (X.400), and MAPI (Messag- 
ing Application Programming Interface). 

Link queues Created by Exchange Sewer when there are multiple messages 
Ijound for the same destination. 'These queues are accessible only when they 
JI ; I \  ti nirssages waiting to he routed. 
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Using SMTP Queues 
Each ShlTP virtual server has several system queues associated with it. These 
queues are 

Local Delivery Contains messages that are queued for local delivery-that 
is, messages tkrat the Exchange server is waiting to deliver to a local Exchange 
mailbox. 

Messages Awaiting Directory Lookup Contains messaRes to recipients 
who have not yet been resolved in Active Directory. 

Messages Waiting To Be Routed Contains messages waiting to be routed 
to a destination server. Messages move from here to a link queue. 

Final Destination Currently Unreachable Contains messages that can't 
be routed because the destination server is unreachable. 

Pre-Submission Contains messages that have been acknowledged and ac- 
cepted by the ShITP service but haven't been processed yet. 

As you can see. SMTP queues are used to hold messages in various stages of 
routing. You access these queues through the SMTP virtual server node by com- 
pleting the following steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. Navigate to the Protocols container in the console tree. Expand Servers, ex- 
pand the server you want to work with, and then expand Protocols. 

3. Navigate to a virtual server's Queues node. Expand SbITP, expand the virtual 
server you want to work with, and then expand Queues. 

4. Select the queue you want to work with 

Using Microsoft MTA (X.400) Queues 
The Microsoft Message Transfer Agent (MT'4) provides addressing and routing 
information for sending messages from one server to another The MTA relies on 
X.400 transfer stacks to provide additional details for message transfer, and these 
stacks are similar In purpose to the Exchange virtual servers used with SMTP. 

The key queue used with the hlicrosoft MTA is the PendingRerouteQ. This queue 
contains messages that are waiting to be rerouted after a temporary link outage. 
To access the PendingRerouteQ, follow these steps: 

1. Start System Manager. If administrative groups are enabled, expand the ad- 
ministrative group in which the server you want to use is located. 

2. Navigate to the Protocols container in the console tree. Expand Servers, ex- 
pand the server you want to work with, and then expand Protocols. 

3. Expand X.400, and then expand Queues. Finally, select PendingRerouteQ. 
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Using MAPI Queues 
No\-ell Groupwise, Lotus Notes, and Lotus cc:hlail connectors all use MAPI 
queues. MAPI queues are used to route and deliver messages over the related 
connector. The queues you may see are 

MTS-In Contains messages that have come to the Exchange organization 
over the connector. The message contents and addresses haven't been con- 
verted to Exchange format. 

Ready-In Contains messages that have been converted to Exchange format 
and are ready to be delivered. Recipient addresses still need to be resolved. 

Ready-Out Contains messages that have been prepared for delivery to a for- 
eign system. The message addresses have been resolved, but the message 
contents haven't been converted. 

Badmail Contains all messages that caused errors when the connector tried 
to process them. No further delivery attempts are made on these messages 
and they are stored in this queue until you delete them manually. 

To access a MAP1 queue, follow these steps: 

1. Start System Manager, If administratiye groups are enabled, expand the ad- 
ministrative group you want to work with. 

2. If available, expand Routing Groups . and then expand the routing group that 
contains the connector you want to work with. 

3.  Navigate to the connector's Queues node. Expand Connectors, expand the 
connector, and then expand Queues. 

4 .  Select the queue you want to work with. 

Managing Queues 
Yo11 usually won't see messages in queues because they're processed and routed 
quickly. Messages come into a queue, Exchange Server performs a lookup or 
establishes a connection, and then Exchange Sewer either moves the message 
to a new queue or delivers it to its destination. 

Messages remain in a queue when there's a problem. To check for problem 
messages. you must enumerate messages in the queue. Messages aren't enumer- 
ated by default-you must do this manually. 

Enumerating Messages in Queues 
In order to manage queues, you must enumerate messages. This process allows 
you to examine queue contents and perform management tasks on messages 
within a particular queue. 
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7'he easiest way to enumerate messages is to do so in sets of 100. To display the 
first 100 messages in a queue, follow these steps: 

1. Start System Manager. and then navigate to the queue you want to work with. 

2. Right-click the quc-11e. and then select Enumerate 100 hlessages. 

Repeat this process if you \vant to access the next 100 messages. Or to refresh 
the current list of messages. right-click tile queue. and then select Re-enumerate. 

Note You can only re-enumerate a queue that you've managed previ- 
ously. If you haven't enumerated a queue previously, the Details pane will 
display the following message: Enumerate messages from the queue 
node. Additionally, if there are no messages In the queue, the Details 
pane will display the following message: There are no matching mes- 
sages queued. 

You can also use a custom filter to enumerate messages. To create a custom fil- 
ter and then set the filter as the default, follow these steps: 

1 Start System hIanager. and then nav~gate to the queue you want to work with 

2 Right-click the queue. and then select Custom Filter 

3. From the Action selection list. select Enumerate. 

4.  To select a specific number of messages, choose Select Only The, and then 
specify the Number Of hlessages to enumerate 

5. To select messages by other criteria, choose Select hlessages That Are, and 
then set the enumeration criteria. 

6. To select all available messages. choose Select All Messages 

7 .  Optionally, you can save your changes as the default filter by selecting Set 
As Default Filter. 

8 When you click OK.  the custom filter is automatically executed 

Understanding Queue Summaries and Queue States 
Whenever you cl~ck a Queues node in System Manager. you get a summary of 
the currently available queues for the selected node These queues can include 
both system and link queues, depending on the state of the Exchange sene r  

Although queue summaries provide important details for troubleshooting mes- 
sage flow problems, you do have to know what to look for. The connection state 
is the key information to look at first. This value tells you the state of the queue. 
States you'll see include 

Active An active queue is needed to allow rnessJges to be transported out 
of a link queue. 



360 1 Part IV Microsoft Exchange 2000 Server and Group Administration 

Ready A ready queue is needed to allow messages to be transported out 
o f  a system queue. When link queues are ready, they can have a connection 
allocated to tliem. 

Retry A connection attempt has failed and the server is waiting to retry. 

Scheduled The server is waiting for a scheduled connection time. 

Remote The server is waiting for a remote dequeue command (TURN/ 
ETKN). 

Frozen The queue is frozen. and none of its messages can be processed 
for routing. hlessages can enter the queue, however, as long as the Exchange 
routing categorizes is running. You must unfreeze the queue to resume nor- 
mal queue operations. 

Adlninistrators can choose to enable or disable connections to queues. If con- 
nections ;ire disabled, the queue is unable to route and deliver messages. 

YCIU can change tlie queue state to Active by using the FORCE CONXECTION 
con~nland. When you do this, Exchange Ser17er should immediately enable a 
connection for the queue. which n-ill allow messages to be routed and delivered 
from it. You can force a connection to change the Retq or Scheduled state as well. 

C)tlier summan information that you may find useful in trou1)leshooting includes: 

Time Of Submission Of Oldest Msg Tel,ls you when the oldest message 
Lvas sent by a client. Any tilne the oldest message has been in the queue for 
st.\-era1 days. you have a problem with message delivery. Either Exchange 
Senrer is having a problem routing that specific message, or a deeper rout- 
ing problem may be affecting the organization. 

Total # Of Msgs Tells you the total number of messages waiting in the 
clueue. If you see a large number of messages waiting in the queue, you may 
Il:~\.e a connectivity or routing problem. 

'Total Msg Size (KB) Tells you the total size of all messages in the queue. 
Large messages can take a long time to deliver, and. as a result, they may slow 
clown message delivery. 

Time Of Next Connection Retry \Then the connection state is Retry t h ~ s  
colun-in tells I O U  when another connection attempt xvrll be made You can 
u\e Forte Connection to attempt a connection immecirately 

Viewing Message Details 
Anytime a message is displayed in a queue, you can double-click it to view 
message details. The derails provide additional information that identifies the 
message. inclutiing a message ID that you can use with message tracking. 

Enabling and Disabling Connections to Queues 
'I'lir only w y  to enal~le and tlisat~le connections to queues is on a global basis. 
,vl~ictl rneanx r1l;ir you enable o r  disable all queues for a given SMTP virtual server. 
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MTA object, or connector Enabling queues makes the queues available for routlng 
and dellvery Dlsabllng queues makes the queues unava~lable for routlng and 
dellvery 

To enable or dlsahle connection? to queues, follow these steps 

1. Start System Iblanager. 

2. Navigate to the Queues node for the SMTP virtual server, IClTA object, or 
connector you want to manage 

3. To enable connections to all queues, right-click the Queues node. and then 
select Enable All Connections. 

3. To disable connections to all queues, right-click the Queues node, and then 
select Disable All Connections. 

Forcing Connections to Queues 
In most cases you can change the queue state to Active by forcing a connection. 
Simply right-click the queue, and then select Force Connection. When you d o  
this, Exchange Sewer should immediately enable connections to the queue, and 
this should allow messages to be routed and delivered from it. 

Freezing and Unfreezing Queues 
%'hen you freeze a queue, all message transfer out of that queue stops. This means 
that messages can continue to enter the queue but no messages will leave it. To 
restore normal operations, you must unfreeze the queue. 

You freeze and then unfreeze a queue by completing the following steps: 

1. Start System ~Wanager, and then navigate to the queue you want to work with 

2. Enumerate the queue so that you can see the messages it contains 

3. Right-click the queue, and then select Freeze All Messages. 

4. When you're done troubleshooting, right-click the queue, and then select 
Unfreeze All Messages. 

Another way to freeze messages in a queue is to do so selectively. In this way, 
you can control the transport of a single message or several messages that may 
be causing problems on the server. For example, if a large message is delaying 
the delivery of other messages, you can freeze the message until other messages 
have left the queue. Afterward, you can unfreeze the message to resume normal 
delivery 

To freeze and then unfreeze an individual message, complete the following steps: 

1 Start System Manager, and then navigate to the queue you want to work with. 

2. Enumerate messages in the queue. 

3. Right-click the problem message, and then select Freeze. 

4. When you're ready to resume delivery of the message, right-click the prob- 
lem message, and then select Unfreeze. 
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Deleting Messages from Queues 
You can remove messages from queues in several ways. To delete all messages 
in a queue, follow these steps: 

1. Start System Manager, and then navigate to the queue you want to work with. 

2 Enumerate the messages in the queue to make sure that you really want to 
delete all the messages that the queue contains. 

3. Right-click the queue, and then select one of the following options: 

Delete All Messages (No NDR) Deletes all messages from the 
queue without sending a nondelivery report to the sender 

* Delete AU Messages (Send NDR) Deletes all messages from the 
queue and notif~es the sender with a nondel~very report 

4.  When prompted, click Yes to confirm the deletion 

To delete messages selectively, follow these steps: 

1. Start System Manager, and then navigate to the queue you want to work with. 

2 Enumerate messages In the queue 

3 Right-click the message or messages that you want to delete, and then se- 
lect one of the following options 

Delete Messages (No NDR) Deletes the selected messages from 
the queue without sending a nondelivery report to the sender. 

Delete Messages (Send NDR) Deletes the selected messages from 
the queue and notifies the sender with a nondelivery report. 

4.  When prompted, click Yes to confirm the deletion 

I>eletlng messages from a queue removes them from the messaging system per- 
tn~nently You can't recover the deleted messages 
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auditing policies and, 118 
txick up and, 146, 204 
changing transaction log location and 

system path of, 148-149 
creating, 147-148 
delvting, 150-151 
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